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Corrections for May 29, 2020
	Pg
	Error – First Printing
	Correction

	496
	Third para from bottom, 2nd last line:
If an antenna has its gain shown as dBi, you can add 2.14 dBi to that value to get its gain in dBi units instead.
	And should read as:
If an antenna has its gain shown as dBd, you can add 2.14 dB to that value to get its gain in dBi units instead.

	523
	Step 4, second last line:
If the name resolves to an IP address, the controller attempts to contact a WLC at that address.
	Should read:
If the name resolves to an IP address, the AP attempts to contact a WLC at that address.

	542
	Question 8, second sentence reads:
Mobility group 1 consists of controllers A and B, while mobility group 2 consists of controllers C and D.
	Should read:
Mobility group 1 consists of controllers A and B, while mobility group 2 consists of controllers C and D; the mobility list on each controller contains both mobility group definitions.


Corrections for May 14, 2020
	Pg
	Error – First Printing
	Correction

	16
	First paragraph second sentence reads as:

“The command mac address-table static mac-address vlan vlan-id {drop | interface interface-id} adds a manual entry with the ability to associate it to a specific switch port or to drop traffic upon receipt.”
	And should read as:
“The command mac address-table static mac-address vlan vlan-id {drop | interface interface-id} adds a manual entry with the ability to associate it to a specific switch port or to drop traffic upon receipt.”

	67
	In Example 3-9, the lowest block of the example has two errors:

Reads as “Port identifier 128.7” and should read as “Port Identifier 128.13” and

Reads as “Designated port id is 128.7” and should read as “Designated port id is 128.13”

	71
	First paragraph, first sentence reads as:

“Example 3-14 shows SW1’s Gi1/0/2 statistics after BPDU is enabled on the Gi1/0/2 interface”

	And should read as:

“Example 3-14 shows SW1’s Gi1/0/2 statistics after BPDU filter is enabled on the Gi1/0/2 interface”

	83
	In Example 4-3, the tenth line reads as:

“Bridge ID Priority 24576 (priority 0 sys-id-ext 0)”
	And should read as:

“Bridge ID Priority 24576 (priority 24576 sys-id-ext 0)”

	84
	Example 4-4, the fourth line reads as:

“Bridge address 0062.ec9d.c500 priority 0 (0 sysid 0)”
	And should read as:

“Bridge address 0062.ec9d.c500 priority 0 (24576 sysid 0)”

	118
	The last paragraph, the last sentence reads as:

“The link utilization is displayed in hex under Load and displays the relative link utilization to the other member links of the EtherChannel.”
	And should read as:


“The link utilization is displayed in hex under Load and is used to identify the distribution of traffic.”

	154
	first paragraph, third sentence reads as:

“Because 2816 is less than 3072, the second entry passes the feasibility condition, which means the second entry is classified as the feasible successor for the prefix.”
	And should read as:

“Because 2816 is less than 3328, the second entry passes the feasibility condition, which means the second entry is classified as the feasible successor for the prefix.”

	157
	Third paragraph, the first two sentences read as:

“Just as EIGRP scaled by 256 to accommodate IGRP, EIGRP wide metrics scale by 65,535 to accommodate higher-speed links. This provides support for interface speeds up to 655 Tbps

(65,535 × 107) without any scalability issues.”
	And should read as:
“Just as EIGRP scaled by 256 to accommodate IGRP, EIGRP wide metrics scale by 65,536 to accommodate higher-speed links. This provides support for interface speeds up to 655 Tbps (65,536 × 107) without any scalability issues.”

Figure 7-9 should be updated so that 65,535 is replaced with 65,536.

	411
	Example 15-17, second line reads as:

“EthernGi0/0 - Group 20”
	And should read as:

“GigabitEthernet0/0 - Group 20”

	772
	Section Radius, first paragraph, last sentence reads as:

“EAP is used for secure network access and is covered in Chapter 23.”
	And should read as:

“EAP is used for secure network access (wired and wireless) and is covered in Chapter 20 and 23.”


Corrections for May 8, 2020
	Pg
	Error – First Printing
	Correction

	xv
	Chapter 9 subtopics:

Link-State Announcements
	Should read as:

Link-State Advertisements

	5
	1st para under “Collision Domains”, 4th line from top:

and the communication become garbled if two devices talked at the same time. Ethernet devices use Carrier Sense Multiple Access/Collision Detect (CSMA/CD) to ensure that only one device talks at time in a collision domain.
	Should read as:


and the communication becomes garbled if two devices talk at the same time. Ethernet devices use Carrier Sense Multiple Access/Collision Detect (CSMA/CD) to ensure that only one device talks at the same time in a collision domain.

	14
	1st para under “Allowed VLANs”, 2nd last line:

Example 1-7 displays sample a configuration for limiting the VLANs
	Should read:

Example 1-7 displays a sample configuration for limiting the VLANs

	15
	From the top, 3rd point: 

■ vlan vlan-id: Displays entries that matches the specified VLAN.
	Should read:

■ vlan vlan-id: Displays entries that match the specified VLAN.

	17
	Para under “Interface Status”, last line:

of this command and includes following fields in the output:
	Should read:

of this command and includes the following fields in the output:

	33
	Table 1-4, 3rd line from bottom, right column:

show ip arp [mac-address | ip-address | vlan vlan-id | interface-id].
	Should read:

show ip arp [mac-address | ip-address | vlan vlan-id | interface-id]

	33
	Table 1-4, 2nd line from bottom, left column:

Displays the IP interface table
	Should read:
Displays the IP interface table

	43
	The last sentence of that bullet (fourth bullet) “If the links are connected to the same switch, they move on to the next step.” is not relevant and should be removed.

	47
	2nd para from bottom, second sentence:

As the number of hosts increase,
	Should read:

As the number of hosts increases,

	61
	1st para under “Modifying STP Root Port…”, 2nd last line:

BPDU was received in conjunction to the value of the total
	Should read:


BPDU was received in conjunction with the value of the total

	61
	2nd para under “Modifying STP Root Port…”, 2nd last line:

which SW5 then adds its STP port cost cost of 4.
	Should read:


which SW5 then adds its STP port cost of 4.

	82
	MST Configuration, Step 4:

Specify the mst version number.
	Should read:

Specify the MST version number.

	87
	Para above “Figure 4-5”, 3rd line:

them, with VLAN 10 and VLAN20.
	Should read:

them, with VLAN 10 and VLAN 20.

	95
	under VTP Configuration, Step 2, the second sentence reads as: 

“Changing the VTP domain resets the local switch’s version to 0.”
	Should read: 

 
“Changing the VTP domain resets the local switch’s VTP database revision to 0”

	97
	Example 5-2, the entry currently reads as:
“VTP Operating Mode                : Server”
	Should read:

“VTP Operating Mode                : Primary Server”

	99
	Above “Dynamic Trunking Protocol”, reads:

When a VLAN is removed from a switch, the access port is moved to VLAN 1. It is then necessary to reassign VLANs to every port associated to the VLAN(s) that were removed.
	Should read:

On some versions of IOS, when a VLAN is removed from a switch, the access port is moved to VLAN 1. It is then necessary to reassign VLANs to every port associated to the VLAN(s) that were removed.

	101
	1st para, second last line:

Notice that Negotiation of Trunk now
	Should read:

Notice that Negotiation of Trunking now

	104
	1st point under “PAgP Port Modes”, 2nd line:

If an PAgP packet is
	Should read:

If a PAgP packet is

	108
	Title of Example 5-1:

Viewing show etherchannel port Output
	Should read:

Viewing show etherchannel port Output

	118
	Last para, second line:

(for example, 2, 4, 8), to be consistent.
	Should read:

(for example, 2, 4, 8) to be consistent.

	118
	Last para, third line:

The best was to view the load of each
	Should read:

The best way to view the load of each

	134
	1st para under “Static Routing”, 2nd line:

as the number of routers and network segments grow.
	Should read:

as the number of routers and network segments grows.

	135
	2nd and 3rd point under “Static Route Types”:

■ Recursive static route

■ Fully specified static route
	Should read:

■ Recursive static routes
■ Fully specified static routes

	138
	Last line (above Figure 6-11):

preferred to the 10.12.2.0/24 network.
	Should read:

preferred over the 10.12.2.0/24 network.


	144
	Title of Figure 6-14: 
Comparison of a Router with no VRF Instances and a Router with a VRF Instance
	Should read:

Comparison of a Router with No VRF Instances and a Router with a VRF Instance

	148
	1st para, 2nd line:

routing protocol commonly used in enterprises networks.
	Should read:

routing protocol commonly used in enterprise networks.

	150
	Question no. 8:

The default EIGRP hello timer for a high-speed interfaces is
	Should read:

The default EIGRP hello timer for a high-speed interface is

	160
	Figure 7-14. The link metric between R1 and R5 should be set to 25 not 35.

	161
	Step 2, first para, second line:

saying that a route does not exists.
	Should read:

saying that a route does not exist.

	163
	“Define Key Terms”, last line:

topology table, variance value, wide metric,
	Should read:

topology table, variance value, wide metric

	170
	Last para, 3rd line from bottom:

adding 1 additional router would makes 15 OSPF adjacencies on a network
	Should read:

adding 1 additional router would make 15 OSPF adjacencies on a network

	183
	First line under “Verifying OSPF Timers”:
The timers for an OSPF interfaces are shown 
	Should read:

The timers for an OSPF interface are shown

	187
	Table 8-9, “Description” column, 1st and 2nd rows:

Default setting on OSPF-enabled Ethernet links
Default setting on OSPF-enabled Frame Relay main interface or Frame Relay multipoint subinterfaces
	Should read:


Default setting on OSPF-enabled Ethernet links.

Default setting on OSPF-enabled Frame Relay main interface or Frame Relay multipoint subinterfaces.

	210
	3rd line from the top of the page:

are three fundamental rules ABRs use the for creating type 3 LSAs:
	Should read:

are three fundamental rules ABRs use for creating type 3 LSAs:

	220
	2nd last line above Figure 9-25:

This is accomplished by using a Distribute List.
	Should read:

This is accomplished by using a distribute list.

	231
	Last line above Example 10-2:

Example 10-2 shows this the command executed on R3.
	Should read:

Example 10-2 shows this command executed on R3.

	250
	4th para from top, 2nd line:

displays the active TCP sessions between a router.
	Should read:

display the active TCP sessions between a router.

	250
	2nd point under “OpenSent”:

The source IP address of the OPEN message must match IP address that is configured for the neighbor.
	Should read:

The source IP address of the OPEN message must match the IP address that is configured for the neighbor.

	251
	Bottom of the page, Step 2, second line:

tion logic uses the highest IP address of the any up loopback interfaces.
	Should read:

tion logic uses the highest IP address of any up loopback interfaces.

	256
	2nd line from top:

table use the following process for advertisement to BGP peers.
	Should read:

table use the following process for advertisement to BGP peers:

	257
	1st line from top (in Example 11-5):

neighbor 10.12.1.2 remote-as 100
	Should read:

neighbor 10.12.1.2 remote-as 65100

	257
	Bottommost line:

from a BGP peers and the BGP best-path algorithm.
	Should read:

from a BGP peer and the BGP best-path algorithm.

	262
	Paragraph above Example 11-13, 2nd line:

the AS_Path is blank, and the origin codes is
	Should read: 

the AS_Path is blank, and the origin code is

	280
	Short para above Example 11-37:

Example 11-37 verifies that the 2001:db8:0:23::/64 is now within
	Should read:

Example 11-37 verifies that 2001:db8:0:23::/64 is now within

	291
	3rd line from the top:

the common techniques used to conditionally matching a route—
	Should read:

the common techniques used to conditionally match a route—

	298
	Title of Example 12-3: 
Sample Route map
	Should read:

Sample Route Map

	328
	Question 11, Option C:

It waits for the RP to send register message indicating
	Should read:

It waits for the RP to send a register message indicating

	328
	Question 13, second line:

or more routers to operate as rendezvous points (RPs)
	Should read:

or more routers to operate as rendezvous points (RPs).

	335
	Bottom of the page, 2nd last point:

General membership query (type value 0x11) is sent periodically sent to the
	Should read:

General membership query (type value 0x11) is periodically sent to the

	339
	Bottom of the page, 2nd last para, 1st line:

sending traffic to 239.255.1.1(01:00:5E:7F:01:01).
	Should read:

sending traffic to 239.255.1.1 (01:00:5E:7F:01:01).

	363
	Para under “The Need for QoS”, 2nd last line:

unintelligible and distorted speech, voice breakups, longs silence gaps, and call drops.
	Should read:

unintelligible and distorted speech, voice breakups, long silence gaps, and call drops.

	374
	Para under “NOTE”, 2nd last line:

any particular algorithms to use for queueing and congestions
	Should read:

any particular algorithms to use for queueing and congestion

	387
	“Round robin”, last line:

round robin is it does not include a mechanism to prioritize traffic.
	Should read:

round robin is that it does not include a mechanism to prioritize traffic.

	397
	Para below “Example 15-1”, 2nd line:

ing output in Example 15-2.
	Should read:

ing output in Example 15-2:

	404
	Last line above Table 15-2:

between HSRPv1 and HSRPv2:
	Should read:

between HSRPv1 and HSRPv2.

	406
	Last line above Example 15-9:

was enabled, that SW3 became the active speaker, and SW2 became the standby speaker.
	Should read:

was enabled, SW3 became the active speaker and SW2 became the standby speaker.

	426
	Step 3 under “Pooled NAT”:

Specify which by using a standard or extended ACL referenced by number or name. Using a user-friendly name may be simplest from an operational support perspective.
	Should read:

Specify which by using a standard or extended ACL referenced by number or name. Using a standard ACL specifies the source IP addresses that could be translated, while using an extended ACL allows for the conditional translation based on protocol, port, or source or destination IP addresses. Using a user-friendly name may be simplest from an operational support perspective.

	429
	Bottom of the page, Step 4:

Configure Port Address Translation by using the command the command ip nat
	Should read:

Configure Port Address Translation by using the command ip nat

	436
	Last para, 1st line:

RFC 1918 address space (10.0.0.0/8,172.16.0.0/12, and
	Should read:

RFC 1918 address space (10.0.0.0/8, 172.16.0.0/12, and

	437
	Table 16-1, last row:

Virtual Extensible Local Area Network (VXLAN):
	Should read:

Virtual Extensible Local Area Network (VXLAN)

	443
	2nd line from top of the page:

command show interface tunnel number.
	Should read:

command show interfaces tunnel number.

	472
	Top of the page, Step 2:

The ITR sends a map request to the MR for 100.64.254.254
	Should read:

The ITR sends a map request to the MR for 100.64.254.254.

	505
	Top of the page, NOTE, last line:

and configure it do so.
	Should read:

and configure it to do so.

	522
	Bottom of page, above last para, 2nd point:

A code upgrade is performed on the WLC itself, requiring all associated APs to upgrade, too.
	Should read:

A code upgrade is performed on the WLC itself, requiring all associated APs to upgrade too.

	556
	Bottom of page, Define Key Terms, 1st term:

author controller
	Should read:

anchor controller

	576
	Top of page, below chapter title:

This chapter covers the following subjects
	Should read:

This chapter covers the following subjects:

	583
	3rd para, 4th line from top:

−76 dBm and the SNR at 18 dB—both rather low values,
	Should read:

-75 dBm and the SNR at 18 dB—both rather low values,

	590
	2nd para from bottom, 1st line:

The AP information in Figure 21-15 shows the air quality of channel 11 as 99, which
	Should read:

The AP information in Figure 21-15 shows the air quality of channel 11 as 97, which

	620
	Top of the page, 1st para, 3rd line: 

(IPv4, IPv6, and/ or MAC), and built-in network
	Should read:

(IPv4, IPv6, and/or MAC), and built-in network

	626
	1st line from top of the page:

Better understanding the benefits and operation of Cisco SD-Access
	Should read:

Better understanding of the benefits and operation of Cisco SD-Access

	647
	Last line above Example 24-6:

Never underestimated the power of ping!
	Should read:

Never underestimate the power of ping!

	647
	Table 24-2, right column, “Timeout in seconds” row:

How long a echo reply response is waited for
	Should read:


How long an echo reply response is waited for

	659
	Table 24-4, 1st column, last row:

Point-to-Multipoint
	Should read:

Point-to-multipoint

	685
	Last line of the page:

This does not include a SVI interface.)
	Should read:

This does not include an SVI interface.)

	692
	Last line above Figure 24-5:

visibility that a typical service provider SLA.
	Should read:

visibility than a typical service provider SLA.

	696
	NOTE, 1st line:

There are many other things that can IP SLA can help with
	Should read:

There are many other things that IP SLA can help with

	696
	Para under “Cisco DNA Center Assurance”, 2nd line:

Security has become one the most important pieces of
	Should read:


Security has become one of the most important pieces of

	718
	Bottom of page, 3rd last point, 2nd line:

from being sent using a customer domains.
	Should read:

from being sent using a customer domain.

	718
	Bottom of page, last point, last line:

Unsubscribe protects against this type of phishing techniques.
	Should read:

Unsubscribe protects against this type of phishing technique.

	721
	2nd para under “Next-Generation Firewall (NGFW)”, last line:

Gartner, Inc.’s definition, a NGFW firewall must include
	Should read:

Gartner, Inc.’s definition, an NGFW firewall must include

	734
	Bottom of page, Step 4:

The endpoint is assigned and IP address, DNS server
	Should read:

The endpoint is assigned an IP address, DNS server

	771
	2nd line in “Secure network access control”:

that device or user is allowed to access to the network.
	Should read:

that device or user is allowed to access the network.

	773
	Step 2 under “Configuring AAA for Network Device Access Control”:

Enable AAA functions on by using with the command aaa new-model.
	Should read:


Enable AAA functions on the IOS device by using the command aaa new-model.

	791
	Define Key Terms, 1st term:

access controls list (ACL),
	Should read:

access control list (ACL),

	793
	Top of the page, Question 2, option ‘d’:

An isolated environment where containerized applications run.
	Should read:

An isolated environment where containerized applications run

	814
	Top of the page, 2nd line under “Data Models and Supporting Protocols”:

common data models and associated tools
	Should read:


common data models and associated tools.

	840
	1st para under “RESTCONF”, 4th line (right side):

used for programmability and data manipulation. If
	Should read:


used for programmability and data manipulation. In

	843
	1st line from top of the page:

Perhaps one of the most important section of DevNet is the Community page.
	Should read:

Perhaps one of the most important sections of DevNet is the Community page.

	844
	3rd line from top of the page:

events as well as conference where DevNet will be presenting.
	Should read:

events as well as conferences where DevNet will be presenting.

	852
	1st para, 3rd line from bottom:

you must be authenticated, using the
	Should read:

you must be authenticated using the

	852
	Para above Example 28-20, 2nd line:

The line that says header
	Should read:

The line that says headers

	858
	Question 8, Option C should be removed since it’s the same as option B: “Prepare, Plan, Design, Implement, Operate, Optimize”.

	866
	1st para under “Puppet”, 4th line:

vendors and is one of the more commonly used tools used for automation.
	Should read:

vendors and is one of the more commonly used tools for automation.

	877
	1st para under Figure 29-8, 2nd last line:

A methodology commonly used or this process is the PPDIOO
	Should read:

A methodology commonly used for this process is the PPDIOO

	877
	2nd para under Figure 29-8, 2nd line:

An Ansible playbook is a structured sets of instructions
	Should read:

An Ansible playbook is a structured set of instructions

	882
	1st para from top, 2nd line:

playbook YAML file (ConfigureInterace.yaml).
	Should read:

playbook YAML file (ConfigureInterface.yaml).

	889
	1st line under “Review All Key Topics”:

noted with the key topics’ icon in the outer margin
	Should read:

noted with the key topic icon in the outer margin

	892
	Step 6:

When the software finishes downloading, unzip all the files on your computer
	Should read:

When the software finishes downloading, unzip all the files on your computer.

	901
	Definition of “Differentiated Services (DiffServ)”, 2nd line:

previously used for the ToS and IPV6 Traffic Class fields
	Should read:


previously used for the ToS and IPv6 Traffic Class fields

	918
	Chapter 2, Answer 4:

All of the ports on a root bridge are assigned the designate port role (forwarding).
	Should read:

All of the ports on a root bridge are assigned the designated port role (forwarding).

	921
	Chapter 8, Answer 2:

OSPFv2 use five packet types for communication
	Should read:

OSPFv2 uses five packet types for communication

	931
	Chapter 22, Answer 3, second line:

within a building blocks or places in the network
	Should read:

within building blocks or places in the network

	939
	The two points – “Same version” and “Website has a later version” – should be a part of the NOTE above them.


Corrections for April 30, 2020

	Pg
	Error – First Printing
	Correction

	7
	The first bulleted list reads as:
“Tag protocol identifier (TPID): This 16-bit is field set to 0x8100 to identify the packet
as an 802.1Q packet.”
	And should read as:

“Tag protocol identifier (TPID): This 16-bit field is set to 0x8100 to identify the packet
as an 802.1Q packet.”

	38
	On the sixth main bullet point, it reads as:
“Local bridge identifier: This is a combination of the local switch’s bridge system MAC
address, system ID extension, and system priority of the root bridge.”
	And should read as:

“Local bridge identifier: This is a combination of the local switch’s bridge system MAC
address, system ID extension, and system priority of the local bridge.”


	43
	Section Locating Blocked Designated Ports, in the fourth bullet, the first sentence reads as:

“The system MAC address of the local switch is compared to the system priority of the remote switch.”
	And should read as:

“The system MAC address of the local switch is compared to the system MAC of the remote switch.”

	44
	First paragraph, second sentence reads as:

“SW3’s Gi1/0/2, SW5’s Gi1/0/5, and SW5’s Gi1/0/6 ports would all transition to a blocking state because the MAC addresses are lower for SW2 and SW4.”
	And should read as:
“SW3’s Gi1/0/2, SW5’s Gi1/0/4, and SW5’s Gi1/0/5 ports would all transition to a blocking state because the MAC addresses are lower for SW2 and SW4.”

	53
	In section Building the RSTP Topology, the second bullet reads as:

“They establish a handshake with each other to advertise a proposal (in configuration BPDUs) that their interface should be the DP for that port.”
	And should be changed to:

“They establish a handshake with each other to advertise a proposal (in configuration BPDUs) that their interface should be the DP for that segment.”

	84
	Example 4-3, the second shaded text reads as:
“! Spanning Tree information for Instance 0 (VLAN 30)”
	And should read as:

“! Spanning Tree information for Instance 2 (VLAN 99)”

	96
	The answer key for Question 8 needs to reflect A, B, and C.

	136
	In Figure 6-9, the router on the right should be R2.

	139
	The second paragraph, second sentence reads as:
“Only the static route for the Ethernet link (10.13.1.0/24) with an AD of 10 is installed into the RIB”
	And should read as:

“Only the static route for the Ethernet link (10.12.1.0/24) with an AD of 10 is installed into the RIB”

	145
	The third paragraph, second sentence reads as:

“Notice that the interfaces in the global table do not appear with this command.”
	And should read as:

“Notice that the interfaces in the VRF routing table do not appear with this command.”

	153
	The second paragraph reads as:

“Figure 7-3 shows the topology table for R1 in Figure 7-1.”
	And should read as:

“Figure 7-3 shows the topology table for R1 in Figure 7-2.”

	157
	Section Load Balancing, second paragraph, fifth sentence current reads as:

“EIGRP installs multiple routes where the FD for the routes is less than the EIGRP multiplier value up to the maximum number of ECMP routes, as discussed earlier.”
	And should read as:

“EIGRP installs multiple routes where the FD for the routes is less than the EIGRP variance value up to the maximum number of ECMP routes, as discussed earlier.”

	160
	Figure 7-14. The link metric between R1 and R5 should be set to 25 not 35.

	180
	On the second paragraph, the second sentence reads as:

“In the output, where two sets of numbers are in the brackets (for example, [110/2]/0, the first number is the administrative distance (AD), which is 110 by default for OSPF, and the second number is the metric of the path used for that network.”
	And should read as:

“In the output, where two sets of numbers are in the brackets (for example, [110/2], the first number is the administrative distance (AD), which is 110 by default for OSPF, and the second number is the metric of the path used for that network.”

	199
	The third line of output in the top box for Example 9-2 reads as:

“Gi0/0 1 0 10.45.1.4/24 1 DR 1/1”
	And should read as:

“Gi0/0 1 0 10.45.1.4/24 1 BDR 1/1”

	213
	In Figure 9-16, R3’s RID displays as 192.168.2.2 where it should display as 192.168.3.3.

	213
	Last paragraph reads as:

“Summarization can eliminate the SPF calculation outside the area for the summarized prefixes because the smaller prefixes are hidden. Figure 9-17 provides a simple network topology where the serial link between R3 and R4 has a higher path metric, and R1, R2, and R3 all uses the path via 10.1.24.0/24 to reach the 172.16.46.0/24 network. If the 10.1.24.0/24 link fails, all routers in Area 1 have to run SPF calculations. R4 would identify that the 10.1.12.0/24 and 10.1.13.0/24 networks would change their next hop through the serial link. Both of the type 3 LSAs for these networks need to be updated with new path metrics and advertised into Area 0. The routers in Area 0 run an SPF calculation only on those two prefixes.”
	Should read as:
“Summarization can eliminate the SPF calculation outside the area for the summarized prefixes because the smaller prefixes are hidden. Figure 9-17 provides a simple network topology where the serial link between R3 and R4 has a higher path metric, and R1, R2, and R3 all uses the path via 10.1.24.0/24 to reach the 172.16.46.0/24 network. If the 10.1.24.0/24 link fails, all routers in Area 1 have to run SPF calculations. R4 would identify that the 10.1.12.0/24 and 10.1.13.0/24 networks would change their next hop through the serial link. Both of the type 3 LSAs for these networks need to be updated with new path metrics and advertised into Area 0. The routers in Area 0 run an SPF calculation only on those two prefixes.”

	246
	Figure 11-4 has a network link of 
10.1.12.0/24 
	Should be 
10.12.1.0/24

	250
	Example 11-1, bottom section:

Local Address         Foreign Address

10.12.1.2.179        10.12.1.1.179
	Should read:

Local Address         Foreign Address

10.12.1.2.179        10.12.1.2.59884

	250
	Under the section Connect, the third paragraph, second sentence reads as:

“The router initiating the request uses a dynamic source port, but the destination port is always 179.”


	And should read as:

“The router initiating the request uses source port 179, but the destination port is always dynamic.”

	250
	under the section Connect, the fourth paragraph, second sentence reads as:

“Notice that the TCP source port is 179 and the destination port is 59884 on R1; the ports are opposite on R2.”
	And should read as:

“Notice that the TCP source port is 59884 and the destination port is 179 on R1; the ports are opposite on R2.”

	256
	In Step 1, 1st and 2nd lines:
Verify that the NRLI is valid and that the next-hop address is resolvable in the global RIB. If the NRLI fails,
	Should read:
Verify that the NLRI is valid and that the next-hop address is resolvable in the global RIB. If the NLRI fails,

	256
	Example 11-5, the third line “no bgp default ipv4-unicast” should not be present. 

	264
	Figure 11-12, the router for AS65100 should be named R1.

	413
	Section title “Global Load Balancing Protocol” should read as “Gateway Load Balancing Protocol”.

	417
	In the section Network Address Translation, the second bullet reads as: 
“172.16.0.0/24 accommodates 1,048,576 hosts.”
	And should read as:

“172.16.0.0/12 accommodates 1,048,576 hosts.”


Corrections for 31 March, 2020
	Pg
	Error – First Printing
	Correction

	7
	Page 7, third bullet in the middle of the page:

Drop elgible indicator (DEI)
	Should read:

Drop eligible indicator (DEI)

	14
	second paragraph under the “Allowed VLANs” section, the first sentence reads as:
The full command syntax switchport trunk allowed {vlan-ids | all | none | add vlan-ids | remove vlan-ids | except vlan-ids} provides a lot of power in a single command.
	Should read:

The full command syntax switchport trunk allowed vlan {vlan-ids | all | none | add vlan-ids | remove vlan-ids | except vlan-ids} provides a lot of power in a single command.

	21
	Example 1-11, the fourth line reads as:

“R1(config-if)# ip address 10.10.10.254 255.255”
	Should read:
“R1(config-if)# ip address 10.10.10.254 255.255.255.0”

	33
	Under Numbered Standard ACLs, the first sentence of Step 1 reads as:

“Define the ACL by using the command access-list-number { deny | permit } source [source-wildcard] [log]”
	Should read as:


“Define the ACL by using the command access-list acl-number { deny | permit } source [source-wildcard] [log]”

	50
	Phase 1 reads as:

“SW1 detects a link failure on it's Gi1/0/1 interface.  Sw2 detects a link failure on it's Gi1/0/3 interface”
	Should read as:

“SW1 detects a link failure on it's Gi1/0/2 interface.  SW2 detects a link failure on it's Gi1/0/1 interface.”

	51
	Phase 2, third sentence reads as:

“SW1’s configuration BPDUs that are being transmitted via SW2 are discarded as its Gi1/0/2 port is in a blocking state.”
	Should read as:

“SW1’s configuration BPDUs that are being transmitted via SW2 are discarded as SW3’s Gi1/0/2 port is in a blocking state.”

	92
	Chapter 5, the section header reads:

“VLAN Trunking Protocol (VTP): This section provides an overview of how switches become aware of other switches and prevent forwarding loops.”
	Should read:
“VLAN Trunking Protocol (VTP): This section provides an overview of how VLANs can be provisioned on switches systematically.”

	96
	under Step 3, first sentence reads as:

“Define the VTP switch role with the command vtp mode { server | client | transparent | none }.”
	Should read as:

“Define the VTP switch role with the command vtp mode { server | client | transparent | off }.”

	112
	1st para under “PAgP”, last line:

The PAgP counters can be cleared with the command clear lacp counters.
	Should read:

The PAgP counters can be cleared with the command clear pagp counters.

	126
	Last line, Answers to the “Do I Know This Already?” quiz::
1 E 2 A, B, C, D 3 E 4 A 5 E 6 C
	Should read:

1 E 2 A, B, C, D 3 E 4 A 5 D 6 C

	133
	1st para under Unequal-Cost Load Balancing, 2nd last line:
transmitted out the router’s interfaces based on that path’s metrics in ratio to other the interface’s metrics.
	Should read:

transmitted out the router's interfaces in a ratio to the path metric associated with that interface.

	133
	2nd para under Unequal-Cost Load Balancing, 2nd last line:

has been assigned a path metric of 3328, and the path via R1–R4–R3 has been assigned a path metric of 5632.
	Should read:


has been assigned a path metric of 5632, and the path via R1–R4–R3 has been assigned a path metric of 3328.

	137
	2nd line below Example 6-7:
connectivity to the 10.23.1.0/24 network and to the 10.33.1.0/24 network.
	Should read:
connectivity to the 10.23.1.0/24 network and to the 10.33.33.0/24 network.

	142
	Title of Example 6-18: 
Packet Traces Demonstrating the Routing Loop
	Should read:
Displaying IPv6 Routing Table

	194
	2nd point:

Link-State Announcements: This section explains how OSPF stores, communicates, and builds a topology from the link-state announcements (LSAs).
	Should read:

Link-State Advertisements: This section explains how OSPF stores, communicates, and builds a topology from the link-state advertisements (LSAs).

	195
	Table 9-1, first column, 2nd row:
Link-State Announcements
	Should read:

Link-State Advertisements

	204
	Figure 9-7, bottom circle:

         R3

RID 192.168.2.2
	Should read:

        R3

RID 192.168.3.3

	206
	Figure 9-8, bottom circle:

        R3

RID 192.168.2.2
	Should read:
        R3

RID 192.168.3.3

	216
	Example 9-7, fourth line from top:
O IA 10.12.1.0/24 [110/20] via 10.23.1.2,
	Should read:
O IA 10.12.1.0/24 [110/2] via 10.23.1.2,

	222
	Table 9-2, “Description” column, 4th line:
Link-state announcements
	Should read:
Link-state advertisements

	253
	Example 11-3, second line reads:

BGP router identifier 192.168.2.2, local AS number 65200
	Should read:

BGP router identifier 192.168.1.1, local AS number 65100

	273
	Figure 11-13, first cloud from the left:

AS 65200
	Should read:

AS 65100

	277
	First box (of Example 11-31), last line:
*> 2001:DB8:0:23::/64 2001:DB8:0:12::2    0 65200 65300 i
	Should read:
*> 2001:DB8:0:23::/64 2001:DB8:0:12::2  0 65200 i

	303
	Para above Example 12-9, 3rd line from bottom:

that contain 100.64.x.0 pattern with a prefix length of /26 to demonstrate
	Should read:
that contain 100.64.x.0 pattern with a prefix length of /25 to demonstrate

	307
	Last line of Example 12-17:
neighbor 10.12.1.1 route-map AS65200IN in
	Should read:
neighbor 10.12.1.2 route-map AS65200IN in

	309
	2nd para under “BGP Communities”, 3rd line:
can be displayed as a full 16-bit number
	Should read:
can be displayed as a full 32-bit number

	315
	3rd line from top:
use R2’s route advertisement of 100.64.0.016 to reach the
	Should read:
use R2’s route advertisement of 100.64.0.0/16 to reach the

	317
	Last line above Ex 12-29:
path through AS 65200 has a local preference of 111.
	Should read:
path through AS 65100 has a local preference of 111.

	317
	Example 12-29, 6th line from bottom:
10.23.1.3 from 10.23.1.3 (192.18.3.3)
	Should read:
10.23.1.3 from 10.23.1.3 (192.168.3.3)

	319
	Example 12-30, 6th line from bottom:

10.23.1.3 from 10.23.1.3 (192.18.3.3)
	Should read:

10.23.1.3 from 10.23.1.3 (192.168.3.3)

	320
	Example 12-31, 6th line from bottom:

10.23.1.3 from 10.23.1.3 (192.18.3.3)
	Should read:

10.23.1.3 from 10.23.1.3 (192.168.3.3)

	321
	Example 12-32, 2nd line from bottom:

10.23.1.3 from 10.23.1.3 (192.18.3.3)
	Should read:

10.23.1.3 from 10.23.1.3 (192.168.3.3)

	367
	Figure 14-1, top dataflow:

 --(RSVP RESV
	Should read:

--(RSVP PATH

	402
	Example 15-5, last line:
First-hop interface is GigabitEthernGi0/0
	Should read:
First-hop interface is GigabitEthernet0/0

	403
	Example 15-6, 3rd line from top:

R2(config)# track 2 interface GigabitEthernGi0/1 line-protocol 
	Should read:
R2(config)# track 2 interface GigabitEthernet0/1 line-protocol

	403
	Example 15-6, 3rd line from bottom:

Interface GigabitEthernGi0/1 line-protocol
	Should read:

Interface GigabitEthernet0/1 line-protocol

	403
	Example 15-7, 3rd line onwards:
R2(config)# interface GigabitEthernGi0/1

R2(config-if)# shutdown

*03:04:18.975: %TRACK-6-STATE: 2 interface Gi0/1 line-protocol Up -> Down

*03:04:18.980: %DUAL-5-NBRCHANGE: EIGRP-IPv4 100: Neighbor 10.23.1.3

(GigabitEthernGi0/1) is * 03:04:20.976: %LINK-5-CHANGED: Interface

GigabitEthernGi0/1, changed state to administratively down

* 03:04:21.980: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernGi0/1,

changed state to down
	Should read:
R2(config)# interface GigabitEthernet0/1

R2(config-if)# shutdown

*03:04:18.975: %TRACK-6-STATE: 2 interface Gi0/1 line-protocol Up -> Down

*03:04:18.980: %DUAL-5-NBRCHANGE: EIGRP-IPv4 100: Neighbor 10.23.1.3

(GigabitEthernet0/1) is * 03:04:20.976: %LINK-5-CHANGED: Interface

GigabitEthernet0/1, changed state to administratively down

* 03:04:21.980: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,

changed state to down

	403
	Example 15-8, 3rd line from bottom:
Interface GigabitEthernGi0/1 line-protocol
	Should read:
Interface GigabitEthernet0/1 line-protocol

	410
	Example 15-15, bottom box, top 3rd line:
R3# configure term

Enter configuration commands, one per line. End with CNTL/Z.

R3(config)# interface GigabitEthernGi0/0
	Should read:
R3# configure term

Enter configuration commands, one per line. End with CNTL/Z.

R3(config)# interface GigabitEthernet0/0

	419
	Example 15-25, 1st Box, last line:

C  10.123.4.0/24 is directly connected, GigabitEthernGi0/0
	Should read:
C  10.123.4.0/24 is directly connected, GigabitEthernet0/0

	419
	Example 15-25, 2nd Box, 3rd and 4th line from bottom:

C  10.45.1.0/24 is directly connected, GigabitEthernGi0/0

C  10.56.1.0/24 is directly connected, GigabitEthernGi0/1
	Should read:

C  10.45.1.0/24 is directly connected, GigabitEthernet0/0

C  10.56.1.0/24 is directly connected, GigabitEthernet0/1

	419
	Example 15-25, 3rd Box, last line:
C 10.78.9.0/24 is directly connected, GigabitEthernGi0/0
	Should read:
C 10.78.9.0/24 is directly connected, GigabitEthernet0/0

	421
	Example 15-28, lines 3 to 5:
R5(config)# interface GigabitEthernGi0/0

R5(config-if)# ip nat outside

R5(config-if)# interface GigabitEthernGi0/1
	Should read:

R5(config)# interface GigabitEthernet0/0

R5(config-if)# ip nat outside

R5(config-if)# interface GigabitEthernet0/1

	424
	Example 15-32, lines 3 to 5:

R5(config)# interface GigabitEthernGi0/0

R5(config-if)# ip nat outside

R5(config-if)# interface GigabitEthernGi0/1
	Should read:
R5(config)# interface GigabitEthernet0/0

R5(config-if)# ip nat outside

R5(config-if)# interface GigabitEthernet0/1

	427
	Example 15-35, lines 6 to 8:
R5(config)# interface GigabitEthernGi0/0

R5(config-if)# ip nat outside

R5(config-if)# interface GigabitEthernGi0/1
	Should read:
R5(config)# interface GigabitEthernet0/0

R5(config-if)# ip nat outside

R5(config-if)# interface GigabitEthernet0/1

	430
	Example 15-41, lines 6 to 8:
R5(config)# interface GigabitEthernGi0/0

R5(config-if)# ip nat outside

R5(config-if)# interface GigabitEthernGi0/1
	Should read:
R5(config)# interface GigabitEthernet0/0

R5(config-if)# ip nat outside

R5(config-if)# interface GigabitEthernet0/1

	438
	Remove GMAC from the 5th question

	448
	Table 16-4, reads:

Authentication header
transform (only one allowed)
 

ah-sha256-hmac

Authentication header with the 256-bit AES authentication algorithm

ah-sha384-hmac

Authentication header with the 384-bit AES authentication algorithm

ah-sha512-hmac

Authentication header with the 512-bit AES authentication algorithm

Should read:

Authentication header
transform (only one allowed)
 

ah-sha256-hmac

Authentication header with the 256-bit SHA authentication algorithm

ah-sha384-hmac

Authentication header with the 384-bit SHA authentication algorithm

ah-sha512-hmac

Authentication header with the 512-bit SHA authentication algorithm



	449
and

Appndx

C
	Table 16-4, 2nd row under “Transform” (esp-gcm esp-gmac): 

ESP with either a 128-bit (default) or a 256-bit encryption algorithm
	Should read:


ESP with either a 128-bit (default) or a 256-bit authenticated encryption algorithm (gcm) or a 128-bit (default) or a 256-bit authentication algorithm without encryption (gmac)

	456
	Figure 16-4 (figure attached with email):
IPsec over GRE

  Tunnel Mode

  Protocol (50 = ESP)
	Should read: 

  GRE over IPsec

  Tunnel Mode

  Protocol (50 = ESP)

	456
	Figure 16-4:

GRE over IPsec

Transport Mode

Protocol (50 = ESP)
	Should read:
GRE over IPsec

Transport Mode

(Also known as IPsec over GRE)

Protocol (50 = ESP)

	462
	Example 16-9:
!Configure IPsec transform set

crypto ipsec transform-set AES_SHA esp-aes esp-sha-hmac

mode transport
	Should read:
! Change transport mode to tunnel 
crypto ipsec transform-set AES_SHA esp-aes esp-sha-hmac

mode tunnel

	463
	Example 16-9, bottom box (after the thick black line):

R2

!Enable VTI on tunnel interface
interface Tunnel100

tunnel mode ipsec ipv4
	Should read (shade the highlighted area):

R2
! Change transport mode to tunnel crypto ipsec transform-set AES_SHA esp-aes esp-sha-hmac mode tunnel
!Enable VTI on tunnel interface
interface Tunnel100

tunnel mode ipsec ipv4

	617
	1st para under “Physical Layer”, last line:

The following are the physical layer devices of the SD-WAN fabric:
	Should read:
The following are the physical layer devices of the SD-Access fabric:

	626
	First paragraph:
Better understanding the benefits and operation of Cisco SD-Access requires reviewing the following concepts related to how the multiple technologies that are used by the SD-WAN solution operate and interact in SD-Access:
	Should read:
Better understanding the benefits and operation of Cisco SD-Access requires reviewing the following concepts related to how the multiple technologies that are used by the SD-Access solution operate and interact:

	682
	Example 24-42, 8th line from top:
R4(config-flow-monitor)# cache active timeout 60
	Should read:
R4(config-flow-monitor)# cache timeout active 60

	685
	Section on Local SPAN, third bullet says: "...traffic received by the switch for hosts all the hosts associated..."
	Should read:

"...traffic received by the switch for all the hosts associated..."

	776
	Example 26-20, the second section reads as:

“R2# ssh netops@192.168.1.26”
	Should read:

“R2# ssh netadmin@10.12.1.1”

	848
	Last paragraph, first sentence:

The variables shown in Table 28-8 should look familiar as they are in the JSON data format that was discussed earlier in this chapter.
	Should read:
The variables shown in Table 28-8 should look familiar as they are similar to the JSON data format that was discussed earlier in this chapter.

	852
	1st para, 4th line from bottom:

Recalling from earlier in this chapter that
	Should read:

Remember that

	905
	Definition of “IP SLA”:
An on-box diagnostic tool that allows automatically executes
	Should read:
An on-box diagnostic tool that executes

	920
	Chapter 6, Answer 5:
E. Link-state routing
	Should read:
D. Link-state routing


Corrections for March 23, 2020
	Pg
	Error – First Printing
	Correction

	750
	Under Numbered Standard ACLs, the first sentence of Step 1 reads as:

“Define the ACL by using the command access-list-number { deny | permit } source [source-wildcard] [log]”
	Should read as:


“Define the ACL by using the command access-list acl-number { deny | permit } source [source-wildcard] [log]”


Corrections for March 13, 2020
	Pg
	Error – First Printing
	Correction

	95
	under VTP Configuration, Step 2, the second sentence reads as: 
“Changing the VTP domain resets the local switch’s version to 0.” 
	should read as: 
 
“Changing the VTP domain resets the local switch’s VTP database revision to 0”

	96
	Para below Step 4, second line:
It shows sample configurations for three of the VTP roles: SW1 as a client, SW3
	Should read:
It shows sample configurations for three of the VTP roles: SW1 as a server, SW3

	96
	Example 5-1, top section, the first six lines read as:

“SW1(config)# vtp domain CiscoPress Changing VTP domain name from CCNP to CiscoPress SW1(config)# vtp version 3 09:08:11.965: %SW_VLAN-6-OLD_CONFIG_FILE_READ: Old version 2 VLAN configuration file detected and read OK. Version 3 files will be written in the future. 09:08:12.085: %SW_VLAN-6-VTP_DOMAIN_NAME_CHG: VTP domain name changed to CISCO.”
	Should read:

“SW1(config)# vtp version 3 09:08:11.965: %SW_VLAN-6-OLD_CONFIG_FILE_READ: Old version 2 VLAN configuration file detected and read OK. Version 3 files will be written in the future. 09:08:12.085: %SW_VLAN-6-VTP_DOMAIN_NAME_CHG: VTP domain name changed to CISCO. SW1(config)# vtp domain CiscoPress Changing VTP domain name from CCNP to CiscoPress”

	97
	Example 5-2, the entry currently reads as:

“VTP Operating Mode                : Server”
	should read as:

“VTP Operating Mode                : Primary Server”


Corrections for February 26, 2020

	Pg
	Error – First Printing
	Correction

	253
	Example 11-3, the example reads as 

“BGP router identifier 192.168.2.2, local AS number 65200”
	should read as 

“BGP router identifier 192.168.1.1, local AS number 65100”

	257
	Example 11-5, the first block reads as

“neighbor 10.12.1.2 remote-as 100”
	should read as:

“neighbor 10.12.1.2 remote-as 65200”

	277
	Example 11-31, the first block of text, last line reads as

“*> 2001:DB8:0:23::/64 2001:DB8:0:12::2 0 65200 65300 i”
	should read as:

“*> 2001:DB8:0:23::/64 2001:DB8:0:12::2 0 65200 i”

	303
	Chapter 12, in Section Distribute List Filtering, second paragraph, the fourth sentence reads as 
“The second entry allows for networks that contain 100.64.x.0 pattern with a prefix length of /26 to demonstrate the wildcard abilities of an extended ACL with BGP”  
	should read as 

“The second entry allows for networks that contain 100.64.x.0 pattern with a prefix length of /25 to demonstrate the wildcard abilities of an extended ACL with BGP”

	307
	In Chapter 12, Example 12-17, the last line reads as:

“neighbor 10.12.1.1 route-map AS65200IN in”
	should read as:

“neighbor 10.12.1.2 route-map AS65200IN in”

	309
	Chapter 12, in BGP Communities section, second paragraph, the second sentence reads as:

“A BGP community is a 32-bit number that can be included with a route. A BGP community can be displayed as a full 16-bit number (0–4,294,967,295) or as two 16-bit numbers (0–65535):(0–65535), commonly referred to as new format.”
	should read as:

“A BGP community is a 32-bit number that can be included with a route. A BGP community can be displayed as a full 32-bit number (0–4,294,967,295) or as two 16-bit numbers (0–65535):(0–65535), commonly referred to as new format.”

	315
	first paragraph, second sentence reads as:

“If R1 crashes, devices use R2’s route advertisement of 100.64.0.016 to reach the 100.64.1.0/24 network”
	should read as:

“If R1 crashes, devices use R2’s route advertisement of 100.64.0.0/16 to reach the 100.64.1.0/24 network”

	317
	In Chapter 12, the second paragraph, the fourth sentence reads as:

“The path learned through AS 65300 is the best path because it has a local preference of 333, while the path through AS 65200 has a local preference of 111.”
	should read as:


“The path learned through AS 65300 is the best path because it has a local preference of 333, while the path through AS 65100 has a local preference of 111.”


Corrections for February 14, 2020

In Chapter 15, some examples display “GigabitEthernGi0/0” which refers to “GigabitEthernet0/0” or “GigabitEthernGi0/1” which refers to “GigabitEthernet0/1” accordingly.
	Pg
	Error – First Printing
	Correction

	19
	5th para, 3rd sentence, READS:

All hosts in the Layer 2 segment receive the response, but only the device with the matching IP address should respond to the request.

	Should read:
All hosts in the Layer 2 segment receive the request, but only the device with the matching IP address should respond to the request.


Corrections for November 22, 2019
	Pg
	
Error 

	Example 16-9
	[image: image1.png]+ Example 169 V71 over IPsec Site-to-Site Tunnel with Pre-shared Keys
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	Correction (changes outlined by red rectangles)
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This errata sheet is intended to provide updated technical information. Spelling and grammar misprints are updated during the reprint process, but are not listed on this errata sheet.

Updated 05/29/2020 


