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Exam Ref MS-102  
Microsoft 365 Administrator

List of URLs

Front Matter
www.pearson.com/permissions

www.microsoft.com

intlcs@pearson.com

governmentsales@pearsoned.com

corpsales@pearsoned.com

https://www.pearson.com/report-bias.html

aka.ms/orin

learn.microsoft.com

microsoft.com/learn

MicrosoftPressStore.com/ERMS102/downloads

MicrosoftPressStore.com/ERMS102/errata

MicrosoftPressStore.com/Support

support.microsoft.com

twitter.com/MicrosoftPress

Chapter 1
tailwindtraders.com

https://learn.microsoft.com/microsoft-365/enterprise/subscriptions-licenses-accounts-and-tenants-for-
microsoft-cloud-offerings

https://learn.microsoft.com/microsoft-365/enterprise/o365-data-locations

https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-multi-geo

https://learn.microsoft.com/microsoft-365/enterprise/m365-dr-overview

https://learn.microsoft.com/en-us/microsoft-365/commerce/licenses/subscriptions-and-licenses

contoso.com

https://learn.microsoft.com/microsoft-365/commerce/try-or-buy-microsoft-365
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https://learn.microsoft.com/microsoft-365/admin/setup/add-domain

https://learn.microsoft.com/microsoft-365/admin/setup/domains-faq

https://learn.microsoft.com/exchange/mail-flow-best-practices/manage-accepted-domains/manage-
accepted-domains

https://learn.microsoft.com/Exchange/recipients/user-mailboxes/email-addresses

https://learn.microsoft.com/microsoft-365/enterprise/external-domain-name-system-records

https://learn.microsoft.com/microsoft-365/admin/admin-overview/admin-center-overview

https://learn.microsoft.com/microsoft-365/admin/manage/change-address-contact-and-more

https://learn.microsoft.com/fasttrack/products-and-capabilities

https://learn.microsoft.com/microsoft-365/commerce/manage-partners

https://learn.microsoft.com/en-us/microsoft-365/admin/manage/change-address-contact-and-more

https://learn.microsoft.com/microsoft-365/enterprise/view-service-health

https://learn.microsoft.com/en-us/office365/servicedescriptions/office-365-platform-service-
description/service-health-and-continuity

https://learn.microsoft.com/en-us/microsoft-365/admin/manage/message-center

https://learn.microsoft.com/microsoft-365/admin/usage-analytics/usage-analytics

https://learn.microsoft.com/microsoft-365/admin/activity-reports/activity-reports

https://learn.microsoft.com/microsoft-365/admin/activity-reports/email-activity-ww

https://learn.microsoft.com/microsoft-365/admin/activity-reports/mailbox-usage

https://learn.microsoft.com/microsoft-365/admin/activity-reports/microsoft-office-activations

https://learn.microsoft.com/microsoft-365/admin/activity-reports/active

https://learn.microsoft.com/microsoft-365/admin/activity-reports/email-apps-usage

https://learn.microsoft.com/microsoft-365/admin/activity-reports/onedrive-for-business-activity-ww

https://learn.microsoft.com/microsoft-365/admin/activity-reports/onedrive-for-business-usage

https://learn.microsoft.com/microsoft-365/admin/activity-reports/sharepoint-activity

https://learn.microsoft.com/en-us/microsoft-365/admin/activity-reports/sharepoint-site-usage-
ww?view=o365-worldwide

https://learn.microsoft.com/office365/admin/activity-reports/yammer-activity-report

https://learn.microsoft.com/office365/admin/activity-reports/yammer-device-usage-report

https://learn.microsoft.com/office365/admin/activity-reports/yammer-groups-activity-report

https://learn.microsoft.com/office365/admin/activity-reports/microsoft-teams-user-activity

https://learn.microsoft.com/en-us/microsoft-365/admin/activity-reports/microsoft-teams-device-usage-
preview?view=o365-worldwide

onmicrosoft.com

tailwindtraders.org

@tailwindtraders.org
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Chapter 2
https://entra.microsoft.com

https://learn.microsoft.com/microsoft-365/enterprise/manage-microsoft-365-accounts

https://learn.microsoft.com/microsoftteams/office-365-groups

https://learn.microsoft.com/azure/active-directory/external-identities/customers/faq-customers

https://learn.microsoft.com/microsoftteams/office-365-groups

https://learn.microsoft.com/azure/active-directory/external-identities/customers/faq-customers

Outlook.com

Hotmail.com

@outlook.com

https://learn.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-
users-portal

https://learn.microsoft.com/en-us/exchange/recipients/mail-contacts

https://docs.microsoft.com/microsoft-365/admin/add-users/add-users

https://learn.microsoft.com/microsoft-365/admin/add-users/add-users

https://microsoft.github.io/idfix/

adatum346ER.internal

adatum346ER.onmicrosoft.com

epistemicus.com

epistemicus.internal

epistemicus.onmicrosoft.com

https://learn.microsoft.com/azure/active-directory/hybrid/whatis-azure-ad-connect

https://learn.microsoft.com/azure/active-directory/hybrid/plan-connect-user-signin

https://learn.microsoft.com/azure/active-directory/hybrid/how-to-connect-install-prerequisites

https://secure.aadcdn.microsoftonline-p.com

onmicrosoft.com

https://learn.microsoft.com/azure/active-directory/hybrid/how-to-connect-install-custom

https://learn.microsoft.com/azure/active-directory/hybrid/reference-connect-sync-attributes-
synchronized

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-sync-service-
manager-ui

https://learn.microsoft.com/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering

https://learn.microsoft.com/azure/active-directory/hybrid/how-to-connect-password-hash-
synchronization

https://learn.microsoft.com/azure/active-directory/hybrid/plan-connect-topologies

https://learn.microsoft.com/azure/active-directory/cloud-sync/what-is-cloud-sync

https://learn.microsoft.com/azure/active-directory/cloud-sync/how-to-install

https://learn.microsoft.com/azure/active-directory/cloud-sync/how-to-troubleshoot
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Chapter 3
https://learn.microsoft.com/azure/active-directory/roles/permissions-reference

https://learn.microsoft.com/azure/active-directory/roles/manage-roles-portal

https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-exchange-online-admin-role

https://learn.microsoft.com/en-us/sharepoint/sharepoint-admin-role

https://support.office.microsoft.com/article/Partners-Offer-delegated-administration-26530dc0-ebba-
415b-86b1-b55bc06b073e

https://learn.microsoft.com/en-us/microsoft-365/security/defender/m365d-permissions

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/user-roles

https://learn.microsoft.com/microsoft-365/security/office-365-security/scc-permissions

https://learn.microsoft.com/en-us/defender-cloud-apps/manage-admins

https://learn.microsoft.com/en-us/defender-for-identity/role-groups

https://learn.microsoft.com/microsoft-365/security/defender-business/mdb-roles-permissions

https://learn.microsoft.com/en-us/microsoft-365/security/defender/custom-roles

https://learn.microsoft.com/en-us/azure/purview/catalog-permissions

https://learn.microsoft.com/azure/active-directory/roles/administrative-units

https://learn.microsoft.com/azure/active-directory/privileged-identity-management/pim-configure

https://learn.microsoft.com/azure/active-directory/privileged-identity-management/subscription-
requirements

https://learn.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-security-
wizard

https://learn.microsoft.com/azure/role-based-access-control/rbac-and-directory-admin-roles

https://learn.microsoft.com/azure/active-directory/roles/security-planning

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/scc-permissions

Chapter 4
https://learn.microsoft.com/microsoft-365/enterprise/hybrid-modern-auth-overview

https://learn.microsoft.com/azure/active-directory/authentication/concept-authentication-methods

https://learn.microsoft.com/azure/active-directory/authentication/certificate-based-authentication-
federation-get-started

https://learn.microsoft.com/azure/active-directory/authentication/concept-authentication-passwordless

https://learn.microsoft.com/azure/active-directory/authentication/howto-authentication-passwordless-
phone

https://learn.microsoft.com/microsoft-365/admin/manage/set-password-expiration-policy

https://docs.microsoft.com/en-us/microsoft-365/admin/add-users/reset-passwords

https://learn.microsoft.com/azure/active-directory/authentication/concept-password-ban-bad

https://learn.microsoft.com/azure/active-directory/authentication/howto-password-smart-lockout

https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/multi-factor-
authentication-microsoft-365
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https://learn.microsoft.com/azure/active-directory/authentication/concept-mfa-howitworks

https://learn.microsoft.com/azure/active-directory/authentication/concept-system-preferred-
multifactor-authentication

https://learn.microsoft.com/azure/active-directory/authentication/howto-mfa-mfasettings

https://learn.microsoft.com/azure/active-directory/authentication/howto-mfa-reporting

https://learn.microsoft.com/azure/active-directory/authentication/tutorial-enable-sspr

https://learn.microsoft.com/microsoft-365/admin/add-users/let-users-reset-passwords

https://learn.microsoft.com/azure/active-directory/identity-protection/overview-identity-protection

https://learn.microsoft.com/azure/active-directory/conditional-access/plan-conditional-access

https://learn.microsoft.com/azure/active-directory/conditional-access/overview

https://learn.microsoft.com/azure/active-directory/conditional-access/what-if-tool

https://learn.microsoft.com/azure/active-directory/reports-monitoring/concept-audit-logs

https://learn.microsoft.com/azure/active-directory/reports-monitoring/concept-sign-ins

https://learn.microsoft.com/azure/active-directory/authentication/howto-sspr-reporting

Chapter 5
learn.microsoft.com

https://learn.microsoft.com/en-us/microsoft-365/security/defender/microsoft-secure-score

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/overview-endpoint-
detection-response

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/view-incidents-queue

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/manage-incidents

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/investigate-incidents

https://learn.microsoft.com/microsoft-365/security/defender-endpoint/alerts-queue-endpoint-
detection-response

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/threat-analytics

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/tenant-wide-setup-for-
increased-security

https://learn.microsoft.com/microsoft-365/security/office-365-security/configuration-analyzer-for-
security-policies

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/mdo-sec-ops-guide

https://learn.microsoft.com/microsoft-365/security/office-365-security/attack-simulation-training-get-
started

https://learn.microsoft.com/microsoft-365/security/office-365-security/attack-simulation-training-
payloads

https://learn.microsoft.com/microsoft-365/security/office-365-security/attack-simulation-training-
insights

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/removing-user-from-
restricted-users-portal-after-spam

https://learn.microsoft.com/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint
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https://learn.microsoft.com/microsoft-365/security/defender-endpoint/onboard-windows-client

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-endpoints-mdm

https://learn.microsoft.com/microsoft-365/security/defender-endpoint/configure-endpoints-sccm

https://learn.microsoft.com/microsoft-365/security/defender-endpoint/configure-endpoints-gp

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-endpoints-script

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/preferences-setup

Chapter 6
https://learn.microsoft.com/en-us/purview/data-lifecycle-management

https://learn.microsoft.com/en-us/purview/sensitive-information-type-learn-about

https://learn.microsoft.com/en-us/purview/classifier-learn-about

https://learn.microsoft.com/en-us/purview/create-a-custom-sensitive-information-type

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/scc-permissions

https://learn.microsoft.com/en-us/purview/sensitivity-labels

https://learn.microsoft.com/en-us/purview/retention

https://learn.microsoft.com/en-us/purview/inactive-mailboxes-in-office-365

https://learn.microsoft.com/en-us/purview/retention-preservation-lock

https://learn.microsoft.com/en-us/purview/dlp-create-deploy-policy

https://learn.microsoft.com/en-us/purview/alert-policies

Chapter 7
microsoftpressstore.com/register

learn.microsoft.com

microsoftpressstore.com. Make sure you register your purchased products

learn.microsoft.com/en-us/certifications/resources/study-guides/ms-102


