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Introduction

Welcome to the Risk Management Professional (PMI-RMP)® Cert Guide. The
PMI-RMP® is the premier certification for project managers with a risk orientation
or risk managers working extensively on projects. It is industry neutral, but Agile
areas of the exam do lend themselves to those in the information technology
community. The exam serves as a means to show a clear grasp of risk management
practice in a project management context. As organizations seek to mature in project
management, risk management becomes a logical next step in ensuring that projects
are completed without putting individuals and organizations in danger. Risk
management’s positive orientation opportunity is also a focus for true professionals
seeking to optimize individual and organizational performance and outcomes.

I wrote this book to be something you can study from for the exam and keep on
your bookshelf for later use as a risk resource.

There are a host of risk practices out there. Some focus on insurance risk. Others
take aim at financial risk. Still others hone in on risks to the environment. Project
risk and project management risk is an arena unto itself. Although it ties to these
other kinds of risks, the focus is on achieving project outcomes successfully.

"To prepare for the exam, it’s important to recognize that there will often be mul-
tiple true answers on the examination, but PMI® will be expecting you to select the
best answer, rather than just the true answer. I've tried to highlight the best answers
throughout this book. Some of the questions on your real exam will be only a sen-
tence or two. Others will be lengthy narratives that are challenging to follow. Your
best strategy to deal with the more bloated questions is to read the last sentence or
two, and then select the best answer. Upon doing so, return to the top of the ques-
tion and read the narrative. In many instances, you’ll find the narrative was there for
distraction, rather than information.

In the answers, you’ll occasionally encounter terms you have never seen before. Al-
though they may be legitimate, remember that PMI®s questions authors sometimes
make up answers to fill in the space for distraction. They are sometimes not terms of
art in risk management. They’re simply fiction.

And when you’re taking the exam, if you hit a question that is completely, utterly,
unintelligible or unfamiliar, consider a probabilistic approach to the question. It is
statistically more likely that the longest answer is the right answer in such situations.
"This should not be your default setting for the exam, but when you are truly desper-
ate, it’s a way to leverage probabilities in your favor.

This book alone will not make you a great risk manager. It will teach you the pro-
cesses and lexicon of risk essential to pass the PMI-RMP® exam, when coupled with
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your professional experience and other available data sources. Good luck as you
prepare to take the PMI-RMP® exam. As you read through this book, you will be
taking advantage of the experiences of others, enhancing the opportunities associ-
ated with passing the exam.

Goals and Methods

The number one goal of this book is to help you pass the PMI-RMP® Certification
Exam. To that effect, I have filled this book and practice exams with more than 600
questions/answers and explanations in total, including four practice exams. All exams
are located in Pearson Test Prep practice test software in a custom test environment.
These tests are geared to check your knowledge and ready you for the real exam.

To aid you in mastering and understanding the PMI-RMP® objectives, this book
uses the following methods:

B Opening topics list: This defines the topics to be covered in the chapter.

B Foundation topics: The heart of the chapter. This includes in-depth descrip-
tions, tables, and figures that are geared to build your knowledge so that you
can pass the exam. Each chapter covers at least one full task from one of the
five domains from the PMI-RMP® exam outline.

m Key topics: The Key Topic icons indicate important paragraphs, figures,
tables, and lists of information that you should know for the exam. They are
interspersed throughout the chapter and are listed in table format at the end of
the chapter.

m Key terms: Key terms without definitions are listed at the end of each chapter.
See whether you can define them, and then check your work against the com-
plete key term definitions in the glossary.

B Review questions: These quizzes, and answers with explanations, are meant
to gauge your knowledge of the subjects. If an answer to a question doesn’t
come readily to you, be sure to review that portion of the chapter. The review
questions are also available online.

B Practice exams: The practice exams are included in the Pearson Test Prep
practice test software. These test your knowledge and skills in a realistic test-
ing environment. Take these after you have read through the entire book.
Master one, and then move on to the next. Take any available bonus exams last.
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Who Should Read This Book?

This book is for anyone who wants to advance a career in project management, and
more specifically, project risk management. Readers of this book can range from
persons who have been project managers for years who are now ready to take the
next step in building up the risk aspect of their career, to those who are just entering
project management but want to be a specialist in risk before becoming a generalist
as a project manager.

This book is also designed for people who see risk management as the future. As
more and more organizations identify their risk practices as inadequate, individu-
als who can prove themselves to be true specialists in the field of risk command a
premium. Because the book is focused on Project Management Institute practices,
it ties in with the other PMI® certifications, particularly the Project Management
Professional® certification.

The prerequisites for the exam may sound daunting. They’re not as challenging

as they appear on the surface. Candidates with a secondary diploma (high school
diploma or associate degree) need to be able to illustrate 36 months of risk manage-
ment-oriented experience over the past five years. Those with a four-year degree
or more need to be able to defend 24 months’ experience. Note that most project
management experience #s risk management experience. In fact, many types of pro-
fessional experience outside project management would qualify. The key is that the
experience incorporates risk awareness, process, and rigor. It’s possible to be a
project manager without being a risk manager, and conversely, it’s possible to be a
risk manager without being a project manager. PMI® would prefer the latter over
the former.

This book affords you insight into the terminology and processes of risk manage-
ment. The best candidates for the exam are those who have experience in applying
the terminology and processes with rigor. The focus of this book is to highlight
those aspects of risk management that are predominant on the exam, and how those
aspects should be integrated into project management in the day-to-day.

PMI-RMP® Exam Topics

If you haven’t downloaded the PMI Risk Management Professional (PMI-RMP)®
Examination Content Outline and Specifications, do it now from the PMI website:
https://www.pmi.org/certifications/risk-management-rmp. Review it and make sure
you are familiar with every item that is listed. Use the information found in this
document to aid in your studies while you use this book.


https://www.pmi.org/certifications/risk-management-rmp

Introduction

The following two tables are excerpts from the Examination Content Outline and
Specifications document. Table I-1 lists the PMI-RMP® domains and each domain’s

percentage of the exam.

Table I-1  PMI-RMP® Exam Domains

Domain % of Exam
Risk Strategy and Planning 22%
Risk Identification 23%
Risk Analysis 23%
Risk Response 13%
Monitor and Close Risks 19%

The PMI-RMP® domains are then further broken down into individual tasks with
some enablers, which are illustrative examples of the work associated with the task.

Table I-2 lists the PMI-RMP® domains and tasks and their related chapters in this
book. It does not list the enablers for each task. Please refer to the PMI Risk
Management Professional (PMI-RMP)® Examination Content Outline and

Specifications for full details.

Table I-2 PMI-RMP® Exam Domains, Tasks, and Chapter Mapping

Domain I: Risk Strategy and Planning

Task Chapter(s)
1 Perform a preliminary document analysis 1

2 Assess project environment for threats and opportunities 2

3 Confirm risk threshold based on risk appetites 3

4 Establish risk management strategy 4

5 Document the risk management plan 5

6 Plan and lead risk management activities with stakeholders 6
Domain lI: Risk Identification

Task Chapter(s)
1 Conduct risk identification exercises 7

2 Examine assumption and constraint analyses 8

3 Document risk triggers and thresholds based on context/environment 9

4 Develop risk register 10
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Domain lll: Risk Analysis

Task Chapter(s)
1 Perform qualitative analysis 11

2 Perform quantitative analysis 12

3 Identify threats and opportunities 13
Domain IV: Risk Response

Task Chapter(s)
1 Plan risk response 14

2 Implement risk response 15
Domain V: Monitor and Close Risks

Task Chapter(s)
1 Gather and analyze performance data 16

2 Monitor residual and secondary risks 17

3 Provide information required to update relevant project documents 18

4 Monitor project risk levels 18

Companion Website

Register this book to get access to the Pearson Test Prep practice test software and
other study materials plus additional bonus content. Check this site regularly for
new and updated postings written by the author that provide further insight into the
more troublesome topics on the exam. Be sure to check the box that you would like
to hear from us to receive updates and exclusive discounts on future editions of this
product or related products.

To access this companion website, follow these steps:

Step 1.

Step 2.

Step 3.
Step 4.
Step 5.

Go to www.pearsonitcertification.com/register and log in or create a new
account.

On your Account page, tap or click the Registered Products tab, and
then tap or click the Register Another Product link.

Enter this book’s ISBN (9780138108472).
Answer the challenge question as proof of book ownership.

Tap or click the Access Bonus Content link for this book to go to the
page where your downloadable content is available.

Please note that many of our companion content files can be very large, especially
image and video files.


http://www.pearsonitcertification.com/register

Introduction

If you are unable to locate the files for this title by following the preceding steps,
please visit http://www.pearsonitcertification.com/contact and select the “Site Prob-
lems/Comments” option. Our customer service representatives will assist you.

Pearson Test Prep Practice Test Software

As noted previously, this book comes complete with the Pearson Test Prep practice
test software containing four full exams. These practice tests are available to you
either online or as an offline Windows application. To access the practice exams that
were developed with this book, please see the instructions in the card inserted in the
sleeve in the back of the book. This card includes a unique access code that enables
you to activate your exams in the Pearson Test Prep software.

NOTE The cardboard sleeve in the back of this book includes a piece of paper. The
paper lists the activation code for the practice exams associated with this book. Do not
lose the activation code. On the opposite side of the paper from the activation code is
a unique, one-time-use coupon code for the purchase of the Premium Edition eBook
and Practice Test.

Accessing the Pearson Test Prep Software Online

"The online version of this software can be used on any device with a browser and
connectivity to the Internet, including desktop machines, tablets, and smartphones.
"To start using your practice exams online, follow these steps:

Step 1.

Step 2.

Step 3.

Step 4.
Step 5.

Go to www.PearsonTestPrep.com and select Pearson IT Certification
as your product group.

Enter your email/password for your account. If you do not have an
account on PearsonITCertification.com or CiscoPress.com, you will need
to establish one by going to Pearsonl T Certification.com/join.

On the My Products tab, tap or click the Activate New Product button.
Enter this book’ activation code and click Activate.

The product will now be listed on your My Products tab. Tap or click the
Exams button to launch the exam settings screen and start your exam.

Accessing the Pearson Test Prep Software Offline

If you want to study offline, you can download and install the Windows version of
the Pearson Test Prep software. There is a download link for this software on the
book’s companion website, or you can enter this link in your browser:
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"To access the book’s companion website and the software, follow these steps:

Step 1.

Step 2.
Step 3.
Step 4.
Step 5.

Step 6.

Step 7.

Step 8.

Step 9.
Step 10.

Step 11.

Step 12.

Register your book by going to http://www.pearsonitcertification.com/
register and entering the ISBN: 9780138108472.

Respond to the challenge questions.
Go to your account page and select the Registered Products tab.
Click the Access Bonus Content link under the product listing.

Click the Install Pearson Test Prep Desktop Version link under the
Practice Exams section of the page to download the software.

After the software finishes downloading, unzip all the files on your
computer.

Double-click the application file to start the installation, and follow the

onscreen instructions to complete the registration.

When the installation is complete, launch the application and click the
Activate Exam button on the My Products tab.

Click the Activate a Product button in the Activate Product Wizard.

Enter the unique access code found on the card in the sleeve in the back
of your book and click the Activate button.

Click Next and then the Finish button to download the exam data to
your application.

You can now start using the practice exams by selecting the product and
clicking the Open Exam button to open the exam settings screen.

Note that the offline and online versions will synch together, so saved exams and
grade results recorded on one version will be available to you on the other as well.

Customizing Your Exams

When you are in the exam settings screen, you can choose to take exams in one of
three modes:

B Study Mode

® Practice Exam Mode

®m Flash Card Mode
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Study Mode enables you to fully customize your exams and review answers as you
are taking the exam. This is typically the mode you would use first to assess your
knowledge and identify information gaps. Practice Exam Mode locks certain cus-
tomization options because it is presenting a realistic exam experience. Use this
mode when you are preparing to test your exam readiness. Flash Card Mode strips
out the answers and presents you with only the question stem. This mode is great
for late-stage preparation when you really want to challenge yourself to provide
answers without the benefit of seeing multiple-choice options. This mode will not
provide the detailed score reports that the other two modes will, so it should not be
used if you are trying to identify knowledge gaps.

In addition to these three modes, you will be able to select the source of your ques-
tions. You can choose to take exams that cover all the chapters, or you can narrow
your selection to a single chapter or the chapters that make up specific parts in the
book. All chapters are selected by default. If you want to narrow your focus to indi-
vidual chapters, deselect all the chapters, then select only those on which you want
to focus in the Objectives area.

You can also select the exam banks on which to focus. Each exam bank comes com-
plete with a full exam of questions that cover topics in every chapter. The exam
printed in the book is available to you as well as two additional exams of unique
questions. You can have the test engine serve up exams from all banks or just from
one individual bank by selecting the desired banks in the exam bank area.

There are several other customizations you can make to your exam from the exam
settings screen, such as the time of the exam, the number of questions served up,
whether to randomize questions and answers, whether to show the number of cor-
rect answers for multiple-answer questions, or whether to serve up only specific
types of questions. You can also create custom test banks by selecting only questions
that you have marked or questions on which you have added notes.

Updating Your Exams

If you are using the online version of the Pearson Test Prep software, you should
always have access to the latest version of the software as well as the exam data. If
you are using the Windows desktop version, every time you launch the software, it
will check to see whether there are any updates to your exam data and automatically
download any changes that were made since the last time you used the software.
"This requires that you are connected to the Internet at the time you launch the soft-
ware.

Sometimes, due to many factors, the exam data may not fully download when you
activate your exam. If you find that figures or exhibits are missing, you may need to
manually update your exams.
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"To update a particular exam you have already activated and downloaded, select the
Tools tab and click the Update Products button. Again, this is an issue only with
the desktop Windows application.

If you want to check for updates to the Pearson Test Prep exam engine software,
Windows desktop version, select the Tools tab and click the Update Application
button. This will ensure you are running the latest version of the software engine.

Premium Edition eBook and Practice Tests

"This book also includes an exclusive offer for 80 percent off the Premium Edition
eBook and Practice Tests edition of this title. Please see the coupon code included
with the cardboard sleeve for information on how to purchase the Premium Edition.
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CHAPTER 5

The Risk Management
Plan (RMP)

As any project begins, the risk management plan (RMP) should begin at the
same time. The RMP is one of the first documents that a project or risk
manager generates, and it covers a wealth of information about how the project
should be managed from a risk perspective. A common misunderstanding about
the RMP is that the document lists all the project risks. It does not. It should
not list any of them, except for reference purposes. Its role in the process is to
affirm how risk will be managed and what the risk norms of the enterprise are.

As discussed in Chapter 4, “Strategic Risk,” the RMP echoes organizational
risk strategy and is approved by the project sponsor. It documents enterprise
and stakeholder tolerances, as well as their associated thresholds (and in some
cases, triggers). The RMP serves primarily from the macro view of the project,
although some micro issues might also be addressed. For example, the structure
of risk statements and how risks will be tracked and reported will be incorpo-
rated in the RMP (whereas the actual, individual risk statements will 7zoz).

In many organizations, there is a standard template for their RMPs, often
owned by the project management office (PMO). Although each RMP will be
unique to the project, the layout of that document should be consistent with
other RMPs for other projects. Informational elements that need to be included
reflect organizational culture and strategy. If the organization is sufficiently
risk-mature, there could be an enterprise risk management office, which would
ultimately own the risk management plan template.

"This chapter examines the structure and elements of a risk management plan. It
also addresses the project manager’s (or risk manager’s) roles in developing the
document.

During the life of the project, some of these considerations may evolve. It is
incumbent on the effective risk manager to document and communicate any
such evolution to the relevant stakeholders.
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This chapter addresses the following objectives from the PMI-RMP® Exam
Content Outline:

Domain Task # Exam Objective

Risk Strategy and Planning Task 5 Document the Risk Management Plan

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read
this entire chapter thoroughly or jump to the “Exam Preparation Tasks” section.

If you are in doubt about your answers to these questions or your own assessment
of your knowledge of the topics, read the entire chapter. Table 5-1 lists the major
headings in this chapter and their corresponding “Do I Know This Already?” quiz
questions. You can find the answers in Appendix A, “Answers to the ‘Do I Know This
Already?’ Quizzes and Review Questions.”

Table 5-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
The Three R’s: RAM, RACI, and RBS 1,2

Risk Responsibility and Accountability 1,2

Risk Communication Documentation 3,4,5

Risk Education and Training 6,7

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.

1. Stakeholders play a significant role in all steps of the risk process, whether they
are employees of the organization or not. How will your risk management plan
ensure that engagement happens?

a. Assign specific roles to specific individuals to make sure they understand
their participation and their deliverables.

b. Assign specific risks to specific individuals to make sure they understand
their participation and their deliverables.

c. Spell out the risk processes that involve both inside and outside parties
and encourage them to select processes germane to their roles.
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d. Spell out the risks that involve both inside and outside parties and
encourage them to select processes germane to their roles.

e. Create a RACI chart for the internal personnel and a RAM for 4// stake-
holders, and distribute them widely.

2. What’s wrong with the RACI chart displayed in the table that follows?

Process Responsible Accountable Consult Inform
Data Capture Chris Miguel Carl Janine
Archiving Chris, Janine Laura Carl Miko
Lexicon Maintenance  Chris, Carl Laura, Carl Miko Janine
RMP Review and Chris Martin Miko Evelyn
Update

a. Chris cannot be responsible for more than one process.

b. Accountability can be assigned to only one person per process.

c. Carl cannot be both responsible and accountable for the same process.

d. Laura cannot be accountable for more than one process.

e. Miko cannot have both consulting and informing roles.

3. The risk management plan integrates with the rest of the project plans. How?

a. The risk management plan leverages information from the other man-
agement plans to create a master list of process areas and their risks.

b. As multiple stakeholders are involved in developing the RMP, natural
integration occurs through their experiences with different aspects of the
project.

c. The risk management plan is one of a number of management plans that
combine to form the project management plan.

d. All the other plans draw on the risk management plan to inform their
processes.

e. The risk management plan is overarching and thus integrates naturally
with the other management plans.
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4. You always conduct a SWOT analysis to better understand your project envi-
ronment from a risk perspective. This process will manifest itself in the risk
management plan. How?

a.

The details of the strengths, weaknesses of the project and the opportu-
nities and threats of the organization will be spelled out in the RMP.

The strengths, weaknesses, opportunities, and threats of the project will
be spelled out in the RMP.

The strengths, weaknesses, opportunities, and threats of the organization
will be spelled out in the RMP.

. The format for the SWOT and the appropriate application thereof will

be spelled out in the RMP.

The strengths and weaknesses of the organization and the opportunities
and threats of the project will be spelled out in the RMP.

5. Several paragraphs in your risk management plan explain the risk sources that
will be used for your risk breakdown structure. These are sources that are used
consistently across the enterprise to build out RBSs. As you evaluate them, you
come to the realization that

a.

e.

This is an important inclusion because the RMP is about the structure of
risk processes and how they’re done.

This is an important inclusion because the RMP needs to incorporate
detail on risk sources.

This is an important inclusion because the RMP needs to incorporate
them to fill out the RBS.

. This is wrong because the RMP needs to be project specific, rather than

reflecting the rest of the enterprise.

This is wrong because the RMP needs to address specific risks.

6. For your project, who’s responsible for ensuring that proper risk management
training is conducted for the proper stakeholders?

a.

b.

The project/risk manager is responsible and accountable on all projects.

The project management office (PMO) is responsible and accountable
across projects.

The project management office (PMO) with guidance from the project/
risk manager is responsible for ensuring that proper risk management
training is conducted for the proper stakeholders.
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d. The project/risk manager, with guidance from the project management
office PMO), is responsible for ensuring that proper risk management
training is conducted for the proper stakeholders.

e. Human Resources.

7. When it comes to the risk management plan (RMP), you wonder whether
some of the descriptions of tolerances and triggers might upset some team
members. You fear that the lexicon incorporated in the document might
become a point of contention, thanks to the ambiguity of some of the terms.
Your best solution to this problem would be to do which of the following?

a. Rewrite the lexicon in plain language.
b. Have the team rewrite the lexicon in plain language.

c. Leave the lexicon consistent with the rest of the organization and know
that the stakeholders will figure it out over time.

d. Rewrite the lexicon in plain language, knowing that the stakeholders will
then be able to figure it out.

e. Leave the lexicon consistent with the rest of the organization and host
training sessions that incorporate the terms generously.
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Foundation Topics

The Three R’s: RAM, RACI, and RBS

The risk management plan is rooted in the notion of providing management guid-
ance. It is less about what work is being performed and more about how processes
are ultimately going to be managed. Roles and responsibilities for these processes
need to be clearly delineated. The clearer the understanding of what roles need to
be filled, the easier it will be to minimize bias within the process. Bias often asserts
itself when roles are established ad hoc and when consistency doesn’t exist across
RMP approaches.

Consistency is much easier to achieve when the same documents exist within an
enterprise to identify the roles essential to carrying out risk management planning.
Key among those documents are

® The responsibility assignment matrix
B The responsibility/accountability/consultation/information grid

B The risk breakdown structure

Responsibility Assignment Matrix (RAM)

The responsibility assignment matrix (RAM) in risk management is a simple list of
the risk processes to be implemented and the roles (or individuals) responsible for
carrying them out. Ideally, to make the RAM function more effectively, the respon-
sibilities are assigned by role, rather than individual names. Although individuals
will fill those roles, the use of the role affords the project the ability to absorb team
member loss or organizational shifts more readily.

One of the major advantages of the RAM is its simplicity. It doesn’t require exten-
sive education to understand or interpret what the chart means. Table 5-2 provides
an example of a simple RAM.

Table 5-2 Risk Management Plan Responsibility Assignment Matrix

Process Martine Executive Sponsor Project Manager Product Owner
Data Capture X
Archiving X

Lexicon Maintenance X

Escalation Protocol X
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"To apply the RAM, one needs to go no further than to identify the process and look
for the “X.” Note that the only named individual in the sample chart is Martine. If
something should happen to Martine, this document will have to be updated. For
the other processes, if there are organizational shifts, the roles become all important,
rather than named individuals. When an individual is critical to the process, the
individual should be named.

For a risk manager, this document facilitates the assignment of process owners, mak-
ing it easier to track down responsible parties and get their help in serving those
process steps.

RACI (Responsible Accountable Consult Inform) Chart

"The RACI chart in risk management is an expansion of the traditional (simpler)
RAM. For most managers, the RACI is better known by its acronym than the words
the acronym represents. In an exam where most of the acronyms have been abol-
ished, RACI remains. The major difference between a RAM and a RACI is that the
RACI has additional information regarding the other participants in any risk pro-
cess. In addition to responsibility (as found in a RAM), this chart also identifies three
other factors. The four factors found in a RACI each have a distinct meaning:

B Responsibility: The role or person who will actually perform the process step

B Accountability: The role or person who will be held liable for the success or
failure of the process step

® Consult: The role or person who might be able to provide supplemental infor-
mation about the nuances of implementing the process step

® Inform: The role or person who should be apprised of the progress or status of
the process step

As with the RAM, it doesn’t require extensive education to understand or interpret
what the chart means. Table 5-3 provides an example of a simple RACI chart.

Table 5-3 Risk Management Plan RACI Chart

Process Martine Executive Sponsor Project Manager Product Owner
Data Capture R C A I
Archiving C I R,A I
Lexicon Maintenance R, A C 1 I

Escalation Protocol R,A C1I
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"To apply the RACI, it’s important to understand that no process step can have more
than one accountable individual. Although there might be several roles working on
a process, and even more who need to be informed, only one person or role can ulti-
mately be accountable for the work.

The Risk Breakdown Structure

The name of the risk breakdown structure (RBS) is most appropriate when discuss-
ing it in the context of the risk management plan. That’s because it’s a structure.

It’s a framework into which risks will ultimately be incorporated. It is not the risks
themselves, but instead is the decomposition of the source of risks as they are identi-
tied or about to be identified.

The sources of risks for an RBS may be generic (like the prompt list PESTLE) or
enterprise specific. They can go down several levels through decomposition. The
risk management plan documents this structure, because it might be applied and
reapplied multiple times throughout the life of a project.

In its lowest levels, the RBS can highlight some of the most pervasive risks faced by
an organization, and the set of sources at those low levels can ultimately become the
foundation for risk process checklists.

If the organization seeks to maintain consistency, ownership of the RBS might rest
with the project management office, at least at the higher levels of the structure. At
the more detailed levels, more project-specific risk sources might surface. Table 5-4
provides an example of a simple RBS.
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Table 5-4 Risk Management Plan Risk Breakdown Structure

Risk Breakdown
Structure Level 0 Level 1

Risk Breakdown Structure

Risk Breakdown Structure
Level 2

All Project Risk Politics
Sources

National political movements

Community political movements

Internal enterprise politics

Economics

Market growth

Inflation

Taxation/tariffs

Social

Media narratives

Social media presence

Community perceptions

"Technological

New tech

Obsolescence

"Technological acceptance

Legal

Lobbying

Lawsuits

Liability

Environmental

Earth-based

Regional environment

Risk Responsibility and Accountability

The distinction between these two terms was discussed earlier in this chapter. But
they merit an extended discussion because it’s easy to misinterpret a question about
responsibility as being about accountability, and vice versa. As project managers,
we need to know that our stakeholders are also aware of the distinction, because, in
many cases, they are the parties whom we try to hold accountable for carrying out

the risk processes.

Risk Responsibility in the Risk Management Plan

The term “risk responsibility” should be pervasive in the RMP. In using it, the proj-
ect manager is defining the level of effort required to carry out a particular process.
The person who will take on that effort should have some clarity on what their
work is going to entail. Writing up a responsibility assignment for building the risk
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lexicon may involve more responsibility than some might consider. Take a look at
the responsibilities associated with this process in Table 5-5.

Table 5-5 Risk Management Plan Responsibility Description

Process Task Responsibilities

Lexicon Development  Attend project meetings and capture risk commentary.
Document terms used and definitions thereof.
Validate new terms with project office or project manager.
Share information with project stakeholders.

Share information with project office for enterprise lexicon.

Lexicon Maintenance Review entire lexicon on a timely basis (e.g., quarterly, semiannually).
Update terms only as appropriate.
Document updates and definitions thereof.
Share information with project stakeholders.

Share information with project office for enterprise lexicon.

Again, as with most aspects of the risk management plan, it’s easy to see how this
information could be applied in multiple projects and that it provides clarity and
minimizes misunderstanding about the nature of being responsible for a given sub-
set of risk management.

Risk Accountability in the Risk Management Plan

The term 7isk accountability will be far less pervasive than “responsibility” in the
RMP.

Accountability is defined as being held liable for the implementation and/or out-
comes of a risk approach. Someone who is accountable can be held to blame if any-
thing goes wrong, and, on the other hand, is the individual who should ultimately
receive the credit when the risk process functions as designed.

In many instances, the person who is accountable is also the person responsible for a
given risk or risk approach.

If the project was to create a documentary, the documentarian who developed the
concept, the approach, and the idea is likely the accountable individual. The editors,
sound/audio staff, and production personnel are responsible for realization of the
idea. For a simple YouTube documentary, all the roles can potentially fall to a single
person.
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Risk Communication Documentation

Risk management is effective only when the information derived from it is shared
liberally across an enterprise. The documentation that supports risk management

is extensive, including charts already shared in this text, such as the responsibility
assignment matrix, the RACI chart, the risk breakdown structure, and the organiza-
tional risk lexicon. Each of these documents provides a layer of depth that others do
not. Each document highlights a different aspect of the risk process, encouraging a
deeper understanding of the risks, their sources, and their nature.

The single most significant document related to identifying and managing individ-
ual risks is the 7isk register, discussed in depth in Chapter 7, “Practical, Team-Based
Risk Identification.” Although the approach to completing a risk register is discussed
there, the framework for what it should include is incorporated in the risk manage-
ment plan. As a component of the risk archive, the framework was examined in some
depth in Chapter 1, “The Risk Structure.”

The key to any communication is clarity. The risk manager is responsible for clarify-
ing terms, phrases, and frameworks that are intended to convey the risk message.

For every piece of risk communication, there are critical elements. They include
® The author
® The timing for the original communication and any reviews/updates
B The recipients

B The communications modes

There are also distinctions in the nature of the content of the communication.
PMI® makes that distinction in the forms of data, information, and reports.

B Data are raw facts, with no processing whatsoever. As such, it is the least biased
of the content areas. When the term is used, it suggests that no analysis has
taken place and no interpretation has transpired.

B [nformation is data that has been processed in some way, shape, or form. Cat-
egories might have been created or data affinities (natural groupings) might be
applied. Although the bias in information is limited, the simple act of sorting
can be done under the umbrella of a particular perspective. As such, informa-
tion is more interpretive and can afford greater depth.

B Reports represent information in a formalized package. Reports create a frame
around the information and can readily be skewed to afford the information
a specific perspective. This is where bias is most significant in communications.
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The Author

All communications have a degree of bias. As soon as data are processed into infor-
mation, the processor’s bias comes into play. If that author catalogs all information
according to risk sources (as in the risk breakdown structure), then there’s a bias to
examine risk sources. If the author catalogs all information according to geographi-
cal region, a geographical bias can exist. The author thus becomes the arbiter of bias,
even when such bias is unintended.

"The author is important to the process because this individual also serves as a kind
of personal archive. Many are the instances where risk information seekers will turn
to the original authors of the risks or the responses to determine assumptions and
intent.

For many aspects of the risk process, a single bit of data could have multiple authors.
When that’s the case, all authors should be given credit for their role in the process.
"The varied assumptions and intent may reflect that a single risk is actually multiple
risks drawn from a single data point.

The Timing

Communications timing can refer to when the information was originally docu-
mented or when the information needs to be refreshed or reviewed. By way of exam-
ple, the book Bartlett’s Familiar Quotations was originally published in 1855. Since
then, there have been 17 subsequent editions. The 14th edition, published in 1968,
has eight quotes from the Reverend Dr. Martin Luther King, Jr. In the next edition,
the count goes to 12 quotes. The quotes were not newer. They reflect the timing of
the information capture and Dr. King’s perceived importance. Timing matters.
Post-9/11 risk lists will not look the same as any captured in the twentieth century.
Post-COVID risk lists will incorporate risks not seriously considered in the 2010s.
"The timing of risk information becomes very important.

By acknowledging the shifting tides of information, and documenting when those
tides might shift again, the risk manager has a much richer data set with which to
work.

The Recipients

In a sender-receiver communications model, there are filters on both ends of the
model. The sender filters information through language, gesture, and tone. The
receiver does likewise. If the recipients and their filters are not considered during
information gathering or information dissemination, the true intent of the messag-
ing could be lost. If one identifies a driving risk as “The bonnet might come loose,
flying off at high speeds,” a failure to acknowledge the recipients and their culture
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can lead to broad miscommunication. In the States, for example, that risk might be
seen as the loss of a woman’s hat. In the UK, it would be a reference to the hood
over an engine. The recipients are a vital element of the communication, and their
geography, social status, and culture will all play into an understanding of the
message at hand.

Communications Modes

The clearest communications occur face to face. Per communications theorist Albert
Mehrabian, that’s the setting where it’s possible to get 100% of the communication
across. Take away any aspect of the communication, and some of the messaging will
be lost. Mehrabian argues that only 7% of the likeability of any communication is
conveyed by the words alone. A phrase such as, “Sure, I believe that,” can be said in
serious or sarcastic tone. But as written, it’s impossible to discern intent. Thus, risk
information sharing is most clear when we have the opportunity to go beyond the
simple written word.

Mehrabian continues that another 38% of the likeability of messaging is conveyed
through vocal inflection and tone. A telephone call may not be the ideal means of
sharing risk information, but it’s definitely a major improvement over an email.

As for face to face? That’s the remaining 55%. This is a major consideration associ-
ated directly with those in the Agile environment (which PMI is heavily invested in).
A cornerstone of Agile management practices is an event called a daily Scrum. The
daily Scrum is a brief, heavily structured meeting held each morning with all team
members physically present. The meeting is short. Each team member is asked the
same three questions at every meeting:

® What did you do yesterday?
B What will you be doing today?

® What's standing in your way?

This structured data-gathering is crucial not only to Agile management but to risk
management within Agile. The third question regarding potential impediments is
a clear risk question. In many cases, this is a future-looking question, rather than a
question about present states. As such, that means the question will often capture
risks identified since the previous day.

Although PMI does not expect you to be able to identify Mehrabian or his theories,
they do anticipate you will embrace the thinking behind his theories. You are also
expected to know the three questions of Agile management Scrum meetings and
which of the three most closely aligns with risk management practice.
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For any questions in this area, understanding Mehrabian’s theories should suffice in
coming up with answers. Recognizing that pure words are limited in their ability to
share insights is important. Seeing body language and other paralinguals provides
the richest communications experience.

One other aspect of communications matters here. Because of the fluid nature of
risk management, consistency in documentation practice is vital. The forms and for-
mats discussed earlier in this chapter grant the project manager latitude to focus on
the risk practice rather than the library sciences.

Risk Education and Training

The risk management plan will be used as a foundation for much of the risk educa-
tion and training for the project team. It also serves as the guide, detailing the nature
of the education and training and the desired outcomes. Risk training (like all proj-
ect management training) should be outcome based. The idea is for every training
experience to create new behaviors and to support the tools that enable those behav-
iors. There should be measures or metrics to evaluate how well the new behaviors
have been trained.

The risk education methods are delineated in the risk management plan so that all
stakeholders understand how knowledge will be transferred. Such methods may

include classroom and virtual, on-the-job training or theoretical, and real-time or
scheduled.

As discussed in Chapter 2, “Risk Environment and Culture,” most knowledge
transfer will involve explicit knowledge (knowledge that can be expressed in a step-
by-step fashion to be applied consistently). Tacit knowledge transfer (knowledge
transfer driven by a personal understanding) is much harder to generate consistently
and through traditional training methods.

Different stakeholders will require different levels of risk education, based on their
level of understanding and their degree of involvement in the project. The risk man-
agement plan should clarify which stakeholders will receive which training. For the
most part, it’s a function of their level of project involvement. Consider the training
requirements of the different echelons or stakeholder groups within a project:

B Senior management: Risk training for senior management involves sharing
information regarding escalation protocols. It also involves affirming that the
identified organizational tolerances, thresholds, and triggers represent man-
agement’s interests. Although management might be interested in some of the
task-level risks, that’s not where their time will be invested. Instead, the focus
is on risks that might require some level of management intervention or that
might draw excessive management attention. (Concepts like “excessive” man-
agement attention are also addressed here, ensuring a common understanding
of such adjectives).
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® Team members/Task performers: For team members and task performers,
risk education and training focuses on information sharing and common
understanding of terms. Terms from the risk lexicon (such as high, medium,
and Jow risk) are clarified for these individuals so that they can carry on the
risk conversation in team meetings and with their peers. The education also
apprises these people as to the relative levels and priorities of risk, as well as
how to share risk information when it comes to their attention. They learn
that risk statements are not just one- or two-word risk areas (e.g., weather,
resources), but instead are stated as full sentences indicating the nature of
the risk and the impact it might cause should it come to pass. Whereas senior
management risk training might be a one-time experience, team member
risk training is ongoing. The frequency and duration of that training will be
expressed in the RMP, as well.

B Vendors: First and foremost, vendors need to know that they have a role in a
project’s risk management. Because they understand their deliverables better
than anyone else, they have a clearer understanding of any risks associated with
those deliverables. The training is 7ot an opportunity for them to abrogate
responsibility for their risks, but it is an opportunity for them to see the rela-
tive scale of the risks their deliverables create within the context of the project.

Another value of the training is for vendors to better understand how risks
affect other stakeholders with whom they’ll be working.

® Customer stakeholders: Customers actually have the best project risk infor-
mation at their disposal. Because most of them own the project outcomes, they
understand the challenges and the opportunities associated with working in
their environment. The educational setting opens the door to define and refine
which parties own which aspects of the relationship. It also ensures a common
language across the various parties.

B Other/peripheral stakeholders: As with the customer, much of the education
for other stakeholders will center around the language of risk on the project. It
will also hinge on the risk priorities, tolerances, and thresholds. Some periph-
eral stakeholders (local civic activists, for example) might need to know that
they are responsible for identifying their own tolerances and for expressing
those tolerances to the project owners. The art of such information sharing
can be one of the many goals of a risk education experience.

For all the potential training participants, the goals are largely the same. They need

to be taught to understand the process of risk information sharing. They need to be

educated on the forms and formats for sharing that data. They need to learn the risk
language. And they need to know their role and the value of that role in the process

as a whole.
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Exam Preparation Tasks

One key to doing well on the exams is to perform repetitive spaced review sessions.

Review this chapter’s material using either the tools in the book or interactive tools

for the same material found on the book’s companion website. Refer to Appendix C,
“Study Planner,” online for more details. Table 5-6 outlines the key review elements
and where you can find them. To better track your study progress, record when you
completed these activities in the second column.

Table 5-6 Chapter Review Tracking

Review Element Review Date(s) Resource Used
Review Key Topics Book, Website
Review Key Terms Book, Website
Answer DIKTA Questions Book

Review Practice Questions Book, Website
Rewrite/Document Chapter Book

Headings

Review All the Key Topics

Review the most important topics in this chapter, noted with the Key Topic icon
in the margin of the page. Table 5-7 lists the key topics and the page numbers on
which each is found.

Table 5-7 Key Topics for Chapter 5

WS Key Topic Description Page
Element Number
List Three essential tools to apply in managing project risk 72
Section Responsibility Assignment Matrix (RAM) 72
Section RACI (Responsible Accountable Consult Inform) Chart 73
Section The Risk Breakdown Structure 74
Section Risk Responsibility in the Risk Management Plan 75
Section Risk Communication Documentation 77
List When working with risk information and communication, it’s 77

important to distinguish among data, information, and reports

Section Risk Education and Training 80
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Key Terms You Should Know

Define the following key terms from this chapter and check your answers in the
glossary:

responsibility assignment matrix (RAM), RACI chart, risk breakdown structure
(RBS), risk responsibility, risk accountability, risk register, data, information,
reports, daily Scrum, explicit knowledge, tacit knowledge

Review Questions

1. Your project is being conducted using an Agile methodology. Specifically,
you’re applying the Scrum method. Some of the best risk information in this
environment will come from what source?

a. The customer, who understands the most about their environment
b. The team members, during regular weekly meetings and updates
c. You, with project oversight

d. The team members, during brief daily meetings

e. Your management, during weekly meetings and updates

2. In a RACI chart, two of your team members are marked as “A.”
a. That means there are two parties who will be accountable.

b. That means there are two parties who will be advised on the state of the
project.

c. That means there are two team members sharing responsibility for the
risk and/or its response.

d. That means two team members will consult on the risk and/or its response.

e. That means someone made a mistake, because you can have only one
person accountable for a risk and/or its response.

3. A risk breakdown structure (RBS) is a breakdown of what information?
It’s a breakdown of risk responses, according to their owners.

a.
b. It’s a breakdown of risks, according to their sources.

o

It’s a breakdown of risk processes, according to their owners.

e

It’s a breakdown of risks, according to the work with which they’re
associated.

e. The name is technically a misnomer because it really doesn’t break down
anything.

83
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4. Which of the following statements regarding data, information, and reports is

true?

o

d.

e.

. Data, information, and reports are three names for the same thing.

a
b.

Data have the most inherent bias, whereas reports have the least.
Reports have the most inherent bias, whereas data has the least.
Data are filtered.

Information is unfiltered.

5. You and your project team want to have the best possible risk communication.
"This will likely happen using which of the following communications modes?

o

d.

e.

. Face-to-face meetings

a
b.

Virtual meetings
Teleconferences
Email

Risk registers

6. Which is the most important risk question in a Scrum setting?

e o

a. What are you doing today?
b.

What’s going wrong on your tasks?
What did you do yesterday?
Who is managing your risk?

What's standing in your way?
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active, 245, 247
passive, 244, 246
accommodation, 47
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accuracy, 283-284, 379
action plan
Agile, 250
predictive, 250
active acceptance, 245, 247,379
actual cost, 199, 379
adaptive approach, data gathering and
reporting
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quantitative, 331-332
adjourning stage, Tuckman’s Ladder of
Group Development, 94
affinity diagram, 112-113, 176, 329, 379
Agile, 79
action plan, 250
daily Scrum, 133
metrics
sprint completion, 201
story point completion, 203
user stories completion, 202
agreement, customer, 8, 382
all-conditions fault tree, 228
alliance, risk, 61
analysis
assumptions, 115-116, 132-133
checklist, 115
failure mode effect, 160, 179

PESTLE, 32
preliminary data, 118-119
qualitative, 58
quantitative, 58
decision tree, 212-214
GERT (graphic evaluation review
technique), 209
Ishikawa diagram, 212
Monte Carlo simulation,
204-205, 287
PERT (program evaluation review
technique), 205-209
VERT (venture evaluation review
technique), 209
risk, 57
root cause, 113-115, 226
sensitivity, 210
Monte Carlo, 210-211
network diagram, 211-212
SWOT, 226-227
anti-fragility, 286, 379
any-condition fault tree, 228-229
appetite, 24, 379
archive, 14, 101. See also
documentation
location, 164
risk, 11
risk register, 11-14
assessment, environmental, 9
assumptions, 115-116, 125, 379. See also
constraints
discussing openly, 133-134
as identified risks, 132-133
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project, 8

risk, 26
attitude, 25, 379
avoidance, 47, 247, 379

BAC (budget at completion), 198
benchmarks, industry, 6

bias, 72, 78

body language, 80
brainstorming, 94-95, 379
budget at completion, 198

burndown chart, 202-203, 331-332, 389

business risk, 131

C

capacity, 34

categories, risk register, 156
archival location, 164
area impacted, 161
connectivity, 159
controllability, 159
detectability, 160
dormancy, 159
escalation, 161
follow-up, 164
impact, 158
implementation review, 163
implementation schedule, 163
manageability, 159
outcome, 164
overall risk, 160
priority, 161
probability, 157
propinquity, 158
proximity, 159
response strategy, 162—-163
retirement criteria, 163
risk event, 157
Risk ID, 157
risk owner, 161

strategic impact, 160
urgency, 158
change
in constraints, 131-132
log, 333-334,379
chart
burndown, 202-203, 331-332
RACI, 73-74, 254
charter
project, 8
environmental assessment, 9
signature, 9
team, 47-48
checklist analysis, 115, 379
claiming techniques, 282, 380
clarity, communication, 77
classification
information, 100
risk, 164-165
collaboration, 380
color coding scheme, RMP
(risk management plan), 178
commitment, 29-30, 268-269, 380
communication, 34
author, 78
bias, 78
clarity, 77
face-to-face, 79
modes, 79-80
recipients, 78
response strategy, 253
timing, 78
complexity, 381
decision tree, 229-231
risk, 226
tree diagram
all-conditions fault, 228
any-condition fault, 228-229
multiple condition fault, 229
compliance, 143, 381
rules, 143-144
tolerance, 254
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conflict management, 46
compromise, 47
discord, 46
torcing, 47
meetings, 97
problem solving, 4647
smoothing, 47
withdrawal, 47
connectivity, 159, 231-232, 381
consensus, 183, 381
constraints, 19, 27, 125, 381
changes in, 131-132
discussing openly, 133-134
as risk drivers, 129
contingency, 266, 381
funds, 266
reserve, 130, 131, 266, 381
continuity of operations plan
(COOP), 267, 381
contracts
relative risk, 313-314
secondary risk. See secondary risk
controllability, 159
cost
actual, 199
performance baseline, 381
performance index, 199, 382
variance, 199, 382
CPAF (cost-plus award fee) contract,
secondary risks, 311
CPFF (cost-plus fixed fee) contract,
secondary risks, 311
CPIF (cost-plus incentive fee) contract,
secondary risks, 310
CPPC (cost-plus percentage of cost)
contract, secondary risks, 312-313
critical path, 211-212
culture
discord, recognizing and resolving,

46, 47-48

documentation

project management, updates, 340-341
risk, 27-29
customer agreement, 8

D

daily Scrum, 79, 133, 382
data, 77, 382. See also information
accuracy, 283-284
collection, 282
adaptive approach, 330, 331-332
predictive approach, 329, 330-331
gathering, 79
performance, 197
processing, 33
source, 282-283, 382
decision tree analysis, 212-214,
229-231, 382
Delphi technique, 96, 382
dependent probability, 285, 383
detailed analysis, 209-210
detectability, 160, 179, 383
diagram
affinity, 112-113, 176, 329
fishbone, 113-115
Ishikawa, 113-115, 212, 226
network, 211-212
tornado, 211
tree, 227-228
all-conditions fault, 228
any-condition fault, 228-229
multiple condition fault, 229
discord, recognizing and resolving,
46,47-48
documentation, 6. See also chart; charter;
communication; diagram
change log, updates, 333-334
customer agreements, 8
industry benchmarks, 6
lessons learned, 7, 333
management plan, updates, 332
project assumptions, 8
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project charter, 8-9
environmental assessment, 9
signature, 9
project plans, 7
RACI (responsible, accountable,
consult, inform) chart,
73-74

RAM (responsibility assignment
matrix), 72-73

risk communication, 77

risk register, 11-14
categories. See also risk, register
functionality, 155-156

RMP (risk management plan), 57

dormancy, 159, 383
dot voting, 182, 383
Drucker, P, 291

E

EAC (estimate at completion), 383
earned value, metrics, 197
actual cost, 199
BAC (budget at completion), 198
CV (cost variance), 199
EAC (estimate at completion), 200
EV (earned value), 198
PV (planned value), 198
SV (schedule variance), 199
TCPI (to-complete performance
index), 201
Earth Island Institute, 44
education and training
response-generated risk, 308
risk, 80-81, 100-101
efficacy, ranking approach, 284
EMYV (expected monetary value),
209-210, 231
engagement
rules, 98
escalation, 99
information sharing, 100
reporting, 100

tolerance, 98
trigger, 99
team, 93

enhancement, 245, 383
enterprise, risk management, 11
environmental assessment, 9
escalation, 13, 99, 161, 246, 249, 383
EV (earned value), 198
event risk, 12, 157, 252-253
expected monetary value, 383
expertise, risk identification, 117
explicit knowledge, 23, 384
exploitation, 384
external constraint, 27

F

face-to-face communication, 79, 97

facilities, equipment, and hardware, 34

fallback plan, 247, 267, 384

fault tree, 384

financial risk, residual, 307

firm-fixed price contract,
secondary risks, 309

fishbone diagram, 113-115

fist to five, 182, 384

fixed-price economic adjustment, 384

FMEA (failure mode effect analysis), 160,
179, 384

focus group, 95, 384

follow-up, 14, 164

force, 47, 384

forming stage, Tuckman’s Ladder of
Group Development, 93

FPEA (fixed-price economic adjustment)
contract, secondary risks, 309-310

FPIF (fixed-price incentive fee) contract,
secondary risks, 310

functionality, risk register, 155-156

G

and-gate fault tree, 379
or-gate fault tree, 386
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Monte Carlo simulation, 204-205
PERT (program evaluation review
technique), 205-209
GERT (graphic evaluation review
technique), 209
group risk ranking, 181

H
high-impact risk realization, 285
anti-fragility, 286
resilience, 286
high-probability risk realization, 284-285
HIPAA (Health Insurance Portability and
Accountability Act), 289

|
identification, risk, 57, 111
affinity diagram, 112-113
assumptions analysis, 115-116
checklist analysis, 115
expert judgement, 117
mind mapping, 111-112
preliminary data analysis, 118-119
risk questions, 117-118
root cause analysis, 113-115
SWOT analysis, 116-117
IF/THEN statement, 157
impact, 13, 58, 129, 158, 161,
221,309, 385. See also high-
impact risk realization; probability
enhancement, 245
high, 284, 285
low, 285
minimizing, 248
scale, 177-178
strategic, 160
implementation
response, 59, 261
review, 14, 163
risk response strategy, 92
schedule, 14, 163

Latin Hypercube

individual ranking, 181
individual risk tolerance, 385
industry benchmarks, 6, 385
influence, project, 286-288
information, 77, 385
classification, 100
gathering, 282
adaptive approach, 330, 331-332
brainstorming, 94-95
Delphi technique, 96
focus groups, 95
interviews, 96
meetings, 96. See also meetings
nominal group technique, 95
predictive approach, 329, 330-331
sharing, 100, 323
infrastructure
capacity, 34
communication, 34
facilities, equipment, and hardware, 34
organizational, 33
insurance
residual risk, 270
risk absorption, 43-44
intended outcomes, 385
interconnectedness, 231-232, 385
interest, 29
internal constraint, 27
interviews, 96
involvement, 268-269, 385
Ishikawa diagram, 113-115, 212,226

J-K
knowledge

explicit, 23

tacit, 23, 80
known-known, 129-130, 385
known-unknown, 131

L
language, body, 80
Latin Hypercube, 205, 330, 385
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leadership

leadership, servant, 61

leading stakeholders, 30

lessons learned, 7, 333, 385

life cycle risk updates, 337-338
environmental change, 339
organizational change, 339-340
technical change, 339
unanticipated overuse, 338

manageability, 385
management plan, 7
risk, 57, 67-68
updates, 332
management reserve, 129, 385
matrix
probability-impact, 178, 181
responsibility assignment, 72
risk, 178
maturity, 25-26, 386
mean, PERT, 205-206
mediation, 46
meetings, 386
face-to-face, 97
reconciling conflict, 97
virtual, 97
Mehrabian, A., 79
metric/s
Agile
sprint completion, 201
story point completion, 203
user stories completion, 202
earned value, 197
actual costs, 199
BAC (budget at completion), 198
CV (cost variance), 199
EAC (estimate at completion), 200
EV (earned value), 198
PV (planned value), 198
SPI (schedule performance
index), 199
SV (schedule variance), 199

TCPI (to-complete performance
index), 201
resolution, 251-253
selection, 291
mind mapping, 111-112, 386
mitigation, 248, 386
model
PESTLE, 60-61
salience, 29
sender-receiver communications, 78
Tuckman’s Ladder of Group
Development
adjourning stage, 94
forming stage, 93
norming stage, 93
performing stage, 94
storming stage, 93
monitoring and controlling risk, 92, 299
Monte Carlo, 204-205, 287-288, 386
Latin Hypercube, 205, 330
sensitivity analysis, 210-211
multiple condition fault tree, 229

N

narrative, response strategy, 13

National Institutes of Standards and
"Technology, 270

near-critical path, 212

network diagram sensitivity analysis,
211-212

neutral stakeholders, 30

NGT (nominal group technique), 95, 386

nominal group technique, 183-184

norming stage, Tuckman’s Ladder of
Group Development, 93

(o)

objective tolerance, 255
opportunity, 233, 248, 386
strategy, 244-246, 251, 267-268
active acceptance, 245
enhancement, 245



escalation, 246
passive acceptance, 244
sharing, 246
organization
infrastructure, 33
capacity, 34
communication, 34
facilities, equipment, and
hardware, 34
-level risk, 232
tolerance, 44-45
project risks, 289
risks in a project context, 289-290
rewards in risk-reward, 290-291
rewards to offset risks, 291
sources and drivers of risk, 290
tolerance
compliance, 254
policy, 254
-wide risk updates, 336, 337-338,
339-340
environmental change, 339
personnel/stakeholder, 336
project management culture,
340-341
quality, 336
technical change, 339
unanticipated overuse, 338
outcome/s, 14, 164, 230, 299
intended, 306
unintended, 306
overall risk, 13, 160, 386
owner, risk, 31-32, 161, 250

P

passive acceptance, 244, 246, 387
performance. See also metrics
agile
sprint completion, 201
story point completion, 203
user stories completion, 202

data, 197

priority

earned value metrics
actual costs, 199
BAC (budget at completion), 198
CV (cost variance), 199
EAC (estimate at completion), 200
EV (earned value), 198
PV (planned value), 198
SPI (schedule performance index), 199
SV (schedule variance), 199
TCPI (to-complete performance
index), 201
performing stage, Tuckman’s Ladder of
Group Development, 94
personal
commitment and involvement, 268-269
tolerance, 269-270
PERT (program evaluation review
technique), 205-209, 387
PESTLE analysis, 32, 60-61, 387
physical triggers, 144-145
planned value, 387
planning
risk management, 57
stakeholder risk, 32
PMI® (Project Management Institute), 19
PMI-RMP® exam, 19
suggested plan for final review and
study, 347-348
updates, 377
policy, tolerance, 254
portfolio
risk, 387
stakeholders, 33
power, 29, 31
precision, 283, 387. See also accuracy
predictive approach
action planning, 250
data gathering and reporting
qualitative, 329
quantitative, 330-331
preliminary data analysis, 118-119
priority, 13, 161, 214, 387
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probability

probability, 13, 58, 129, 157, 177, 387
dependent, 285
enhancement, 245
high, 284-285
-impact matrix, 178, 181
minimizing, 248
qualification, 177

problem solving, 46-47, 387

process/es
alignment, 57
risk, tools, 59-60

professional

commitment and involvement, 268-269

tolerance, 269-270
program
risk, 11, 387
stakeholders, 33
progressive elaboration, 155
project/s, 334-336
assumptions, 8, 387
charter, 8, 387
environmental assessment, 9
objective, 8
signature, 9
constraints, 27
influence, 286-288
management plan, 387
plans, 7, 387
risk
in an organizational context, 289
roles, 9
tolerance, 45, 133, 388
roles, 10
prompt list, 177
propinquity, 158, 388
proximity, 159, 388
pure risk, 131
PV (planned value), 198

Q

qualitative
analysis, 58, 91

data gathering and reporting
adaptive approach, 330
predictive approach, 329
quality risk, residual, 307
quantitative
analysis, 58, 92, 388
decision tree, 212-214
detailed, 209
GERT (graphic evaluation review
technique), 209
Ishikawa diagram, 212
Monte Carlo simulation, 204-205, 287
PERT (program evaluation review
technique), 205-209
VERT (venture evaluation review
technique), 209
data gathering and reporting
adaptive approach, 331-332
predictive approach, 330-331
questions
follow-up, 164
risk, 111, 117-118

R

RACI (responsible, accountable, consult,
inform) chart, 73-74, 254, 388
RAM (responsibility assignment matrix),
72-73,389
ranking
approach efficacy, 284
group, 181
individual, 181
tools
consensus, 183
dot voting, 182
fist to five, 182
nominal group technique, 183-184
Roman voting, 183
stakeholder-based, 184
RBS (risk breakdown structure), 61,
74-75, 389

recipient, communication, 78



register
risk, 11-14, 77, 119-120, 151
categories, 156—164. See also
categories, risk register
review, 156
Risk ID, 157
updating, 155, 314-316
stakeholder, 28-29
relationships, risk, 118-119
reports and reporting, 77, 329
late, 314
qualitative data gathering
adaptive approach, 330
predictive approach, 329
quantitative data gathering
adaptive approach, 331-332
predictive approach,
330-331
rules, 100
workaround, 314, 316
repository, risk, 11
reputational risk, residual,
307-308
reserve
contingency, 130, 131
management, 129
residual risk, 248, 270, 388
financial, 307
quality, 307
reputational, 307-308
resilience, 286, 388
resistant stakeholders, 30
resolution
communication, 253
metrics, 251-253
personal/professional involvement,
268-269
response/s, 13, 244
communication, 253
contingent, 266, 381
deployed and underdeployed, 305
development, 59

risk

-generated risk, 308. See also
secondary risk
implementation, 59, 92, 261
intended outcomes, 306
opportunity strategy
active acceptance, 245
enhancement, 245
escalation, 246
passive acceptance, 244
sharing, 246
secondary risk, 270-271
stakeholder, 267
opportunity strategy, 267-268
threat strategy, 268
stakeholder role, 92
threat strategy, 246
active acceptance, 247
avoidance, 247
escalation, 249
mitigation, 248
passive acceptance, 246
transfer, 248
type, 162-163
unintended consequences, 306
responsibility/ies
assignment matrix, 72
risk, 75
risk management, 11
retirement criteria, 389
review
implementation, 14, 163
qualitative, 179-181
risk register, 156
taxonomic, 176
rewards
to offset risk, 291
in risk-reward, 290-291
risk. See also response/s
absorption, 43-44, 389
acceptance, 308
accountability, 76, 389
alliance, 3, 61, 389
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analysis, 57
qualitative, 58
quantitative, 58
appetite, 24, 379
archive, 11
area impacted, 13
assumptions, 26
attitude, 25
-based spike, 330, 390
breakdown structure, 74-75
business, 131
classification, 164-165
complexity, 226
connectivity, 159, 231-232, 381
constraints, 27
controllability, 159
culture, 27-29
data processing, 33
detectability, 160
documentation, 6
customer agreements, 8
industry benchmarks, 6
lessons learned, 7
project assumptions, 8
project charter, 8-9
project plans, 7
risk register, 11-14
dormancy, 159
drivers, 129
education and training, 80-81, 100-101
enterprise, 11
environment, 308-309
escalation, 13, 161
event, 12, 157
identification, 57, 91, 107, 111, 389
affinity diagram, 112-113
assumptions analysis, 115-116,
132-133
checklist analysis, 115
expert judgement, 117
mind mapping, 111-112
root cause analysis, 113-115
SWOT analysis, 116-117

impact, 158,221, 309
high, 284, 285
strategic, 160
known-known, 129-130
known-unknown, 131
late reporting, 314
management, 239
management plan, 67-68
manager, 9-10, 389
matrix, 178
maturity, 25-26
monitoring and controlling, 92, 299
opportunity, 233
organizational, 232, 289-290
rewards in risk-reward, 290-291
rewards to offset risks, 291
sources and drivers of risk, 290
overall, 13, 160, 286-288
owner, 10, 13,31-32, 161, 250,
389
planning, 32, 57
priority, 161, 214
probability, 157, 177
dependent, 285
high, 284-285
process, 389
alignment, 57
tools, 59-60
project, 288
propinquity, 158
proximity, 159
pure, 131
qualification, 91, 171, 179-181. See aiso
ranking
quantification, 92, 191
questions, 111, 117-118
ranking
approach efficacy, 284
group, 181
register, 77, 119-120, 151, 389
categories, 156-164. See also
categories, risk register
functionality, 155-156



review, 156
Risk ID, 157
updating, 155, 314-316
relationships, 118-119
reporting. See reporting
repository, 11, 390
residual, 248, 270, 299
financial, 307
quality, 307
reputational, 307-308
resolution, 239
communication, 253
metrics, 251-253
personal/professional
involvement, 268-269
response
development, 59
implementation and control, 59
opportunity strategy, 244-246
planning, 239
threat strategy, 246-249
responsibility, 11, 75-76, 390
-reward, 390
roles, 9
secondary, 270-271, 299, 308
CPAF (cost-plus award fee)
contract, 311
CPFF (cost-plus fixed fee)
contract, 311
CPIF (cost-plus incentive fee)
contract, 310
CPPC (cost-plus percentage of cost)
contract, 312-313
firm-fixed price contract, 309
FPEA (fixed-price economic
adjustment) contract, 309-310
FPIF (fixed-price incentive fee)
contract, 310
T&M (time and materials) contract,
311-313
sorting, 176
sources, 60-61, 390
statement, 107

roles

strategic, 92
taxonomy, 176-177
team, roles and responsibilities, 10
threat, 233
threshold, 23-24, 45-46
tolerance, 23, 254, 309
compliance, 254
objective, 255
organizational, 44-45
personal/professional, 269-270
policy, 254
project, 45
updates, 341
trigger/s, 46
physical, 144-145
stakeholder-driven, 145
visible, 144
unknown-known, 130
unknown-unknown, 130-131
urgency, 158, 179
weight, 214

RMP (risk management plan), 39,

67-68, 91
color coding scheme, 178
FMEA (failure mode effect analysis), 179
impact, scale, 177-178
probability
definitions, 58
qualification, 177
qualitative analysis, 58
quantitative analysis, 58
RACI (responsible, accountable,
consult, inform) chart, 73-74
RAM (responsibility assignment
matrix), 72-73
RBS (risk breakdown structure), 74-75
risk accountability, 76
risk responsibility, 75-76

roles

project, 10

risk, 9

risk manager, 9-10
stakeholder, 91-92
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Roman voting

Roman voting, 183, 390
root cause analysis, 113-115, 212,
226,390
rules, 23, 98
of compliance, 143-144
escalation, 99
information sharing, 100
reporting, 100
risk register update, 155
tolerance, 98
trigger, 99

S

salience model, 29, 390
schedule
implementation, 14, 163
performance index, 199, 390
variance, 199, 390
Scrum, daily, 79, 133, 382
secondary risk, 270-271, 299, 308
CPAF (cost-plus award fee)
contract, 311
CPFF (cost-plus fixed fee)
contract, 311
CPIF (cost-plus incentive fee)
contract, 310
CPPC (cost-plus percentage of cost)
contract, 312-313
firm-fixed price contract, 309
FPEA (fixed-price economic
adjustment) contract,
309-310
FPIF (fixed-price incentive fee)
contract, 310
T&M (time and materials) contract,
311-313
sender-receiver communications, 78
sensitivity analysis, 210, 391
Monte Carlo, 210-211
network diagram, 211-212
servant leadership, 61, 391
sharing, 246, 391

SMART (Specific, Measurable, Agreed-
upon, Realistic, and Time
limited), 8

smoothing, 47, 391

sorting, risk, 176

sources

data, 282-283
risk, 60-61

SPI (schedule performance index), 199

sprint, completion, 201

stakeholder

-based ranking support, 184
commitment, 29-30, 268-269
-driven trigger, 145, 391
education and training, 81
engagement matrix, 29-30, 391
involvement, 268-269
leading, 30
neutral, 30
portfolio, 33
program, 33
register, 27-29, 391
resistant, 30
response, 267
opportunity strategy, 267-268
threat strategy, 268
risk education, 100-101
risk planning, 32
risk process, roles, 91-92
strategic risk and, 92
supportive, 30
tolerance, 30-31
unaware, 30
updates, 336
standard deviation, PERT, 206-209
statement
IF/THEN, 157
risk, 107

storming stage, Tuckman’s Ladder of
Group Development, 93

story point completion, 203

strategy, 53, 162-163. See also response



opportunity, 244-246, 251, 267-268
active acceptance, 245
enhancement, 245
escalation, 246
passive acceptance, 244
sharing, 246

threat, 233, 246, 251, 268
active acceptance, 247
avoidance, 247
escalation, 249
mitigation, 248
passive acceptance, 246
transfer, 248

supportive stakeholders, 30

SV (schedule variance), 199

SWOT analysis, 26, 116-117,
226-227,391

system life cycle, 391

T
T&M (time and materials) contract,
secondary risks, 311-313
tacit knowledge, 23, 80, 391
Taleb, N., Anti-Fragile: Things That Gain
from Disorder, 286
taxonomy, risk, 176-177
TCPI (to-complete performance
index), 201
team
charter, 47-48, 392
-driven data gathering techniques
brainstorming, 94-95
Delphi technique, 96
focus groups, 95
interviews, 96
meetings, 96-97
nominal group technique, 95
education and training, 81
engagement, 93
escalation rules, 99
information sharing rules, 100
reporting rules, 100

transfer

rules of, 98
tolerance rules, 98
trigger rules, 99

threat, 233, 392

strategy, 246, 251, 268
active acceptance, 247
avoidance, 247
escalation, 249
mitigation, 248
passive acceptance, 246
transfer, 248
threshold, 23-24, 45-46, 143, 144, 392.
See also tolerance
timing
communication, 78
risk qualification, 179-181
tolerance, 23, 254, 309, 392
compliance, 254
-driven triggers, 144
objective, 255
personal/professional, 269-270
policy, 254
risk, 133
organizational, 4445
project, 45
rules, 98
stakeholder, 30-31
updates, 341
tools. See also analysis
ranking
consensus, 183
dot voting, 182
fist to five, 182
nominal group technique, 183-184
Roman voting, 183
stakeholder-based, 184
risk process, 59-60
stakeholder engagement
matrix, 29-30
tornado diagram, 211
training. See education and training
transfer, 248, 392
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tree diagram

tree diagram, 227-228. See also
decision tree
all-conditions fault, 228
any-condition fault, 228-229
multiple condition fault, 229
trigger/s, 46, 139. See also threshold
physical, 144-145
rules, 99
stakeholder-driven, 145
threshold-driven, 144
visible, 144
Ts&Cs (terms and conditions), 8
Tuckman’s Ladder of Group
Development, 392
adjourning stage, 94
forming stage, 93
norming stage, 93
performing stage, 94
storming stage, 93

U

unaware stakeholders, 30
unintended consequences, 306, 392
unknown-known, 130, 392
unknown-unknown, 130-131, 392
updates
change log, 333-334
lessons learned, 333
management plan, 332
organization-wide, 336, 337-338,
339-340
environmental change, 339
personnel/stakeholder, 336
project management culture,
340-341

quality, 336
technical change, 339
unanticipated overuse, 338
PMI-RMP® exam, 377
project-wide, 334-336
risk register, 155, 314-316
urgency, 158, 179, 392
user story, completion, 202

'}

value
earned, 198
expected monetary, 209-210
planned, 198
variance
cost, 199
schedule, 199
vendors, education and training, 81
VERT (venture evaluation review
technique), 209
virtual meetings, 97
visible triggers, 144
voting
dot, 182
Roman, 183

w

waterfall management, 197
weight, risk, 214
withdrawal, 47, 392
workaround, 314, 316, 392

X-Y-Z
Y2K bug, 334
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