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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these
conventions as follows:

Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

Iralic indicates arguments for which you supply actual values.
Vertical bars (|) separate alternative, mutually exclusive elements.
Square brackets ([ ]) indicate an optional element.

Braces ({ }) indicate a required choice.

Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Introduction

The Cisco Certified Network Professional (CCNP) certification program has several
technology tracks including Enterprise, Security, Data Center, Service Provider, and, last
but not least, Collaboration. This book will focus on one of the optional concentration
exams to achieve your CCNP Security certification — Implementing and Configuring
Cisco Identity Services Engine (SISE 300-715).

You may already have other Cisco certifications in other networking technologies or this
may be your first foray into the Cisco certification process. You may instead be reading
this book to enrich your skillset for your job and not even take the exam. Whichever the
case, you have chosen a great resource to further your learning and we wish you the best
of luck in your studies.

CCNP Security Certification Overview

Security is an ever evolving and growing networking technology—a technology that will
likely be needed for generations to come. As the protocols, applications, and user bas
that communicate over a network change and evolve, so must the security approach that
is implemented. Network security requires a holistic approach whereby a single chink in
the security armor can equal a significant compromise of intellectual property and may
result in costly network downtime.

The CCNP Security certification track provides a solid basis in core Cisco security
technologies and optional concentration exams that focus on operating a variety of
security technologies and concepts — Email Security Appliance, Next-Generation
Firewall/IPS, Web Security, Virtual Private Networks (VPN), Identity Services Engine,
and automation for Cisco Security Solutions. As highlighted above, the focus of this
book will be on the implementation and configuration of Identity Services Engine
(Cisco Certification 300-715 SISE). Table I-1 lists the optional concentration exams one
may take in addition to the 300-701 SCOR exam in order to receive the CCNP Security
Certification.

Table I-1 CCNP Security Concentration Exams

Concentration Recommended Training
Exam(s)

300-715 SNCF Securing Networks with Cisco Firepower Next-Generation Firewall
(SSNGFW)

Securing Networks with Cisco Firepower Next-Generation IPS (SSFIPS)

300-720 SESA Securing Email with Cisco Email Security Appliance (SESA)

300-715 SISE Implementing and Configuring Cisco Identity Services Engine (SISE)

300-725 SWSA Securing the Web with Cisco Web Security Appliance (SWSA)

300-730 SVPN Implementing Secure Solutions with Virtual Private Networks (SVPN)

300-735 SAUTO | Implementing Automation for Cisco Security Solutions (SAUT)
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By educating yourself in these areas of the Cisco security solutions portfolio, you will be
well equipped to implement a well-rounded security infrastructure onto your network.

Contents of the CCNP Security SISE Exam

Table I-2 CCNP Security SISE Exam (300-7 15) Topics

In order to study effectively for an exam, it is important to know what is actually going
to be on the exam. Cisco fully understands this need and provides a “blueprint” for each
of its certification exams. These blueprints give a high-level overview as to what is going
to be covered on the exam. By diving deeper into each of these blueprint topics, you will
become better prepared for your certification exam.

To view the blueprints for the complete CCNP exam certification tracks, you can browse
to http://www.cisco.com/go/ccnp. This webpage contains links to each of the CCNP
certification tracks — including the CCNP Security track. The link to go directly to the
CCNP Security certification track is https://www.cisco.com/c/en/us/training-events/
training-certifications/certifications/professional/ccnp-security-v2.html.

To drill down specifically to the SISE exam blueprint, click the link under the “Concen-
tration exams (choose one)” corresponding to the SISE exam. On this page, you will find
several links that provide a high-level description of the SISE exam, Exam Topics, Exam
Policies, and sample exam questions. As you review the blueprint (under Exam Topics)
and other content pertaining to the SISE exam, you may find that some topics overlap
with other Cisco certifications — namely, the CCNA. You may choose to enhance your
studies by reviewing some of the topics covered in these other exams to refresh your
core knowledge.

The topics contained on the CCNP Security SISE exam are provided in Table I-2.

Certification Exam Domain/Topic

Guide Chapter

Architecture and Deployment (10% of exam)

8, 18, 20-21, Configure Personas
22-24
6,20, 24 Describe Deployment Options

Policy Enforcement (25% of exam)

8 Configure native AD and LDAP

2,13 Describe identity store options

11 Configure wired/wireless 802.1x network access
19 Configure 802.1x phasing deployment

11 Configure network access devices

11 Implement MAB

17 Configure Cisco TrustSec
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Certification

Exam Domain/Topic

Guide Chapter

9-18, 23 Configure policies including authentication and authorization
profiles
Web Auth and Guest Services (15% of exam)

12 Configure web authentication

13 Configure guest access services

13 Configure sponsor and guest portals
Profiler (15% of exam)

14 Implement profiler services

14 Implement probes

14 Implement CoA

14-16, 18 Configure endpoint identity management
BYOD (15% of exam)

16 Describe Cisco BYOD functionality

16 Configure BYOD device onboarding using internal CA with Cisco
switches and Cisco wireless LAN controllers

15-16 Configure certificates for BYOD

16 Configure blacklist/whitelist
Endpoint Compliance (10% of exam)

18 Describe endpoint compliance, posture services, and client
provisioning

18 Configure posture conditions and policy and client provisioning

18 Configure the compliance module

18 Configure Cisco ISE posture agents and operational modes

1 Describe supplicant, supplicant options, authenticator, and server
Network Access Device Management (10% of exam)

1, 24 Compare AAA protocols

24-26 Configure TACACS+ device administration and command
authorization

Besides the training resources provided on the SISE exam page, you might also find addi-
tional study resources at the links provided in Table I-3. Other unofficial texts, video, and
online training resources can also be found via your favorite online search engine.
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Table 1-3 Additional Training Resources

Resource URL

The Cisco Learning Network | https://www.cisco.com/c/en/us/training-events/

SISE page training-certifications/exams/current-list/sise-300-715.html
Cisco Support Forums https://supportforums.cisco.com

Cisco Press http://www.ciscopress.com

Cisco ISE for BYOD and http://www.ciscopress.com/store/cisco-ise-for-byod-and-
Secure Unified Access secure-unified-access-9781587144738

BYOD Networking http://www.ciscopress.com/store/cisco-bring-your-own-
LiveLessons device-byod-networking-livelessons-9781587144219

How to Take the SISE Exam

To take the CCNP Security SISE Exam, browse to https://www.cisco.com/go/ccnp. Click
on the link for the CCNP Security certification and then the link for SISE. You will find
information about the exam including the languages in which the exam will be offered,
duration of the exam, as well as a link to register for the exam. At the time of publication
of this book, the only approved testing vendor for the SISE exam is Pearson VUE
(www.vue.com). To register, click on the Pearson VUE link, create an account, and
register for the 300-715 SISE exam. You will then be allowed to select a time and testing
center that is most convenient to you.

Who Should Take This Exam and Read This Book?

The SISE 300-715 Exam is just one piece of the CCNP Security certification track. For
this reason, the primary audience for this book is those people who are working toward
the CCNP Security certification. Furthermore, this book can either be used as the
totality of the study material or supplement other study resources (other texts, videos,
instructor-led training, online training). Whether you are participating in formalized
training for the SISE exam or studying on your own, this text is for you.

Those who take the CCNP Security certification or other CCNP exams are often those
individuals who require this level of expertise in their job or their intended career path.
Sometimes, the CCNP-level exams are the pinnacle of an individual’s intended training—
once their CCNP certification is achieved, the recipient chooses to not pursue additional
certifications. Other times, the CCNP exams are used as a stepping-stone to higher
certifications. In this latter case, the next step in the certification progression is to take
the CCIE in the relevant discipline. If the CCNA is the bachelor’s degree equivalent of
the certification hierarchy and the specialist certifications are a minor in a particular
discipline, the CCNP of that discipline is a master’s degree. If we were to continue this
analogy, the CCIE would be the PhD of the specific technology. See Table I-4 for a
comparison chart.
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Format of the CCNP Security SISE Exam

If you have taken other Cisco Certification Exams, this exam format will not be much
different. After registering for the SISE exam, you will have a date and location where
you will take your exam. It is recommended that you arrive at the testing center 15-20
minutes ahead of your testing schedule. You will then be asked to present two forms of
personal identification—a government-issued picture ID and a second that has at least
your signature. You will then be asked to put all of your personal effects into a locker or
other secure area as you walk into the testing room. As all Cisco Certification Exams are
“closed book,” you will not be allowed to take any study materials into the exam room.

The testing room contains a number of testing PCs—often isolated in their own cubicle
to encourage privacy and to minimize any interruptions between those who are taking
exams. Your testing proctor will escort you into the testing room. You will be provided
earplugs and two sheets of writing material (front and back of each sheet is usually
available). Oftentimes, these are laminated sheets with a white-erase marker and eraser—
allowing you to reuse the sheets as often as you require during your exam. Further details
about your testing experience will be provided at the base of the Confirmation Letter as
you schedule your exam.

When you start your exam, you will be given the option of taking a sample quiz. This
sample quiz will allow you to become familiar with the exam’s format. If you are famil-
iar with using a computer, the sample quiz test engine, and that of the actual exam, will
likely be easy to navigate.

The CCNP-level exams follow the same format and construction as the CCNA and
include the following question types:

m Multiple-Choice
m Single-Answer
m Multiple-Answer
m Drag and Drop
m Fill-in-the-Blank
m Testlet
m Simlet

m Simulated Lab

With the multiple-choice questions, these can take on one of two formats—single-
answer and multiple-answer. With the single-answer, multiple-choice questions, you

will be given a question with several options for the correct answer. You will be asked
to select only one of these options using a round radio button to the left of the chosen
answer—pointing your mouse icon at the radio button and left-clicking the mouse. For
the multiple-answer, multiple-choice questions, you will still be given a question with
several options for the correct answer. However, you will usually be asked to select a
prescribed number of correct answers—for instance, “Choose 3.” These will be selected
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using a square radio button to the left of the chosen answers. If you attempt to choose
too many answers, you will be prompted to choose only the prescribed amount.

Drag and Drop questions will test your ability to match or put into order a number of
words/concepts. You will select one option by left-clicking the option and then, while still
maintaining the left-click, move the option to another part of the screen. Often, you will
be matching an option from one side of the screen to a related option on the other side
of the screen. At times, there may be more “answers” on the left than there are slots to fill
on the right. In this case, you have to narrow down your choices to those answers that
best match the slots on the right.

Although very uncommon, the Cisco certification testing environment does allow for the
Fill-in-the-Blank question format. In this type of question, a question is asked and the tes-
ter is to expected to input the correct answer into the Fill-in-the-Blank box.

A Testlet is a question whereby a scenario is given. The examinee is given multiple
choices to choose from to address the given scenario.

The Simlet questions will provide a simulated scenario. With this scenario, you will be
asked a number of questions—usually multiple-choice questions. After answering all of
the multiple-choice questions, you can submit your collective answer from the Simlet.
Be sure that you have answered all of the multiple-choice answers before submitting the
Simlet.

The final question format is a Simulated Lab. The exam software has the ability to emu-
late a number of different Cisco devices interconnected in a simulated network. As part
of this Simulated Lab question type, you will be asked to configure the relevant network
devices. You will interact with the simulated device in a manner similar to how you would
interact with the device in a real-live network. If a graphical user interface (GUI) is the
normal method of configuring the test device, you will need to use the GUI to affect the
configuration and behavior of the affected device. If you normally use the command-
line interface (CLI) to configure a device, the CLI may be the best way to configure the
device during your exam. In this Simulated Lab environment, not all commands are going
to be available and the standard ‘?’ context-sensitive help available on Cisco Routers and
Switches or Tab-completion for commands may not be available. However, all commands
that are needed to complete the question adequately should be available.

Again, the format of the CCNP-level tests is very similar to the format of the CCNA.
There are examples of the question formats available on Cisco’s Learning Network. The
direct link to this Exam Tutorial can be found at http://www.cisco.com/web/learning/
wwtraining/certprog/training/cert_exam_tutorial.html.

CCNP Security SISE 300-715 Official
Certification Guide

As you review the contents of this book, take every opportunity you can to apply the
information to your daily job, your studies, and any supplemental training that you may
do. By applying the information within this book whenever possible, it will help to rein-
force the material—making it more relevant to your particular application and, hopefully,
making it easier to remember when you take the actual certification exam.
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In Part I of the book, the focus will be on Identity Management and Secure Access. In
this part, we will be discussing how to manage the users as well as how to allow them
secure access to the network. The chapters in Part I help present the basis of Authenti-
cation, Authorization, and Accounting—AAA. We’ll cover the management of users—
leveraging the internal user database of Cisco’s Identity Services Engine (ISE)—as well as
third-party enterprise databases. The verification of the user via one of these databases—
internal or external—is called Authentication.

There are a number of methods that can be used to authenticate users when they are
joining the network. We’ll cover a number of these authentication methods and the
underlying protocols during this first part of the book. We'll cover how to authenticate
a wired and wireless user using 802.1X, MAC Authentication Bypass, as well as non-
standard flows including Local and Centralized Web Authentication.

Once we’ve authenticated the user, we’ll need to dictate the level of access that the user
will be given on the network. This process is called authorization. Authorization often-
times leverages the authentication step—providing differentiated access to each endpoint
based as much on the user who owns the device as the device itself.

We’ll round out this part of the book by discussing some advanced concepts—diving
more deeply into some of the details of how ISE and the supporting network infrastruc-
ture accomplish what needs to be accomplished. By the end of this first section, you
should have a pretty good overview of the end-to-end AAA process.

Part II of the book will focus on Cisco’s Identity Services Engine (ISE) and its configura-
tion. We’ll discuss the specific roles that each persona plays in the ISE architecture and
several common deployment scenarios. After this overview of ISE architecture, we’ll walk
you through the ISE GUI and do some initial configuration of ISE including certificate
generation and assignment as well as identity stores—those internal and external data-
bases that provide us the authentication function.

After we have firmly established a complete understanding of AAA concepts and
constructs, we’ll consider the policy on ISE for both authentication and authorization.
We’ll walk you step-by-step through how ISE is configured for authentication policies
and authorization policies—highlighting all of the building blocks that are required for a
typical enterprise deployment.

Depending on the method of access (for example, wired versus wireless), the manner in
which we enforce the level of access may change. For instance, the enforcement mecha-
nisms (VLANSs, Access Control Lists, Security Group Access, etc.) may be different
depending on the method of access. By combining the authentication method (802.1X,
MAB, and so on), the method of access (wired versus wireless), endpoint posturing, and
profiling, we’ll be able to leverage ISE to granularly apply differentiated access to each
endpoint individually.

Part III of the book will move most of its focus away from ISE and onto the individual
network devices that form the network infrastructure—the switches and wireless LAN
controllers. We’ll review how to configure the various Switching and Wireless platforms
to put our AAA policy into action—leveraging 802.1X, MAB, as well as Local and Cen-
tralized Web Authentication.
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We'll finish off Part IIT by reviewing some special use cases—how to configure guest
services within ISE as well as how to profile devices as they try to join the network.
Configuring guest services can be essential to an enterprise deployment—either by
providing basic Internet access to employees or access to vendors and visitors. Profiling is
a process whereby ISE can make an intelligent guess as to what type of device is joining
the network—making granular authorization decisions based on device type. By the end
of Part III, you should have a pretty solid understanding of how to secure your network
leveraging ISE as the AAA server and the infrastructure devices to enforce the ISE’s
policy.

As we get into the Part IV of the book, Advanced Secure Network Access, we’ll start to
apply more of our knowledge in an advanced manner. Up to this point, we were doing
basic configuration and basic policy enforcement. In the chapters in Part IV, we’ll incor-
porate certificate-based user authentication—authenticating a user based on an X.509
certificate, either issued by ISE or by a third-party device. The ability to use certificates
to validate a user can greatly enhance the level of security in the authentication process.

Bring your own device (BYOD) is also an advanced topic that we’ll cover in this part of
the book. BYOD is a process and security infrastructure that allows a user to bring her
personal smart device onto the corporate network. The BYOD onboarding process allows
a user to self-manage his device and registers the device to the corporate network. There
are a number of special portals and configurations that are required to allow for an effec-
tive BYOD deployment. To ensure that this personal device doesn’t adversely affect the
network or gain access to unauthorized resources, ISE can provide differentiated access
to the endpoint based on a number of key factors.

The next advanced topic that we’ll review in Part IV is TrustSec and MACSec. We'll
do a quick overview of these two topics and highlight some of benefits as well as the
constructs and configurations that affect the Security Group Access configuration and
enforcement both on the device and within ISE.

The final topic that we’ll address in Part IV is Posture Assessment. Posturing and profil-
ing are sometimes used interchangeably, but that is not accurate. Profiling often leverages
information that is readily available via protocols that run over the network—including
protocols such as RADIUS, DHCP, HTTP, as well as MAC addresses that are provided
within the RADIUS exchange protocol. By replicating or otherwise sending this data

to ISE as a client joins the network, profiling is able to make an intelligent decision as

to what device is trying to join the network—without ever actively probing the device.
Posturing is a little more entrenched at the client/endpoint level. Posturing will leverage
information that is contained deep in the configuration of the endpoint—requiring a pos-
turing agent to be run on the endpoint. Once key information is read from the endpoint
via this agent, the ISE will make a decision as to whether the device/user is compliant to
be allowed access to the network and, if so, what level of access the user should be given.

Part V of this book is geared toward the operational aspects of having ISE. As part of this
chapter, we’ll discuss how to slowly roll out your ISE deployment to minimize network
outages. By leveraging deployment phasing, a network administrator can be in “moni-

tor mode” whereby a device will not be denied access to the network but simply a log is
thrown if the user doesn’t match an available policy. This allows network administrators

xlv
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to fully discover and understand the endpoints on their network—without having an
adverse effect on the users. Once the network administrators are confident that they
have reasonably triaged any unknown endpoints, they can gradually increase the level of
policy enforcement.

A second important topic covered in Part V is ISE scale and high availability. This part
will highlight how to configure and deploy a distributed ISE architecture in order to
accommodate additional load, demand, and possible additional features. Each instance of
ISE has an upper limit based on the platform and particular software that it is running on.
By providing a distributed deployment architecture, the ISE deployment can grow as a
company grows—incorporating a new ISE appliance whenever needed.

As we round out Part V of the CCNP-Security SISE 300-715 Official Certification
Guide, we’ll provide you with some tips and tricks to troubleshoot ISE. Some of these
tools include a configuration validator, Live Logs, as well as a TCP dump. In the right
hands, these tools can provide all of the necessary information to isolate any quality or
network issues.

In Part VI of the book, we’ll dive into turning ISE into the center of a full security eco-
system and extending the access control with other security products using the platform
exchange grid (pxGrid) and adding some much needed security operations value to pos-
ture by extending network access control with threat and vulnerability data using threat-
centric NAC.

Part VII rounds out the exam learning topics of the book with the other half of authen-
tication, authorization, and accounting (AAA) device administration. This is the abil-
ity to control access to the network devices like Cisco routers, switches, and wireless
controllers.

In the final section, Part VIII, we’ll describe the steps that you'll need to take in order to
prepare for the CCNP Security SISE.

Objectives and Methods
This book uses several key methodologies to help you discover the exam topics on which
you need more review, to help you fully understand and remember those details, and to
help you prove to yourself that you have retained your knowledge of those topics. This
book does not try to help you pass the exam only by memorization; it seeks to help you
to truly learn and understand the topics. This book is designed to help you pass the Secu-
rity Identity Management SISE (300-715) exam by using the following methods:

m Helping you discover which exam topics you have not mastered
m Providing explanations and information to fill in your knowledge gaps

m Supplying exercises that enhance your ability to recall and deduce the answers to
test questions

m Providing practice exercises on the topics and the testing process via test questions
on the companion website
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Book Features
To help you customize your study time using this book, the core chapters have several
features that help you make the best use of your time:

m Foundation Topics: These are the core sections of each chapter. They explain the
concepts for the topics in that chapter.

m Exam Preparation Tasks: After the “Foundation Topics” section of each chapter, the
“Exam Preparation Tasks” section lists a series of study activities that you should do
at the end of the chapter:

m Review All Key Topics: The Key Topic icon appears next to the most important
items in the “Foundation Topics” section of the chapter. The Review All Key
Topics activity lists the key topics from the chapter, along with their page num-
bers. Although the contents of the entire chapter could be on the exam, you
should definitely know the information listed in each key topic, so you should
review these.

m Define Key Terms: Although the PenTest+ exam may be unlikely to ask a ques-
tion such as “Define this term,” the exam does require that you learn and know
a lot of pentest-related terminology. This section lists the most important terms
from the chapter, asking you to write a short definition and compare your answer
to the glossary at the end of the book.

m Review Questions: Confirm that you understand the content that you just cov-
ered by answering these questions and reading the answer explanations.

m Web-based practice exam: The companion website includes the Pearson Cert
Practice Test engine that allows you to take practice exam questions. Use it to pre-
pare with a sample exam and to pinpoint topics where you need more study:.

The Companion Website for Online Content Review

All the electronic review elements, as well as other electronic components of the book,
exist on this book’s companion website.

To access the companion website, which gives you access to the electronic content with
this book, start by establishing a login at www.ciscopress.com and register your book.

To do so, simply go to www.ciscopress.com/register and enter the ISBN of the print
book: 9780136642947. After you have registered your book, go to your account page
and click the Registered Products tab. From there, click the Access Bonus Content link
to get access to the book’s companion website.

Note that if you buy the Premium Edition eBook and Practice Test version of this book
from Cisco Press, your book will automatically be registered on your account page. Sim-
ply go to your account page, click the Registered Products tab, and select Access Bonus
Content to access the book’s companion website.

Please note that many of our companion content files can be very large, especially image
and video files.


http://www.ciscopress.com
http://www.ciscopress.com/register
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If you are unable to locate the files for this title by following the steps at left, please
visit www.pearsonlTcertification.com/contact and select the Site Problems/ Comments
option. Our customer service representatives will assist you.

How to Access the Pearson Test Prep (PTP) App

You have two options for installing and using the Pearson Test Prep application: a web
app and a desktop app. To use the Pearson Test Prep application, start by finding the reg-
istration code that comes with the book. You can find the code in these ways:

m Print book: Look in the cardboard sleeve in the back of the book for a piece of
paper with your book’s unique PTP code.

m Premium Edition: If you purchase the Premium Edition eBook and Practice Test
directly from the Cisco Press website, the code will be populated on your account
page after purchase. Just log in at www.ciscopress.com, click account to see details
of your account, and click the digital purchases tab.

® Amazon Kindle: For those who purchase a Kindle edition from Amazon, the access
code will be supplied directly from Amazon.

m Other Bookseller E-books: Note that if you purchase an e-book version from any
other source, the practice test is not included because other vendors to date have not
chosen to vend the required unique access code.

NOTE Do not lose the activation code because it is the only means with which you can
access the QA content with the book.

Once you have the access code, to find instructions about both the PTP web app and the
desktop app, follow these steps:

Step 1.  Open this book’s companion website, as was shown earlier in this Introduc-
tion under the heading “How to Access the Companion Website.”

Step 2.  Click the Practice Exams button.

Step 3.  Follow the instructions listed there both for installing the desktop app and for
using the web app.

Note that if you want to use the web app only at this point, just navigate to www.pear-
sontestprep.com, establish a free login if you do not already have one, and register this
book’s practice tests using the registration code you just found. The process should take
only a couple of minutes.


http://www.pearsonITcertification.com/contact
http://www.ciscopress.com
http://www.pear-sontestprep.com
http://www.pear-sontestprep.com
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NOTE Amazon eBook (Kindle) customers: It is easy to miss Amazon’s email that lists
your PTP access code. Soon after you purchase the Kindle eBook, Amazon should send an
email. However, the email uses very generic text and makes no specific mention of PTP or
practice exams. To find your code, read every email from Amazon after you purchase the
book. Also do the usual checks for ensuring your email arrives like checking your spam
folder.

NOTE Other eBook customers: As of the time of publication, only the publisher and
Amazon supply PTP access codes when you purchase their eBook editions of this book.

Customizing Your Exams
Once you are in the exam settings screen, you can choose to take exams in one of three
modes:

m Study mode: Allows you to fully customize your exams and review answers as you
are taking the exam. This is typically the mode you would use first to assess your
knowledge and identify information gaps.

m Practice Exam mode: Locks certain customization options, as it is presenting a
realistic exam experience. Use this mode when you are preparing to test your exam
readiness.

m Flash Card mode: Strips out the answers and presents you with only the question
stem. This mode is great for late-stage preparation when you really want to challenge
yourself to provide answers without the benefit of seeing multiple-choice options.
This mode does not provide the detailed score reports that the other two modes do,
so you should not use it if you are trying to identify knowledge gaps.

In addition to these three modes, you will be able to select the source of your questions.
You can choose to take exams that cover all of the chapters or you can narrow your
selection to just a single chapter or the chapters that make up specific parts in the book.
All chapters are selected by default. If you want to narrow your focus to individual chap-
ters, simply deselect all the chapters and then select only those on which you wish to
focus in the Objectives area.

You can also select the exam banks on which to focus. Each exam bank comes complete
with a full exam of questions that cover topics in every chapter. The two exams printed
in the book are available to you as well as two additional exams of unique questions. You
can have the test engine serve up exams from all four banks or just from one individual
bank by selecting the desired banks in the exam bank area.

xlix
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There are several other customizations you can make to your exam from the exam set-
tings screen, such as the time of the exam, the number of questions served up, whether
to randomize questions and answers, whether to show the number of correct answers for
multiple-answer questions, and whether to serve up only specific types of questions. You
can also create custom test banks by selecting only questions that you have marked or
questions on which you have added notes.

Updating Your Exams
If you are using the online version of the Pearson Test Prep software, you should always
have access to the latest version of the software as well as the exam data. If you are using
the Windows desktop version, every time you launch the software while connected
to the Internet, it checks if there are any updates to your exam data and automatically
downloads any changes that were made since the last time you used the software.

Sometimes, due to many factors, the exam data may not fully download when you acti-
vate your exam. If you find that figures or exhibits are missing, you may need to manu-
ally update your exams. To update a particular exam you have already activated and
downloaded, simply click the Tools tab and click the Update Products button. Again,
this is only an issue with the desktop Windows application.

If you wish to check for updates to the Pearson Test Prep exam engine software, Win-
dows desktop version, simply click the Tools tab and click the Update Application but-
ton. This ensures that you are running the latest version of the software engine.
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CHAPTER 12

-

Web Authentication

This chapter covers the following topics:
Web Authentication scenarios
Configuring Centralized Web Authentication
Building CWA authorization rules

Verifying Centralized Web Authentication

As discussed in Chapter 4, “Non-802.1X Authentications,” just because there is no
configured supplicant on an endpoint does not mean the user of that endpoint does

not need to authenticate. Consider the use cases of guests or visitors, or maybe just a
misconfiguration or an expired credential for an end user. The user may still require access
to the network.

Enter Web Authentication, commonly referred to as just WebAuth. With WebAuth, an
authenticator can send a user to a locally hosted web page—that is, a web page hosted
on the local device itself (the switch, wireless controller, or even the firewall or VPN
concentrator) where a user can submit a username and password.

As mentioned in Chapter 4, there are multiple types of WebAuth, and Centralized WebAuth
(CWA) is the type used with Cisco Secure Access and ISE. CWA is the focus of the Imple-
menting and Configuring Cisco Identity Services Engine SISE 300-715 exam and, therefore,
the main focus of this book.

NOTE This chapter was written based on the assumption that the switches and WLCs have
been configured as described in Chapter 11, “Implement Wired and Wireless Authentica-
tion.” If you have not already configured your network devices for authentication, none of
the configuration in this chapter will work, and you should revisit Chapter 11.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 12-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Q&A Sections.”



Table 12-1 “Do | Know This Already?” Section-to-Question Mapping

Web Authentication Scenarios 5
Configuring Centralized Web Authentication 1,3-6
Building CWA Authorization Policies 3
Verifying Centralized Web Authentication 2, 7-10

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chap-
ter. If you do not know the answer to a question or are only partially sure of the answer, you
should mark that question as wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might pro-
vide you with a false sense of security.

1. Before a Cisco switch can generate a self-signed certificate, what configuration is
required?
a. The internal CA must be enabled.
b. An IPv6 address must be configured.
c. A Cisco switch cannot generate a self-signed certificate.
d. A domain name must be configured.
2. Which statement about URL-Redirect ACLs is true?
a. A URL redirection ACL can be downloaded from ISE to a NAD.

b. A URL redirection must be preconfigured locally on the NAD, and ISE applies it
through the use of RADIUS attribute/value pairs (AV pairs).

c. There is no ACL needed for URL redirection.

d. A URL redirection ACL and its ACEs must be configured both in ISE and on the
NAD.

3. Which of the following settings is required for a WLAN to support CWA on the
Cisco WLC?

a. SNMP NAC
b. Layer 3 authentication
c. ISENAC
d. Fast transition
4. For wired and wireless MAB, which option must be configured for unknown
identities?
a. Drop
b. Continue
c. Reject
d. DPass
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5.

Which of the following rule types need to be created for CWA? (Choose two.)

a. A WebAuth authentication rule must be created for the authentication through
the web portal.

b. An authorization rule must be created to redirect the user to the CWA portal.

c. An authentication rule must be created to permit access to users who have suc-
cessfully authorized through the CWA portal.

d. An authorization rule must be created to permit access to users who have suc-
cessfully authenticated through the CWA portal.

e. A WebAuth authentication rule must be created to redirect the end user to the
CWA portal.

Which statement is true regarding network segmentation and Web Authentication?

a. Network segmentation should never be used with Web Authentication; they are
mutually exclusive technologies.

b. VLAN changes may be used, and TrustSec SGTs may be used, but VLAN changes
and SGTs can never be used together.

c. Only TrustSec SGTs can be used with Web Authentication to provide
segmentation.

d. VLAN changes should only be used with devices that can recognize a change and
request a new DHCP address.

Which of the following statements about CWA is true?
a. CWA is configured exactly the same for both wired and wireless NADs.
b. CWA must leverage different policy sets when configured for wired and wireless.

c. With CWA, the switch isn’t aware of the Web Authentication and only identifies
the session as using MAB.

d. CWA stands for Cisco Wide-area Authorization.

Which command on a NAD displays information about a URL-redirected session,
including the MAC address, IP address, dACL, URL-Redirect ACL, and the URL the
end user is being redirected to?

a. show epm redirection

b. show authentication sessions

c. show epm authentication | include redirection

d. show authentication session interface [interface-name)

Which of the following locations in the ISE GUI is the best one to examine to validate
that CWA is working?

a. DPolicy > Policy Elements > Results > Authorization
b. Operations > RADIUS > Live Log

c. DPolicy > Policy Elements > Results > Authentication
d. Operations > Results
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10. Which of the following statements most accurately describes the use of Change of
Authorization (CoA) in relation to CWA?

a. The CoA-Reauth causes the NAD to reauthenticate the endpoint within the same
session, and ISE is then able to tie together the MAB and CWA authentications.

b. The CoA sends a Packet of Disconnect (PoD) to the NAD, which starts a new ses-
sion based on the web credentials.

c. The CoA-Reauth causes the NAD to reauthenticate the endpoint, which starts a
new session based on the web credentials.

d. The CoA sends a PoD to the NAD, and ISE is able to tie the original MAB session
to the new Web Authentication session by correlating the MAC addresses from
both authentication sessions.

Foundation Topics

Web Authentication Scenarios

There are a number of reasons that a company may choose to implement a WebAuth strat-
egy. One of the most common reasons is to provide Internet access to visitors (also known
as guests), as detailed in Chapter 13, “Guest Services.” In addition, as newer versions of ISE
come out, many companies are looking to add interactive logins to capture usernames and
passwords as additional credentials to certificate-based authentication (think two-factor
authentication).

The end user is presented with a web portal to input a username and password. The cre-
dentials are then sent from the authenticator to ISE in a standard RADIUS Access-Request
packet. So, in a very similar fashion to what occurs with MAC Authentication Bypass
(MAB), the switch sends the request for the endpoint, and the endpoint itself does not par-
ticipate in authentication. Figure 12-1 illustrates the WebAuth concept.

RADIUS Access-Request

E uname: loxx @cisco.com | pwd XXXXXXXX E‘

» O ¢
Ao
O =]
“‘ .F—;/
A Web Page Id f
. entity
@D XM iy ] @ O Sources

Switch Local WebAuth

Username | loxx @ cisco.com

Password

4

e
(]

=

Figure 12-1 Web Aurbentication
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The credential that gets submitted through the WebAuth page could be the Active Directory
credentials of an employee. The credentials could be guest credentials for someone who is
only temporarily allowed to have Internet access (and no other access). The use of WebAuth
is really not limited to any specific type of user account.

Keep in mind that WebAuth is only an effective authentication method for a device that
has an interactive user. In other words, it would not make sense to try to use WebAuth for a
printer as there would be no user to interact with the web portal, enter credentials, and click
Submit.

Like MAB, WebAuth is not a standard. There are multiple ways to perform WebAuth, with
benefits and downsides to each one.

NOTE It is important not to confuse the term WebAurh with the term WebAurbN. Web-
AuthN refers to a new Internet standard for Web Authentication and the use of Web Authen-
tication pages in combination with authentication protocols such as FIDO2 with tokens like
YubiKeys, Windows Hello, and Apple’s Touch ID. These topics are beyond the scope of the
SISE 300-715 exam and, therefore, this book.

Local Web Authentication (LWA)

Local Web Authentication (LWA) is the original WebAuth. With LWA, the authenticator
redirects web browser traffic to a locally hosted web portal where a user can enter a user-
name and password.

The credentials are submitted through the switch or wireless controller, which sends the
RADIUS Access-Request to the authentication server, using the username and password
from the web portal’s form. It is key to remember that any time the switch is sending the cre-
dentials for the user, it is considered Local Web Authentication.

On a Cisco Catalyst switch, the locally hosted web pages are not very customizable. Many
companies require that web portals be customized to match the corporate branding. For
those companies, traditional LWA is not usually an acceptable solution—at least not for
WebAuth with wired connections.

In addition, when using IWA with Cisco switches, there is no native support for advanced
services such as the following:

m Acceptable use policy acceptance pages
m Client provisioning
m Password-changing capabilities

m Self-registration
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m Device registration

m BYOD onboarding

For advanced capabilities like these, a company truly needs to consider using Centralized
Web Authentication.

NOTE For more details on LWA, see Chapter 4.

Centralized Web Authentication (CWA)
Cisco ISE uses Centralized Web Autbhentication (CWA) almost exclusively. While Cisco
ISE is capable of supporting LIWA methods, those methods are typically reserved for non-
Cisco network devices.

Like other forms of Web Auth, CWA is only for interactive users with web browsers, who
need to manually enter usernames and passwords.

Change of Authorization (CoA) works fully with CWA, which contributes to support for all
the authorization results, such as ACL and VLAN authorization. Keep in mind that any time
you change VLANSs on an endpoint, the endpoint must be able to detect the VLAN change
and trigger an IP address renewal. With 802.1X, the supplicant takes care of the VLAN
change detection and address renewal. However, when using WebAuth, a supplicant does not
typically exist on the endpoint. Therefore, the DHCP scope length must be set to renew the
address quickly, or the portal must use an ActiveX or Java applet to handle the renewal of
the IP address after the VLAN assignment, which is not a popular option due to the security
concerns related to using Java or ActiveX applets.

CWA also supports advanced services such as the following:

m Client provisioning

m Posture assessments

m Acceptable use policies (AUPs)
m Password changing

m Self-registration

m Device registration

m BYOD onboarding

Key As described in Chapter 4, a switch or wireless controller only sees MAB, and the rest is

Topic handled on the authentication server (ISE). Figure 12-2 shows the MAB occurring with a
redirection to the centralized portal, and Figure 12-3 shows how the switch still sees only a
MARB request, with ISE maintaining the user authentication.
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RADIUS Access-Request
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Figure 12-2 URL-Redirected MAC Authentication Bypass

Session ID Endpoint Username
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RADIUS Access-Request
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Figure 12-3 Credenrials Never Sent ro the Authenticator
The following steps detail what occurs in Figures 12-2 and 12-3:

Step 1.  The endpoint entering the network does not have a supplicant.

Step 2.  The authenticator performs MAB, sending the RADIUS Access-Request to
Cisco ISE (the authentication server).


http://webauth.company.com
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Chapter 12: Web Authentication 313

Step 3.  The authentication server (ISE) sends the RADIUS result, including a
URL redirection, to the centralized portal on the ISE server.

Step 4. The end user enters credentials into the centralized portal. Unlike the LWA
options, the credentials are never sent to the switch; instead, they are stored
within the ISE session directory and tied together with the MAB coming from
the switch.

Step 5.  ISE sends a reauthentication Change of Authorization (CoA-reauth) to the
switch. This causes the switch to send a new MAB request with the same
SessionID to ISE, and it is processed.

Step 6. ISE sends the final authorization result to the switch for the end user.

CWA and the URL-redirection capability in the switches and wireless devices are the basis
for many of the other solutions in ISE, including Device Registration WebAuth, BYOD
onboarding, MDM onboarding, and posture assessment.

Configuring Centralized Web Authentication

Multiple devices need to be configured to enable CWA. The network access device (NAD)
requires some special configuration, such as a redirection ACL; in addition, ISE needs
authentication and authorization rules set up for CWA. The following sections look at these
configurations.

Cisco Switch Configuration
With secure network access using ISE, the switch performs the URL redirection for Web
Authentication and also redirects the discovery traffic from the posture agent to the ISE
policy service node.

Performing URL redirection at the Layer 2 access (edge) device is a vast improvement over
previous NAC solutions, which requires an appliance (such as the inline device) to capture
web traffic and perform redirection to a Web Authentication page. URL redirection at the
Layer 2 access device simplifies Web Authentication deployment, device onboarding, and
the posture agent discovery process.

Configure Certificates on the Switch
In order to redirect HTTPS traffic, there is a prerequisite for the switch to have its own cer-
tificate. To configure a certificate, perform the following tasks in global configuration mode
on a switch:

NOTE Cisco IOS does not allow for certificates or even self-generated keys to be created
and installed until a DNS domain name is defined on the device.

Step 1.  To set the DNS domain name on the switch, type ip domain-name
domain-name at the global configuration prompt. Now that the domain
name is configured, and the keys can be generated.

Step 2.  To generate keys to be used for HTTPS, type crypto key generate rsa general-
keys mod 2048 at the global configuration prompt.
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Enable the Switch HTTP/HTTPS Server

The embedded HTTP/HTTPS server in IOS is used to grab HTTP traffic from the user and
redirect that user’s browser to the Centralized Web Authentication portal or to a device
registration portal or even to the mobile device management onboarding portal. This same
function is used for redirecting the posture agent’s traffic to the Policy Services node. Follow
these steps to enable the switch HTTP/HTTPS server:

Step 1.  Enable the HTTP server by entering the following command in global configu-
ration mode:
C3850 (config)# ip http server

Step 2.  Enable the HTTP secure server by entering the following command:
C3850 (config)# ip http secure-server

Many organizations need to ensure that this redirection process, which is using the switch’s
internal HTTP server, is decoupled from the management of the switch itself. To disconnect
the HTTP management process from the URL-redirection process, run the following two
commands in global configuration mode:

C3850 (config)# ip http active-session-modules none

C3850 (config)# ip http secure-active-session-modules none

Verify the URL-Redirect ACL

In Chapter 11, you created an access list named ACL-WEBAUTH-REDIRECT, which is used
to determine what traffic is redirected to the CWA portal with the permit statement. Any
traffic that is denied is not redirected.

Contrary to the way a wireless LAN controller works, the URL-Redirect ACL on a switch

is used only to determine what traffic is redirected and what traffic is not redirected. If net-
work traffic is denied from redirection, it is not necessarily denied the ability to traverse the
network. The traffic-filtering capability comes from the downloadable ACL (dACL) that is
sent to the switch from ISE as part of the authorization result.

The use of dual ACLs is limited to I0S-based wired and wireless devices. (The AirespaceOS
wireless controllers behave differently and are covered later in this chapter.) Follow these
steps to verify the URL-Redirect ACL:

Step 1.  Validate whether the ACL-WEBAUTH-REDIRECT ACL is configured on the
NAD by entering the following command:
C3850# show ip access-list ACL-WEBAUTH-REDIRECT
Extended IP access list ACL-WEBAUTH-REDIRECT
10 deny udp any any eq domain
20 permit tcp any any eq www
30 permit tcp any any eqg 443
If the ACL is not there or needs to be modified, continue to step 2.
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Step 2.  Add the following ACL to be used for URL redirection with Web
Authentication:

C3850 (config)# ip access-list ext ACL-WEBAUTH-REDIRECT
C3850 (config-ext-nacl)# remark explicitly deny DNS from
being redirected to address a bug

C3850 (config-ext-nacl)# deny udp any any eq 53

C3850 (config-ext-nacl)# remark redirect all applicable
traffic to the ISE Server

C3850 (config-ext-nacl)# permit tcp any any eq 80

C3850 (config-ext-nacl)# permit tcp any any eq 443

C3850 (config-ext-nacl)# remark all other traffic will be
implicitly denied from the redirection

Cisco WLC Configuration

Cisco switches are responsible for redirecting web browser traffic to the centralized portal(s),
and Cisco WLCs must do the same thing.

NOTE As stated in the introduction to this chapter, you are expected to have already con-
figured the WLC according to the directions in Chapter 11. In Chapter 11, you should have

created an “open” WLAN with MAC filtering enabled and the NAC state configured for ISE
NAC. In addition, you created an access list named ACL-WEBAUTH-REDIRECT.

Validate That MAC Filtering Is Enabled on the WLAN
The MAC Filtering option for an open wireless network configures a WLAN for wireless
MAB. This is necessary to ensure that an authentication is sent from the WLC to ISE, so ISE
can return the URL redirection in the authorization result.

From the WLC’s GUI, navigate to the WLANS tab, examine the list of WLANSs, and
ensure that MAC Filtering is listed in the Security Policies column, as shown for the
CiscoPress-Guest SSID in Figure 12-4.

WLANs

Current Filter:  None [Chanoe Filter] [Chear Filter]

Create New v| leal]

WLAN 1D Type Profile Name WLAN SSID Admin Status  Security Policies

F WLAN CiscoPress CiscoPress Enabled [WPAZI[Auth{802.1x)] 2
5 WLAN CiscoPrass-Guest CrcoPress-Guest Disabled MAC Filter ﬂ)‘— u

Figure 12-4 MAC Filtering on an Open SSID

Validate That ISE NAC Is Enabled on the WLAN
The ISE NAC feature is a very important setting. It is critical to allow for URL redirection,
Centralized Web Authentication, posture assessment, native supplicant provisioning, and
more.
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From the WLC GUI, follow these steps:

Step 1.  Navigate to WLANSs > and select your open SSID.
Step 2.  Click on the Advanced tab.

Step 3.  Ensure that NAC State is forest to ISE NAC, as shown in Figure 12-5. In the
same screen, ensure that Allow AAA Override is set to Enabled.

WLANSs > Edit 'CiscoPress-Guest'

I I Advanced
Allgw ASA Override #| Enabled 4_ DHCP
Coverage Hole Detection | Enabled ; DHCP Server O overide
Enable Session Timeout » (1800
Session Timeout (secs) DHCP Addr. Assignment Required
A o
ironet 1E Enabled OEAP
Diagnestic Channel 14 Enabled
Override Interface ACL IPvd | Mone ¥ | IPvE | None ¥ ol Timgial S
Layer2 Acl MNone ¥
Management Frame Protection [MFP)
URL ACL None ¥
P2P Blocking Action Disabled * MFP Client Pratection 2 | Optional ¥
Chient Exclusion 2 ¥ Enabled &0 DTIM Period (in beacon intervals)
Timeout Value (secs)
Maximum Allowed Clients & o B0Z.11a/n (1 - 255) 4
Static 1P Tunneling 11 Enabled B02.11b/g/n (1 - 255) |1
Wi-Fi Direct Clients Policy Dusabled ¥ MNAC
Maximum Allowed Clients Per 47 Radio 200 NAC State | ISENAC ¥ 4—
Clear HotSpot Configuration Enabied

Load Balancing and Band Select

Figure 12-5 ISE NAC Sertting
Validate That the URL-Redirection ACL Is Configured

The last critical item you need to ensure exists in the WLC configuration is an ACL to use
for URL redirections. In Chapter 11, you created an ACL named ACL-WEBAUTH-REDI-
RECT, which is used to determine what traffic is redirected to the CWA portal with the deny
statement. Any traffic that is permitted is not redirected.

Unlike 10S-based NADs, AirespaceOS-based wireless controllers use a single ACL to
determine which traffic to redirect and which traffic to permit through. In other words,

both redirection and traffic filtering are handled by a single ACL. Therefore, the logistics of
which traffic is redirected are not the same as with I0S-based devices. With Cisco WLCs, a
deny statement means that traffic should be redirected. A permit statement allows the traffic
through the WLC and bypasses the redirection.

In the WLC GUI, follow these steps:

Step 1.  Navigate to Security > Access-Control-Lists > Access-Control Lists.
Ensure that the ACL-WEBAUTH-REDIRECT ACL is in the list, as shown in
Figure 12-6.

Step 2.  Click this access list and ensure that the entries for your environment are there,
as shown in Figure 12-7.
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MONITOR WLANS CONTROLLER WIRELESS SECURITY  MANAGEMENT

Access Control Lists
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Figure 12-6 Access Control Lists
Access Control Lists > Edit
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Figure 12-7 ACL-WEBAUTH-REDIRECT Contents

Configure ISE for Centralized Web Authentication
When you're sure the key elements of the network devices are configured correctly, it’s time
to ensure that ISE is configured correctly, too. A key change must be made in the authentica-
tion policy: An identity source sequence that uses all the appropriate identity stores and the
appropriate traffic-filtering dACLs need to be configured. In addition, you need to create the
appropriate authorization rules for both before and after Web Authentication.
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NOTE Beginning with ISE Version 2.0, ISE contains “smart default” policies. These are
preconfigured policies that help customers deploy things like CWA, BYOD, and posture.
Due to a communication error between the software developers and Aaron Woland (the man
who drove the idea behind smart defaults), those smart defaults include using an ACL named
ACL WEBAUTH _REDIRECT. Notice the underscore instead of the dash. This section does
not use the prebuilt rules but shows how to create new rules.

The sections that follow describe the key steps in configuring ISE for Centralized Web
Authentication:

Step 1. Configure MAB Continue for the Authentication.

Step 2.  Verify the Web Authentication identity source sequence.

Step 3.  Configure a dACL for pre-WebAuth authorization.

Step 4.  Configure an authorization profile.

Configure MAB Continue for the Authentication

WebAuth is often used for guest access, which means an endpoint is likely to be unknown to
ISE when a guest attaches to the network. It is therefore critical to set the identity options to
continue when the MAC address is unknown. This has been the default for MAB since ISE
Version 2.0, but we examine it anyway to better understand the situation.

In the ISE GUI, follow these steps (see Figure 12-8):

Step 1.  Navigate to Work Centers > Network Access > Poli