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	Pg.
	Error – First Printing
	Correction

	272
	Second paragraph reads:

“When a user performs an encryption task, such as creating an encrypted virtual machine, the following events occur:

■■The vCenter Server requests a new key from the default KMS to use as the KEK.

■■ The vCenter Server stores the key ID and passes the key to the ESXi host. If the host is part of a cluster, vCenter Server sends the KEK to each host in the cluster.

■■ The key itself is not stored on the vCenter Server system. Only the key ID is known.

■■ The ESXi host generates internal keys (DEKs) for the virtual machine and its disks. It uses the KEKs to encrypt internal keys and keeps the internal keys in memory only (never on disk). Only encrypted data is stored on disk.

■■ The ESXi host uses the encrypted internal keys to encrypt the virtual machine.

■■ Any hosts that can access the encrypted key file and the KEK can perform operations on the encrypted virtual machine or disk.”
	Should read:

“The specific steps and keys used during an encryption operation are dependent on provider type. For the Standard key provider:

· The ESXi host generates internal XTS-AES-256 keys to use as data encryption keys (DEKs), which it uses to encrypt virtual machines and virtual disks.

· vCenter Server requests AES-256 keys from the key server (KMS) to use as the key encryption key (KEK). vCenter Server stores only the KEK ID, not the key itself.

· ESXi uses the KEK to encrypt the internal keys.  It stores the encrypted internal key on disk, but does not store the KEK on disk. If the host reboots, vCenter Server requests the KEK using the corresponding ID from the KMS and provides it to the host.

For the vSphere Trust Authority trusted key provider:

· The trused cluster's vCenter Server detrmines if the default trusted key provider is accessible to the ESXi host and adds the trusted key provider to the virtual machine ConfigSpec.

· Whenenver an ESXi host creates a virtual machine, if an attestation token is not already available to the host, it requests one from the Attestation Service.

· The Key Provider Service validates the attestation token and creates a Key Encryption Key (KEK). It encrypts (wraps) the KEK using its primary key. It returns the KEK ciphertext and KEK plaintext to the trusted host.

· The ESXi host generates a Data Encryption Key (DEK), which it uses to encrypt virtual machines and virtual disks.

· The hosts uses the KEK to encrypt (wrap) the DEK. It stores the key ciphertext from the key provider alongside the encrypted data.



	307
	Step 2, 3 and 4 should read as the following:

Step 2. From the left pane, select Administration > Single Sign On > Configuration
Step 3. Select the Identity Provider tab.

Step 4. Select Active Directory as the type and click Join AD.



	21
	Paragraph above “NOTE” reads:

“If you plan to install vCenter Server for Windows and use AD identity sources, you should ensure that the Windows server is a member of the AD domain but is not a domain controller.”

Please ignore this sentence.

	39
	Fourth bullet reads:
“You plan to configure a Microsoft Custer Server (MSCS) clustering in a manner that spans physical hosts, such as virtual-to-virtual clusters and physicalto- virtual clusters. You should configure the data and quorum disks as RDMs rather than as virtual disk files.”
	Should read:
“You plan to configure a Microsoft Cluster Server (MSCS) clustering in a manner that spans physical hosts, such as virtual-to-virtual clusters and physicalto- virtual clusters. You should configure the data and quorum disks as RDMs rather than as virtual disk files.”

	116
	First paragraph, third sentence reads:

“If the MTU settings configured on the distributed switch match the trunk ranges on the physical switch, MTU Health Status is set to Normal.”
	Should read:

“If the MTU settings configured on the distributed switch match the MTU settings on the physical switch, MTU Health Status is set to Normal.”


Corrections for September 6, 2021
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	610
	Chapter 5, Answer 3: 
3. b. Explanation: The file named <vmName>-flat.vmdk is the virtual machine data disk file. It is commonly called the flat file. <vmName>..vmdk is the virtual machine data disk file.
	Should read: 
3. b. Explanation: The file named <vmName>-flat.vmdk is the virtual machine's data disk file. It is commonly called the flat file. <vmName>..vmdk is the descriptor (metadata) file for the virtual disk.


Corrections for July 22, 2021
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	329
	Ch 9, DIKTA Question 10 reads: 
10. You are configuring rules to mark network packets. Which of the following is not a valid option for qualifying packets?

a. Destination IP address

b. Source IP address

c. Source and destination MAC addresses

d. Destination port number
	Should read: 
10. You are configuring rules to mark network packets. Which of the following is not a valid option for qualifying packets?

a. Destination IP address

b. Source IP address

c. Source and destination MAC addresses

d. VM guest OS type
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