CCIE Security Exam Certification Guide, Second Ed.
ISBN: 1-58720-135-6
Errata
Book
Page 17- under the header Layer 4: The transport layer, remove the second bulleted point “Real-Time transport protocol (RTP)”and the paragraph (RTP) below it.
Practice Exam CD-ROM

Full CCIE Security Exam
------------------------------------------
QID   14 -  The answer contains a typo (01-80-C2-00-00-00 should be 01-08-C2-00-00-00).
QID   28 -  The question asks for two answers but one of the answers listed is not correct (the incorrect answer is GRE uses TCP port 179).

QID 128 - The question asks for three answers but four correct answers are listed (1000 series router does not use the IDSM-2).

QID 205 - The correct answer is that none of the answers is correct.
QID 209 - The question asks for three answers but four correct answers are listed (EIGRP should be included in the list of answers).

QID 212 - The question contains a typo. It should read router A and B (not R1 and R2). The MAC address is not shown in the exhibit.

QID 218 - The question contains a typo. The diagram shows host B as having a mask of 255.0.0.0 (not host A).
QID 221 - The question asks to view the exhibit but no exhibit is available.
QID 230 - The question asks for one answer but two correct answers are duplicates.
QID 238 - The question asks for two answers but three correct answers are listed. Two of the answers are duplicates.
QID 240 - The correct answer is that none of the answers is correct.
QID 243 - The question asks for two answers but the test engine only allows a single answer (correct answers are main, aggressive mode).

QID 247 - The diagram shows an active FTP connection but the answer is listed as passive.
QID 248 - The diagram shows a passive FTP connection but the answer is listed as active.
QID 272 - The correct answer is 255.255.255.192.
QID 319 - The correct answer is aaa new-model.
QID 362 - The question asks for four answers but the test engine only allows three answers (https is also correct).
QID 404 - The answer contains a syntax error (access-list 100 ip deny 10.0.0.0 0.0.0.255 0.0.0.0 any).  0.0.0.0 is the syntax error.

QID 446 - Answer is partially incorrect when the boot system flash command is included in the configuration. The router does not attempt to boot from the network server.

QID 449 - The correct answer is change bit number 8 to 1.
QID 469 - The answer contains a syntax error (access-list 100 permit any). The correct syntax is access-list 100 permit any any.

QID 470 - Question asks for two answers but only one is permitted by the test engine (correct answers are alias exec si sh int s0/0, alias exec si show interface serial 0/0).

QID 471 - The test engine only accepts a blank as the answer (correct answer is terminal mon, config t, logging console debugging, int Eth0, no ip route-cache).

QID 473 - The correct answer is output drops.
QID 483 - The correct answer is not listed. It should be (access-list 1 deny 141.108.0.0 0.0.254.255, access-list 1 permit any).

QID 484 - The correct answer is not listed. It should be (access-list 1 permit 141.108.0.0 0.0.254.255).
QID 525 - The correct answers are same as RIPv1 and 16 (the incorrect answer is that rip has a hop count limit of 32).
QID 530 - The question asks for one answer but two correct answers are duplicated.
QID 535 - The test engine only accepts a blank as the answer (correct answer is 224.0.0.0 - 239.255.255.255).
QID 551 - The answer contains a typo (Router C sends an ICMP redirect to host PC1 not router D).
QID 576 - The question contains a typo (the correct range is 131.108.1.1/25 -  131.108.1.126/25 not 131.108.1.1/25 -  131.108.1.128/25).

QID 593 - The question asks for two answers but the test engine only allows a single answer (passive, active are correct).

QID 622 - The correct answer is this is not a valid TACACS+ configuration because the radius-server key command is missing.

QID 625 - The correct answer is TACACTS+ encrypts all data using MD5 with matching secret keys.
QID 626 - The test engine only accepts a blank as the answer (correct answer is NCP or LCP).
QID 631 - The question asks for one answer but three correct answers are duplicated (test engine only accepts one of the three correct  answers).

QID 632 - The question asks for one answer but three correct answers are duplicated (test engine only accepts one of the three correct  answers).

QID 653 - The question contains a syntax error (access-list permit ip). The access list number is missing.
QID 654 - The question contains a syntax error (access-list permit ip). The access list number is missing.
QID 655 - The question contains a syntax error (access-list permit ip). The access list number is missing.
QID 663 - The correct answer is e-mail (the incorrect answer is both A and C).
QID 675 - The two correct answers are authentication failure, login attempt failed (the incorrect answer is "both C and D are correct").

QID 679 - The test engine only accepts a single answer and it is not the correct answer (the correct answers are hackers, security managers).

QID 696 - The question asks for one answer but two correct answers are duplicated.
QID 703 - The correct answer is TCP and FTP (see PDF page 636 nameserver is a UDP service).
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QID   22 - The correct answer is 255.255.255.192.
QID   69 - The correct answer is aaa new-model.
QID 112 - The question asks for four answers but the test engine only allows three answers (https is also correct).
QID 154 - The answer contains a syntax error (access-list 100 ip deny 10.0.0.0 0.0.0.255 0.0.0.0 any).  0.0.0.0 is the syntax error.

QID 163 - The question should read "data from the outside interface is dropped."
QID 172 - The question asks for two answers but only a single answer is permitted by the test engine (correct answers are invalid password, invalid username).



CCIE Security CD-ROM Questions
----------------------------------------------------------
QID   14 -  The answer contains a typo (01-80-C2-00-00-00 should be 01-08-C2-00-00-00).
QID   28 -  The question asks for two answers but one of the answers listed is not correct (the incorrect answer is GRE uses TCP port 179).

QID 112 - The question asks for four answers but the test engine only allows three answers (https is also correct).
QID 128 - The question asks for three answers but four correct answers are listed (1000 series router does not use the IDSM-2).

QID 205 - The correct answer is that none of the answers is correct.
QID 209 - The question asks for three answers but four correct answers are listed (EIGRP should be included in the list of answers).

QID 218 - The question contains a typo the diagram shows host B as having a mask of 255.0.0.0 (not host A).
QID 221 - The question asks to view the exhibit but no exhibit is available.
QID 238 - The question asks for two answers but three correct answers are listed. Two of the answers are duplicates.
QID 240 - The answer listed is incorrect.
QID 243 - The question asks for two answers but the test engine only allows a single answer (correct answers are main, aggressive mode).

QID 244 - The question asks to view the exhibit but no exhibit is available.
QID 251 - Answer is partially incorrect when the boot system flash command is included in the configuration the router does not attempt to boot from the network server.

QID 254 - The correct answer is change bit number 8 to 1.
QID 274 - The answer contains a syntax error (access-list 100 permit any) the correct syntax is access-list 100 permit any any.

QID 276 - The test engine only accepts a blank as the answer.
QID 278 - The correct answer is output drops.
QID 288 - The correct answer is not listed. It should be (access-list 1 deny 141.108.0.0 0.0.254.255, access-list 1 permit any).

QID 289 - The correct answer is not listed. It should be (access-list 1 permit 141.108.0.0 0.0.254.255).
QID 330 - The correct answers are same as RIPv1 and 16 (the incorrect answer is that rip has a hop count limit of 32).
QID 335 - The question asks for one answer but two correct answers are duplicates.
QID 340 - The test engine only accepts a blank as the answer (correct answer is 224.0.0.0 - 239.255.255.255).
QID 356 - The answer contains a typo (Router C sends an ICMP redirect to host PC1 not router D).
QID 381 - The question contains a typo. The correct range is 131.108.1.1/25 -  131.108.1.126/25 not 131.108.1.1/25 -  131.108.1.128/25.

QID 398 - The question asks for two answers but the test engine only allows a single blank answer (passive, active are correct).

QID 427 - The correct answer is this is not a valid TACACS+ configuration because the radius-server key command is missing.

QID 430 - The correct answer is TACACTS+ encrypts all data using MD5 with matching secret keys.
QID 431 - The test engine only accepts a blank as the answer (correct answer is NCP or LCP).
QID 436 - The question asks for one answer but three correct answers are duplicated (test engine only accepts one of the three correct  answers).

QID 437 - The question asks for one answer but three correct answers are duplicated (test engine only accepts one of the three correct  answers).

QID 468 - The correct answer is e-mail (the incorrect answer is both A and C).
QID 480 - The two correct answers are authentication failure, login attempt failed (the incorrect answer is "both C and D are correct").

QID 484 - The test engine only accepts a single answer and it is not the correct answer. The correct answers are hackers, security managers.

QID 501 - The question asks for one answer but two correct answers are duplicated.
QID 539 - The question asks for two answers but the test engine only allows a single answer (correct answers are main, aggressive mode).


