
 

Index

 

Numerics

 

1900 series switches

 

configuration, 577, 587
default settings, 578–579
ports, numbering, 579

 

802.1Q, 73

 

versus ISL, 74–75

 

802.1w. 

 

See

 

 RSTP

 

A

 

access links, 378, 599
access lists, xxi

 

controlling vty access, 446
deny statements, 429
displaying details for all protocols, 

433, 440
extended IP, 427, 430, 437

 

displaying details of, 433, 440
example, 440–442
filtering logic, 439
matching options, 438, 450

 

functionality of, 427
matching logic, 429–430
named IP, 443–444, 448
permit statements, 429
SAP filter, 478
standard IP, 427

 

configuring, 432–435
displaying details of, 433, 440
features, 429
matching options, 438, 450
planning, 478

 

statements, 438–439, 451
wildcard masks, 430–431

 

access-class command, 433

address classes, 102–103
address violations, switch ports, 585
addresses, 232

 

IP addresses

 

displaying, 16, 578
planning, 474
setting, 14, 578
translating for invalid hosts with 

NAT, 269

 

IPX addresses

 

displaying for neighboring 
routers, 489

secondary addresses, 464, 481

 

MAC addresses, 583, 585

 

broadcast addresses, 10
dynamic, 582
LAN card addressing, 10
multicast addresses, 10
restricted-static entries, 582
switches, setting permanent, 578
switches, setting restricted, 578
tables, displaying, 16, 578

 

address-violation command, 578, 585
administrative distance, 176–177
advertisements, VTP, 76
AMI (Alternate Mark Inversion), 335
applying access lists to vty ports, 446
architected field specifications, 309
areas (OSPF), 195, 197
ARP (Address Resolution Protocol)

 

, 473

 

authentication, 313

 

CHAP, 314–315
PAP, 314–315

 

autonegotiation, switches, 580
autosummarization, 233–237
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B8ZS (Binary 8 with Zero Substitution), 335
backup ports, 51
balanced hybrid routing protocols, 178, 575

 

EIGRP, 198–199

 

configuring, 209–211
features, 201
loop avoidance, 199–200

 

bandwidth command, 395
BECN (backward explicit congestion 

notification), 599
behavior of distance vector routing 

protocols, 150
binary values, converting to decimal and 

hexadecimal values, 107–109, 555, 559
blocking state (Spanning Tree), 45, 63
Boolean AND operation, 109–111

 

identifying subnet number in subnet 
masks, 116–117

 

BPDUs (bridge protocol data units), 
36, 39, 47

BRI (Basic Rate Interface), 327

 

DDR, 336–338

 

bridge IDs, 40
bridge priority, manipulating, 58–60
bridge tables, 11
broadcast addresses

 

deriving without using binary, 121–127
MAC addresses, 10

 

broadcast command, 344
broadcast domains, 71

 

VLANs

 

configuring, 587–595
ISL trunking, 289–290, 295
VTP, 76–77

 

broadcasts, Frame Relay handling, 392–393
burst rate, 599

 

C

 

calculating number of hosts per subnet, 
112–115

Can’t Fragment code (Destination 
Unreachable ICMP message), 279

CBPDUs (Configuration Bridge Protocol 
Data Units), 39

certification, reseller requirements, x
Challenge Handshake Authentication 

Protocol (CHAP), 314–317, 535
channel-group command, 61
channels, ISDN, 327
CHAP (Challenge Handshake Authentication 

Protocol), 314–317, 535
CIDR (classless interdomain routing), 

257–259
CIR (committed information rate), 600
circuit-switched WANs, 305
Cisco 2950 switches

 

basic operation, 16–20
configuring, 14–16, 20–25

 

port security, 25–27
single switch trunk configuration, 

81–88

 

STP

 

configuring, 56–57
show commands, 57–58

 

classes of networks, 102–103
classful routing protocols, 233

 

autosummarization, configuring, 
234–237

 

classless interdomain routing (CIDR), 
257–259

classless routing protocols, 233, 242–244
clock rate command, 307
clock sources, 308
collision domains, 71
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commands, 395–396

 

access-class, 433
address-violation, 578, 585
bandwidth, 395
broadcast, 344
channel-group, 61
clock rate, 307
compress, 310
configure terminal, 580
controller t1, 337
copy nvram tftp, 586–587
copy running-config startup-config, 587
copy startup-config tftp, 586–587
debug, output, 168–170
debug dialer, 338
debug dialer events, 350
debug dialer packets, 351
debug ip igrp event, 172–173
debug ip igrp transaction, 171–173, 473
debug ip igrp transactions, 466
debug ip rip, 161, 168, 202, 210
debug isdn q921, 338
debug isdn q931, 338, 350
delete nvram, 587
delete vtp, 80, 588
dialer fast-idle, 337, 345
dialer idle-timeout, 345
dialer load-threshold, 361
dialer string, 343
dialer-group, 337, 342
dialer-list, 337
encapsulation, 290, 310
encapsulation frame-relay, 398
encapsulation hdlc, 311
erase startup-config, 587
frame-relay interface-dlci, 396
frame-relay lmi-type, 395
framing sf, 338
interface serial, 396
ip access-group, 432, 440
ip address, 14, 578
ip classless, 239–242
ip default-gateway, 14, 578
ip default-network, 240
ip mtu, 289
ip route, 240
isdn answer1, 337
isdn caller, 337
isdn spid1, 336–337

isdn spid2, 337
isdn switch-type, 337
keepalive, 396
linecode ami, 338
mac-address-table permanent, 578, 583
mac-address-table restricted, 583
mac-address-table restricted static, 578
mtu, 289
network, 161–163
ping, 146–149, 278–280, 471
port secure, 584–585
ppp multilink, 361
pri-group timeslots, 338
router igrp, 161, 202, 209, 269
router rip, 161, 202, 209, 269
show access-lists, 433
show cdp neighbor detail, 481
show controllers bri, 338
show dialer interface bri, 338, 349
show frame-relay lmi, 472, 485
show frame-relay map, 469, 471, 487
show frame-relay pvc, 469, 490
show interface, 467
show interfaces, 578, 581
show interfaces bri, 338, 348
show ip, 16, 578, 581
show ip arp, 471
show ip interface, 433
show ip interface brief, 466, 473, 481
show ip protocol, 161, 172–173, 202, 

210, 469, 473
show ip route, 146–148, 166, 

171–173, 471
show isdn, 338
show isdn active, 349
show isdn status, 350
show mac-address-table, 578, 583–584
show running-config, 470, 579
show spantree, 595
show trunk, 594–595
show version, 16, 578, 587
show vlan, 590
show vlan-membership, 588, 595
show vtp, 588, 594
STP-related show commands, 57–58
trace, 281, 471
traffic-share, 161, 209
variance, 161, 176, 209
vlan-membership, 589

 

commands
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vtp, 588–589, 594
vtp trunk pruning-disable, 588
write erase, 587

 

comparing

 

link-state and distance vector protocols, 
160, 197–198

WAN protocols, 305, 308

 

components of point-to-point leased lines, 
306–307

compress command, 310
configuration files

 

routers, 587
switches

 

copying from TFTP servers, 578
copying to TFTP servers, 586
displaying version information, 

16, 578
erasing at reload time, 587
managing, 586–587
saving to TFTP servers, 578
updating at reload time, 587

 

configuration revision number, VTP 
advertisements, 77

configure terminal command, 580
configuring

 

CHAP, 315–317, 535
Cisco 2950 switches, 20–27
DDR, dialer profiles, 344, 354, 356–359
default routes with ip default-network 

command, 240–242
default routing, 239–242
EIGRP, 209–211
extended IP access lists, 437

 

example, 440–442

 

Frame Relay, 395–396

 

fully-meshed, 397–404
hybrid, 410–412
partial-meshed, 404–409
point-to-point subinterfaces, 481
without subinterfaces, 464

 

HDLC, 310–311
IGRP, 161–164, 204, 210

 

metrics, 166

 

IP addresses, 147–148
IPX networks, 479–481
ISDN

 

authentication, 315
DDR, 336–338
PRI, 352–354

 

legacy DDR, 339, 345

 

sample configurations, 345, 348
signaling, 342–344
triggering the dial, 340–342

 

MAC address table entries, 582, 585
named IP access lists, 443–444, 448
NAT, 269

 

dynamic NAT, 272–275
static NAT, 270–271

 

OSFP, 201–202

 

multiple area configuration, 
204–209

single-area configuration, 202–204

 

PAT, 275–277
RIP, 161–163, 204, 210

 

debug command output, 168–170

 

route summarization, 224–232
secondary IP add, 285
standard IP access lists, 432–435
static default routing, 239–240
STP, 56–57

 

bridge priority, 58–60
EtherChannel, 60–61
port cost, 58–60

 

switches, 577, 587

 

as VTP clients/servers, 593

 

Cisco 2950 switches, 14–16

 

default settings for 1900 series, 
578–579

IP support, 580–582

 

trunks, 80, 588, 594
VLANs, 587

 

multiple switch configuration, 
591–595

single switch configuration, 
588–590

trunking, 79–88

 

VLSM, 228–229
VTP, 594

 

contiguous networks, 236
controller t1 command, 337
convergence, 179, 575

 

of RSTP, 52–55
STP, 43–45, 62

 

converting decimal-to-hexadecimal-to-binary 
values, 555, 559

copy nvram tftp command, 586–587
copy running-config startup-config 

command, 587

 

copy running-config startup-config command
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copy startup-config tftp command, 586–587
copying switch configuration files from TFTP 

servers, 578
count to infinity, 154, 167, 179

 

hold-down timers, 158

 

creating subnet list charts, 130–136
criteria

 

for standard access lists, 434–436
for STP forwarding state activation, 

38–39, 62

 

D

 

data connection process, FTP, 287
data link layer, ISDN specifications, 329, 363
data-link protocols

 

comparing, 308
configuring, 310–311
error-recovery, 309
for point-to-point leased lines, 307–308
PPP

 

error detection, 312
looped link detection, 312
LCP, 311
LQM, 313
magic numbers, 313

 

Protocol Type field, 309

 

DCE (data communications equipment), 376
DDR (Dial On-Demand Routing)

 

configuring over ISDN BRI, 336–338
dialer profiles, configuring, 338–339, 

354–359
dialer watch, 338
dialing, 344
legacy configuration, 339

 

connection termination, 345
sample configurations, 345, 348
signaling, 342–344
triggering the dial, 340–342

 

DE (discard eligibility), 601
dead interval, 194
debug command, output, 168, 170
debug dialer command, 338
debug dialer events command, 350
debug dialer packets command, 351
debug ip igrp event command, 172–173
debug ip igrp transaction command, 

171–173, 473

debug ip igrp transactions command, 466
debug ip rip command, 161, 168, 202, 210
debug isdn q921 command, 338
debug isdn q931 command, 338, 350
decimal values, converting to hexadecimal 

and binary values, 555–559
default port costs, STP, 42, 62
default routes, configuring, 240–242
delete nvram command, 587
delete vtp command, 80, 588
deny statements (access lists), 429
deploying

 

Frame Relay networks

 

configuring, 464–466
planning phase, 462–463
verify, 466–473

 

IPX networks

 

configuring, 479–481
planning phase, 474–478
verifying configuration, 481–490

 

deriving subnet numbers without binary 
conversion, 121–127

designated ports, 39–41
Destination Unreachable messages, 

277–280, 295
devices, TE2, 332
dialer fast-idle command, 337, 345
dialer groups (ISDN), enabling, 337
dialer idle-timeout command, 345
dialer load-threshold command, 361
dialer profiles, configuring, 338–339, 

354–359
dialer string command, 343
dialer watch, 338
dialer-group command, 337, 342
dialer-list command, 337
Dijkstra SPF algorithm, 178, 575
directed broadcast address, identifying, 

118–119
directly connected routes, routing table 

updates, 151
directly connected subnets, 150
discontiguous networks, 236
distance vector routing protocols, 153, 567

 

administrative distance, 176–177
autosummarization, 236
comparing, 160
equal-cost routes, 173–176

 

copy startup-config tftp command
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IGRP

 

configuring, 161–164, 204, 210
metrics, 166

 

loop avoidance, 153, 179

 

count to infinity, 154, 179
hold-down timers, 158–159
poison reverse, 157
route poisoning, 154
split horizon, 155–157
triggered updates, 160

 

RIP

 

configuring, 161–163, 204, 210
debug command output, 168, 170
hop count, 152–153
migration to IGRP, 170–173

 

route aggregation, 236
routing behavior, 150
routing tables, 151, 198, 213

 

DLCI (data-link connection identifier), 378, 
383–387, 602

 

global addressing, 385–387
local addressing, 384

 

DTE (data terminal equipment), 376
DUAL (Diffusing Update Algorithm), 

179, 575
dynamic MAC addresses, 582
dynamic NAT, 264–265

 

configuring, 272–275

 

E

 

Echo ICMP message, 277–278, 295
Echo Request/Reply messages, 278
edges, 50
EIGRP (Enhanced IGRP), 198–199

 

configuring, 209–211
features of, 201
loop avoidance, 199–200

 

electing root bridge (STP), 40–41
encapsulation, IPX, 464
encapsulation command, 290, 310
encapsulation frame-relay command, 

395–396, 398
encapsulation hdlc command, 311
equal-cost routes, 173, 175–176
erase startup-config command, 587

error detection, 312
error recovery, WAN protocols, 309
E-series ISDN protocols, 328
ESF (Extended Super Frame), 336
EtherChannel, 47

 

configuring, 60–61

 

Ethernet edges, 50
extended IP access lists, 427, 430, 437

 

example, 440–442
filtering logic, 439
matching options, 438, 450

 

exterior routing protocols, 178, 575

 

F

 

FCS (frame check sequence), 309
features of EIGRP, 201
FECN (forward explicit congestion 

notification), 603
filtering packets

 

extended IP access lists, 437

 

example, 440–442

 

named IP access lists, 443–444, 448
standard access lists, 427

 

configuring, 433–435
features, 429
matching logic, 429–430
wildcard masks, 430–431

 

filtering process of switches, 11
flash updates, 160
Forward Delay Timer, STP, 43
forwarding, 36, 47

 

unknown unicast frames on switches, 13

 

forwarding process of switches, 11
forwarding state (STP), 38–39, 45, 62–63

 

lowest-cost hello, calculating, 41

 

fragmentation, 288
Frame Relay, xxii, 376

 

broadcast handling, 392–393
configuring, 395–396

 

fully-meshed, 397–404
hybrid, 410–412
partial-meshed, 404–409
point-to-point subinterfaces, 481
without subinterfaces, 464

 

DLCI, 383–387

 

Frame Relay
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Layer 2 address mappings, 399–404
Layer 3 address mappings, 388–391, 415
LMI, 381–383
maps, static, 464
network deployment

 

planning, 462–463
verification, 466–473

 

partial-mesh, configuring, 404–409
Protocol Type field, lack of, 383
VCs, 377–381

 

frame-relay interface-dlci command, 396
frame-relay lmi-type command, 395
framing, 307, 335–336
framing sf command, 338
FRF.5, 394
FRF.8, 394
FTP (File Transfer Protocol), 286–287

 

data connection process, 287

 

FTP control connections, 286
fully-meshed Frame Relay networks, 380

 

configuring, 397–404

 

function groups, ISDN, 331, 333–334

 

G

 

gateway of last resort, 240
gateways, default, 14, 578
global addressing, 385, 387
group addresses, 10

 

H

 

half-duplex switch ports, 580, 582
HDB3 (High-Density Bipolar 3), 335
HDLC (High-Level Data Link Control), 

configuring, 310–311
hello BPDUs, 40
Hello packets (OSPF), 193
Hello timer, STP, 43
hexadecimal values, converting to decimal 

and binary values, 555–559
hold-down timers, 154, 158–159, 179
home-based ISDN, 334
hop count, 152–153
Host Unreachable code (Destination 

Unreachable ICMP message), 279
hybrid Frame Relay networks, configuring, 

410–412

 

I-J

 

ICMP (Internet Control Message Protocol) 
messages 

 

Destination Unreachable, 277–280, 295
Echo, 277–278, 295
Echo Request/Reply, 278

 

sending/receiving, 161, 202, 269

 

Parameter Problem, 277, 295
Redirect, 277, 283, 295
Source Quench, 277, 295
Time Exceeded, 277, 280–283, 295

 

identifying

 

subnet broadcast address, 118–119
subnet number in subnet masks, 

116–117
valid IP address range in subnets, 

119–121
valid subnets based on network number, 

130–133

 

IEEE 802.1Q, 73

 

versus ISL, 74–75

 

IEEE 802.1w. 

 

See

 

 RSTP
IGRP (Interior Gateway Routing Protocol)

 

administrative distance, 176–177
configuring, 161–164, 204, 210
features, 160, 180, 574
metrics, 166
migration from RIP, 170–173
packets, displaying log messages, 

161, 202
versus RIP, 160, 180, 574

 

infinite metrics, 155
infinite-distance routes, 156
inside global addresses, 263
inside local addresses, 263
interesting packets, 340
interface serial command, 396
interfaces. 

 

See also 

 

ports

 

displaying status, 578
switches, numbering, 579

 

interior routing protocols, 178, 575
Inverse ARP, 402–403, 473
IP (Internet Protocol), 238

 

CIDR, 257–259
configuring, 280, 464

 

on switches, 580–582

 

IP Version 4, 257
IP Version 6, 257

 

Frame Relay
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NAT, 257, 269
Private Addressing, 257

 

, 260

 

routing protocols, 568

 

displaying details, 161, 202, 210

 

routing tables, displaying, 161, 202, 210

 

IP access lists

 

extended access lists

 

displaying details of, 433, 440
matching options, 438, 450

 

standard access lists, 427

 

displaying details of, 433, 440
matching options, 438, 450
planning, 478

 

ip access-group command, 432, 440
ip address command, 14, 578
IP addresses

 

address classes, 102–103
Boolean AND operation, 109–111
calculating number of hosts per subnet, 

112–115
configuring, 147–148
displaying, 16, 578
identifying address structure, 112–115
NAT, 260, 263, 267

 

configuring, 269–275
dynamic NAT, 264–265
static NAT, 261–263
translating overlapping addresses, 

267–268

 

PAT overloading, 265–266
prefix notation, 111
secondary addresses, 283–285
setting, 14, 578
subnet list chart, creating, 130–136
subnetting, 104

 

binary conversion, 107–109
deriving subnet broadcast address, 

120, 126
identifying subnet broadcast 

address, 118–119
identifying subnet number in subnet 

masks, 116–117
identifying valid IP address range, 

119–121
identifying valid subnets based on 

network number, 130–133
selecting correct subnet masks 

based on given criteria, 127–129

 

ip classless command, 239–242
ip default-gateway command, 14, 578
ip default-network command, 240
ip mtu command, 289
ip route command, 240
IPX (Internetwork Packet Exchange)

 

addresses

 

displaying for neighboring routers, 
489

secondary addresses, 481

 

configuring, 464
encapsulation, 464

 

accomodating multiple types, 481

 

network deployment

 

planning, 474–478
verifying configuration, 481–490

 

ISDN (Integrated Services Digital Network)

 

BRI, 327

 

DDR parameters, displaying, 338

 

channels, 327
CHAP, 314–315

 

configuring, 315–317, 535

 

DDR, 336–338

 

dialing, 344
legacy configuration, 338–339

 

dialer groups, enabling, 337
encoding, 335–336
framing, 335–336
function groups, 331–334
home-based, 334
incoming call numbers, defining, 337
Layer 2 messages, displaying, 338
Layer 3 messages, displaying, 338
legacy DDR, configuring, 338–339
modems, 334
Multilink PPP, configuring, 359–362
out-of-band signaling, 330
PAP, 314–315
PRI, 327

 

E1/T1 controller configuration, 
352–354

function groups, 334
reference points, 331–334

 

reference points, 331–334
signaling, 339
SPIDs, 330

 

defining, 337

 

status information, displaying, 338

 

ISDN (Integrated Services Digital Network)
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isdn answer1 command, 337
isdn caller command, 337
isdn spid1 command, 336–337
isdn spid2 command, 337
isdn switch-type command, 337
I-series ISDN protocols, 328
ISL (Inter-Switch Link) trunking, 73, 289–

290, 295

 

versus 802.1Q, 74–75
VTP pruning, 78–79

 

K–L

 

keepalive command, 396

LAPF (Link Access Procedure Frame Bearer 
Services), 382, 604

Layer 3 addressing, Frame Relay, 388–391, 
415

 

fully-meshed networks, configuring, 
397–399

hybrid networks, configuring, 409–413
Layer 2 address mappings, 399–404
partially-meshed networks, configuring, 

404–409

 

LCP (Link Control Protocol), 311
learning process of switches, 10
learning state (STP), 45, 63
leased line WANs, 305

 

data-link protocols, 307–308
physical components, 306–307

legacy DDR, 338–339
connection termination, 345
sample configurations, 345, 348
signaling, 342–344
triggering the dial, 340–342

linecode ami command, 338
links, 50
link-state protocols, 178, 575

OSPF
areas, 195, 197
configuring, 201–202
dead interval, 194
Hello packets, 193
loop avoidance, 194
multiple area configuration, 

204–209
neighbors, 192

scalability, 195–197
single-area configuration, 202–204
SPF algorithm, 192
stub areas, 197

versus distance vector protocols, 191, 
197–198

listening state (STP), 45, 63
LMI (Local Management Interface), 

376–378, 381–383, 604
local addressing, 384
loop avoidance

distance vector protocol features, 153, 
179

hold-down timers, 158–159
poison reverse, 157
route poisoning, 154
split horizon, 155–157
triggered updates, 160

EIGRP, 199–200
OSPF, 194
STP, 36, 38, 47

convergence, 43–45, 62
designated port, 41
EtherChannel, 47
forwarding state, 38–39, 62
PortFast, 48
root bridge election, 40–41
timers, 43

looped link detection, PPP, 312
loops, troubleshooting, 154
LQM (Link Quality Monitoring), 312–313
LSAs (link-state advertisements), 192
LSUs (link-state updates), 192

M
MAC addresses

broadcast addresses, 10
dynamic, 582
LAN card addressing, 10
MAC address table, 11

displaying, 16, 578
multicast addresses, 10
restricted-static entries, 582

isdn answer1 command
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switches
learning process, 12
permanent settings, 578
restricted settings, 578

mac-address-table permanent command, 
578, 583

mac-address-table restricted command, 583
mac-address-table restricted static command, 

578
magic numbers, 313
masks, network masks, 103
matching packet filtering criteria

extended IP access lists, 439
standard access lists, 434–436

MaxAge timer, STP, 43
maximum transmission unit (MTU), 288
MD5 (Message Digest 5), 314
messages, ICMP, 277

Destination Unreachable, 277–280, 295
Echo, 277–278, 295
Echo Request/Reply, 278

sending/receiving, 161, 202, 269
Parameter Problem, 277, 295
Redirect, 277, 283, 295
Source Quench, 277, 295
Time Exceeded, 277, 280–283, 295

metrics
administrative distance, 176–177
hop count, 152–153
IGRP, 166

configuring, 166
infinite, 155

migrating to IGRP, 170–173
modems, ISDN, 334
monitoring EtherChannel, 60–61
MTU (maximum transmission unit), 288
mtu command, 289
multiaccess networks, Frame Relay, 376

broadcast handling, 392
configuring, 395–412
DLCI, 383–387
Layer 3 addressing, 388–391, 415
LMI, 381–383
VCs, 377–381

multicast addresses, 10
Multilink PPP, 359–362
multiple area OSPF configuration, 204–209
multiple switch VLAN configuration, 

591–595

N
named IP access lists, 443–444, 448
naming VLANs, 80, 588–589
NAT (Network Address Translation), 257, 

260, 263, 267–269. See also PAT
configuring, 269
dynamic NAT, 264–265

configuring, 272–275
static NAT, 261–263

configuring, 270–271
translating overlapping addresses, 

267–268
NBMA (nonbroadcast multiaccess) 

networks, 378, 605
neighbors (OSPF), 192
Network Address Translation. See NAT
network command, 161–163
network layer, ISDN specifications, 329, 363
network numbers

aggregating with CIDR, 258–259
IPX, planning, 474

Network Unreachable code (Destination 
Unreachable ICMP message), 279

networks
Class B network masks, 103
Class C network masks, 103
contiguous, 236
Frame Relay. See Frame Relay
IPX. See IPX
private Internets, 259

next-hop routers, routing table entries, 151
no address-violation command, 585
no debug all command, 171
no keepalive command, 472
no router rip command, 172
NT1/NT2 (Network Termination Type 1/

Network Termination Type 2), ISDN 
function group, 333

numbered IP access lists, comparing to 
named IP access lists, 443

numbering switch ports, 579

numbering switch ports
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O
optional STP features

EtherChannel, 47
PortFast, 48

OSI reference model layers, ISDN 
specifications, 329, 363

OSPF (Open Shortest Path First), 190–191
areas, 195–197
configuring, 201–202

multiple area configuration, 
204–209

single-area configuration, 202–204
dead interval, 194
Hello packets, 193
loop avoidance, 194
neighbors, 192
scalability, 195–197
SPF algorithm, 192
stub areas, 197

out-of-band signaling, ISDN, 330
outside global addresses, 263
outside local addresses, 263

P
packet filtering

extended IP access lists, 437
example, 440–442

named IP access lists, 443–444, 448
standard access lists, 427

configuring, 433–435
features, 429
matching logic, 429–430
wildcard masks, 430–431

packets
default routing, 239–242
fragmentation, 288
IGRP log messages, displaying, 161, 202
interesting, 340
MTU, 288

packet-switched WANs, 305
PAP (Password Authentication Protocol), 

314–315
Parameter Problem ICMP message, 277, 295
partial-mesh Frame Relay networks, 380

configuring, 404, 406–409

PAT (Port Address Translation), 265–266
configuring, 275–277

periodic updates, 150
permit statements (access lists), 429
physical layer ISDN specifications, 329, 363
ping command, 146–149, 278–280, 471
planning IPX networks, 474–478
point-to-point leased lines

components of, 306–307
data-link protocols, 307–308

poison reverse, 154
port cost, manipulating, 58–60
port roles of RSTP, 50, 52
port secure command, 584–585
port states of RSTP, 50
Port Unreachable code (Destination 

Unreachable ICMP message), 279
PortFast, 48
ports

switches
address violations, 585
assigning to VLANs, 80, 588–589
full-duplex, 580–582
half-duplex, 580,–582
IP configuration, verifying, 

581–582
MAC addresses, limiting 

associations with, 583–585
numbering, 579
security, configuring, 25–27, 

583–585, 578
VLAN membership, 

displaying, 588
vty ports, controlling access with IP 

access lists, 446
PPP (Point-to-Point Protocol), 310, 317

configuring, 310–311
error detection, 312
LCP, 311
looped link detection, 312
LQM, 313
magic numbers, 313

ppp multilink command, 361
prefix notation, 111

optional STP features
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preventing routing loops
with RSTP

convergence, 52–55
physical connectivity, 49–50
port roles, 50–52
port states, 50

with STP, 36–38
convergence, 43–45, 62
designated port, 41
forwarding state, 38–39, 62
hold-down timers, 158–159
poison reverse, 157
root bridge election, 40–41
route poisoning, 154
split horizon, 155–157
timers, 43
triggered updates, 160

PRI (Primary Rate Interface), 327
E1/T1 controller configuration, 352–354
function groups, 334
reference points, 334

pri-group timeslots command, 338
private addressing, 257, 260
private Internets, 259
Protocol Type field, 309
Protocol Unreachable code (Destination 

Unreachable ICMP message), 279
pruning

VLANs, 80, 588
VTP trunks, 78–79

PVCs (permanent virtual circuits), 377, 380
DLCI, 383–387

Q-R
Q-series ISDN protocols, 328

R ISDN reference point, 334
Redirect ICMP message, 277, 283, 295
Rediret messages, 283
reference points

ISDN, 331, 333–334
ISDN PRI, 334

resellers, required certification, x
restricted-static MAC address entries, 582

RIP (Routing Information Protocol)
administrative distance, 176–177
configuring, 161–163, 204, 210

debug command output, 168–170
features, 160, 180, 574
hop count, 152–153
migration to IGRP, 170–173
updates, displaying log messages, 

161, 202
versus IGRP, 160, 180, 574

root bridge (Spanning Tree)
election process, 40–41
root port, 39, 62

route aggregation, 236
route poisoning, 154, 179
route summarization, 196, 223–228. 

See also VLSM
autosummarization, 233–237
configuring, 230–232

routed protocols, 567
router igrp command, 161, 202, 209, 269
router rip command, 161, 202, 209, 269
routers

configuring
IP, 280, 464
IPX, 464

configuration files
copying to TFTP servers, 587
erasing at reload time, 587
updating at reload time, 587

version information, displaying, 587
routes, troubleshooting multiple routes to the 

same subnet, 173
routing loops, preventing

with RSTP, 49–50
convergence, 52–55
port roles, 50–52
port states, 50

with STP, 36, 38, 47
convergence, 43–45, 62
designated port, 41
forwarding state, 38–39, 62
root bridge election, 40–41
root ports, 41
timers, 43

routing loops, preventing
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routing protocols, 178–179, 567, 575
classful, 233

autosummarization, 234–237
classless, 233
comparison of, 568
distance vector, 567

autosummarization, 236
comparing, 160
convergence, 154, 179
equal-cost routes, 173, 175–176
hold-down timers, 158–159
IGRP, 164, 166
loop avoidance, 153, 179
poison reverse, 157
route aggregation, 236
route poisoning, 154
routing behavior, 150
split horizon, 155–157
triggered updates, 160

link-state, OSPF
areas, 195, 197
configuring, 201–202
dead interval, 194
Hello packets, 193
loop avoidance, 194
multiple area configuration, 

204–209
neighbors, 192
scalability, 195–197
single-area configuration, 202–204
SPF algorithm, 192
stub areas, 197

routing tables, displaying, 161, 202, 210
routing update timers, 153
RSTP (Rapid STP), 48

convergence, 52–55
edges, 50
links, 50
physical connectivity, 49–50
port roles, 50–52
port states, 50

S
S/T ISDN reference point, 334
saving switch configuration files to TFTP 

servers, 578

scaling 
IP addresses, PAT, 265–266
OSPF, 195–197

SDLC (Synchronous Data Link Control), 
310, 317

secondary IP addresses, 283–285
security

access lists
extended access lists, 430, 

437, 440–442
named IP access lists, 443–444, 448
matching logic, 429–430
standard access lists, 427–429,

433–435
wildcard masks, 430–431

authentication
CHAP, 314–315
PAP, 314–315

switch ports, setting, 578
servers (TFTP), copying switch configuration 

files from, 578
service interworking, 393–394
SF (Super Frame), 336
shortcuts, deriving subnet numbers without 

binary values, 121–127
show access-lists command, 433
show cdp neighbor detail command, 481
show controllers bri command, 338
show dialer interface bri command, 338, 349
show frame-relay lmi command, 472, 485
show frame-relay map command, 469–471, 

487
show frame-relay pvc command, 469, 490
show interface command, 467
show interfaces bri command, 338, 348
show interfaces command, 578, 581
show ip command, 16, 578, 581
show ip arp command, 471
show ip interface command, 433
show ip interface brief command, 

466, 473, 481
show ip protocol command, 161, 172–173, 

202, 210, 469, 473
show ip route command, 146–148, 166, 

171–173, 471
show isdn active command, 349
show isdn command, 338
show isdn status command, 350

routing protocols
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show mac-address-table command, 578, 
583–584

show running-config command, 470, 579
show spantree command, 595
show trunk command, 594–595
show version command, 16, 578, 587
show vlan command, 590
show vlan-membership command, 588, 595
show vtp command, 588, 594
signal-area OSPF configuration, 202–204
signaling

DDR, 343–344
ISDN, 339

single switch VLAN configuration, 588–590
Source Quench ICMP message, 277, 295
Spanning Tree Protocol. See STP 
SPF algorithm, 192
SPIDs (service profile identifiers), 330

defining, 337
split horizon, 154–157, 167, 179
split horizon with poison reverse, 154, 157, 

179
standard access lists, 427
standard IP access lists, 427

applying to vty ports, 446
configuring, 432–435
displaying, 433, 440
features, 429
matching options, 429–430, 438, 450
planning, 478

static default routing, configuring, 239–240
static Frame Relay maps, 464
static NAT, 261, 263

configuring, 270–271
STP (Spanning Tree Protocol)

blocking state, 39, 62
bridge priority, changing, 58–60
CBPDUs, 39
configuration status, displaying for 

switches, 595–596
configuring, 56–57
convergence, 43–45, 62
designated port, 41
EtherChannel, 47

configuring, 60–61
features of, 46, 64

forwarding state, 39, 62
lowest-cost hello, calculating, 41

functions of, 45–46, 64
port cost, changing, 58–60
port states, 42
PortFast, 48
root bridge, 39, 62

election process, 40–41
root port, 41
show commands, 57–58
timers, 43
VLAN information, displaying, 588

stub areas (OSPF), 197
subinterfaces, 390
subnet chart, creating, 122, 130–136
subnet masks

binary conversion, 114
VLSM, configuring, 228–229

subnet numbers, displaying, 489
subnets, 104

binary conversion, 107–109
Boolean AND operation, 110–111
calculating number of hosts/subnets, 

112–115
contiguous, 236
deriving subnet broadcast address, 

120, 126
directly connected, 150
equal-cost routes, 173–176
finding answers without binary, 

121–125
identifying subnet broadcast address, 

118–119
identifying subnet number, 116–117
identifying valid IP address range, 

119–121
identifying valid subnets based on 

network number, 130–133
prefix notation, 111
selecting correct subnet masks based on 

given criteria, 127–129
summary routes

autosummarization, 233–235, 237
configuring, 224–228, 230–232

SVCs (switched virtual circuits), 377, |
380, 607

SVCs (switched virtual circuits)
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switches
address violations, 578
autonegotiation, 580
basic logic, 14
Cisco 2950

basic operation, 16–20
configuring, 14–16, 20–25
port security, 25–27

configuring, 577, 587
as VTP clients/servers, 593
duplex, 580–582
IP support, 58–582

configuration files
copying from TFTP servers, 578
copying to TFTP servers, 586
displaying version information, 

16, 578
erasing at reload time, 587
managing, 586–587
saving to TFTP servers, 578
updating at reload time, 587

filtering process, 11
forwarding process, 11
learning process, 10
MAC addresses

displaying table contents, 582, 585
learning process, 12

ports
address violations, 585
assigning to VLANs, 80, 588–589
duplex settings, verifyin, 581–582
full-duplex, 580–582
half-duplex, 580–582
IP configuration, verifying, 

581–582
MAC addresses, limiting 

associations with, 583–585
numbering, 579
security, setting, 578, 583–585
VLAN membership, 

displaying, 588
STP

configuring, 56–57
show commands, 57–58
status, displaying, 595–596

system files, managing, 586–587

trunking, 72
802.1Q, 73–75
configuring, 79–88
ISL, 73
VTP, 76–79

unknown unicast frames, forwarding, 13
version information, displaying, 587
VTP configuration information, 594

synchronization, 54
Synchronous Data Link Control. See SDLC
synchronous serial data-link protocols, 

comparing, 308
synchronous serial leased lines, 308
syntax

extended IP access lists, 441
named IP access lists, 443
standard access lists, 434

system files (switches), 586–587

T
T1 controllers, ISDN PRI configuration, 

352–354
TA (Terminal adapter), ISDN function 

group, 333
TCP/IP

FTP, 286–287
ICMP, 277

Destination Unreachable messages, 
277-280, 295

Echo messages, 277–278, 295
Echo Request/Reply messages, 278
Parameter Problem messages, 277, 

295
Redirect messages, 277, 283, 295
Source Quench messages, 277, 295
Time Exceeded messages, 277, 280

282, 295
IP addressing, 112–113, 115

address classes, 102–103
CIDR, 258
configuring, 147–148

switches
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deriving subnet broadcast 
address, 126

dynamic, 264–265
NAT, 260–275
PAT, 265–266
private addressing, 260
secondary addresses, 283–285
subnet list chart, creating, 130–136
subnets, 104, 107–109

TFTP, 287–288, 295
TE1 (Terminal Equipment 1), ISDN function 

group, 333
TE2 (Terminal Equipment 2), ISDN function 

group, 332–333
TFTP (Trivial File Transfer Protocol), 

configuration file management, 
287–288, 295

Time Exceeded ICMP messages, 277, 280–
283, 295

timers
routing update timers, 153
STP, 43

toggling between classful and classless 
routing, 243–244

trace command, 281, 471
traffic filtering with access lists, 427–429.

See also access lists
traffic-share command, 161, 209
transparent mode (VTP), 77–78

enabling, 589
triggered updates, 154, 160, 179
triggering the dial, 340
troubleshooting multiple routes to the same 

subnet, 173
trunk command, 588, 591
trunks, 72

802.1Q, 73
versus ISL, 74–75

configuring, 79–88, 588, 594
ISL, 73, 289–290, 295
status, displaying, 80, 588
verifying configuration, 595
VTP, 76–78
pruning, 79

U-V
U ISDN reference point, 334
unknown unicast frames, forwarding 

process, 13
unreachable codes (ICMP), 279

V
valid IP addresses in subnets, identifying, 

119, 121
variance command, 161, 176, 209
VCs (virtual circuits), 377–381

PVCs, DLCI, 383–387
vlan command, 589
vlan-membership command, 589
VLANs

collision domains, 71
configuring, 587

for multiple switches, 591–595
for single switch, 588, 590

defining, 80, 588
information, displaying, 80, 588
membership, displaying, 588
naming, 80, 588–589
numbering, 589
parameters, verifying, 590
pruning, 78–79

disabling, 80, 588
Spanning Tree information, displaying, 

588
switch ports, assigning to, 80, 588–589
trunking, 72

802.1Q, 73–75
configuring, 79–88 588, 594
ISL, 73, 289–290, 295
status, displaying, 80, 588
verifying configuration, 595

VTP
advertisements, 76
client mode, 77–78, 90
clients, configuring switches as, 593
configuring, 594
displaying configuration 

information, 594
mechanics of, 78, 90
modes of operation, 77
parameters, defining, 80, 588

VLANs
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parameters, resetting to defaults, 
80, 588

pruning, 78–79
server mode, 77–78, 90
servers, configuring switches as, 

593
status, displaying, 80, 588
transparent mode, 77–78, 90, 589

VLSMs (variable-length subnet masks), 
configuring, 223, 228–229

VTP (VLAN Trunking Protocol), 76
advertisements, 76
client mode, 77–78, 90
configuration, 594
configuration information, 

displaying, 594
mechanics of, 78, 90
modes of operation, 76–78
parameters

defining, 80, 588
resetting to defaults, 80, 588

pruning, 78–79
server mode, 77–78, 90
status, displaying, 80, 588
transparent mode, 77–78, 90, 589

vtp command, 588–589, 594
vtp trunk pruning-disable command, 588
vty ports

access lists, applying, 446
controlling access with IP access 

lists, 446

W-Z
WANs

comparing, 305
data-link protocols

comparing, 308
configuring, 310–311
Protocol Type field, 309

error recovery, 309
Frame Relay, xxii, 376

broadcast handling, 392
configuring, 395–412
DLCI, 383–387
Layer 3 addressing, 388–391, 415
LMI, 381–383
VCs, 377–381

ISDN, 326
channels, 327
CHAP, 314–315
DDR, 336–338
encoding, 335–336
framing, 335–336
function groups, 331–334
home-based, 334
legacy DDR configuration, 339–

345, 348
multilink PPP, 359–362
out-of-band signaling, 330
PAP, 314–315
PRI, 352–354
protocols, 328, 363
reference points, 331–334
SPIDs, 330

leased lines
components of, 306–307
data-link protocols, 307–308

PPP, 310, 317
error detection, 312
LCP, 311
looped link detection, 312

wildcard masks, 430–431
write erase command, 587

VLANs
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