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Symbols

 

$ (dollar sign), scroll line indicator, 325
> (greater than symbol), CLI prompt, 318

 

Numerics

 

10BASE2, 57
10BASE5, 57
10BASE-T, 58
100BASE-F, 58
100BASE-T, 58

 

A

 

AAA servers, 78
abbreviating commands, 321
access layer (hierarchical network model), 50
access points, 127
access technologies, 293

ATM, 301
DSL, 296–299
Frame Relay, 299–300
HDLC, 294–295
ISDN, 295–296
PPP, 293–294
SONET, 302–303

access VPNs, 110
accounting, 79
acknowledgment process, TCP three-way 

handshakes, 210
address classes, 229–231
address space, calculating, 249–250
addresses, network layer, 70–71
adds, moves, and changes, 412–414
administratively disabling routers, 358
ADSL (asymmetric DSL), 297
analog modems, 305
APNIC (Asia Pacific Network Information Centre), 

236
application layer 

OSI model, 34
TCP/IP protocol stack, 40

applications. 

 

See also

 

 network applications
TCP/IP, 202

ARIN (American Registry for Internet Numbers), 
229, 236

ARP (Address Resolution Protocol), 258
local ARP, 192
messages, 193

ARP cache, 192

ASICs (application-specific integrated circuits), 66
assigning

IP addresses, 233
name to Catalyst switch, 345
name to Cisco routers, 352

asynchronous router connections, 148–149
ATM (Asynchronous Transfer Mode), 301

virtual circuits, 302
AUIs (attachment unit interfaces), 133, 357
authentication, 79
authentication phase (PPP), 294
authorization, 79
Autoinstall utility, 401
autonomous systems, 264
auxiliary connections, 149

 

B

 

backbone layer, 51
backoff algorithms, 61
backplane components, 10
backup IOS images, 409–411
balanced hybrid routing protocols, 268–269

EIGRP, 271
bandwidth, 73, 143

on Ethernet LANs, 159
on point-to-point WAN connections, 288

base 16 numbering system, 22
converting to binary, 23–26
converting to decimal, 23–24

best path selection, 267
BGP (Border Gateway Protocol), 272
binary numbering system, 14

converting to decimal, 20
converting to hexadecimal, 25

bits, 14–15
tokens, 54

boot field, router configuration, 400
boot system command, 397
boot system flash command, 397
boot system rom command, 397
boot system tftp command, 397
booting Cisco IOS devices, 332

Catalyst switches, 332–337
Cisco routers, 337–343, 395

bootloader, 396
bootstrap code, 395, 397
branch offices, 48
BRI (Basic Rate Interface), 296
bridging, 67, 162–163

frame forwarding decision process, 67
transparent, 67

broadcast addresses, 157, 232, 247–248
local broadcasts, 233
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broadcast domains, 59
bus, 9
bus topology, 28, 52–53
bytes, 15, 228

 

C

 

cable modems, 306–308
cabling, 121

coaxial cable, 123–124
comparing media, 128–129
fiber-optic cable, 125–126
LAN technologies, selecting, 

131–133, 136–139
twisted-pair cable

STP, 122–123
UTP, 121–122

WAN connections, 147
calculating

address space, 249–250
subnet masks, 245–246

campus networks, 49–50
Ethernet technologies, 132–133

connection media, 133, 136
connector requirements, 133
UTP implementation, 136–139

Catalyst switches
configuring from CLI, 345

assigning name, 345
default gateway, 346
default IP address, 345
verifying startup status, 346–350

starting up, 332, 334–337
CDP (Cisco Discovery Protocol), 377

device tracking features, 379
disabling on a device, 380
displaying device information, 379–382

interface status, 383
traffic information, 382–383

information exchange, 378
packets, 379
preventing other devices from obtaining 

information, 380
re-enabling on a device, 380

cdp command, 387
cdp enable command, 380
CD-R/W (compact disc read/write), 8
CD-ROM drives, 8
cell-switching, ATM, 301
CIDR (classless interdomain routing), 238
circuit switching, 286

DSL, 296–299
ISDN, 295–296

Cisco 827 ADSL Routers, 147
Cisco AS5400 Series Universal Gateway, 77

Cisco content networking solution, 109
Cisco Discovery Protocol. 

 

See

 

 CDP
Cisco Fast Step software, 317
Cisco IOS Software, 28

booting, 332
CLI, 318

command history buffer, 322
console error messages, 321
context-sensitive help, 320–321
displaying user exec commands, 

319–320
editing mode, 324–325
help sytem example, 323–324
privileged mode, 318

closing sessions, 318
configuring, 316–317
images

backing up, 410–411
components of, 410
loading from network server, 411–412

managing configuration changes, 362–364
sub-configuration mode, 326
terminal mode, 326

Cisco ONS 15454 networking system, 78
Cisco routers

administratively disabling, 358
booting sequence, 395
bootstrap code, 397
configuration register values, 397
configuring from CLI, 351–352

assigning a name, 352
MOTD banner, 353
restricting access, 353–354

interfaces, configuring, 355–360
ROM microcode, 396–397
starting up, 337–338

configuration command script, 342–343
initial global parameters, 339–341
initial protocol configuration, 341
system configuration dialog, 339–340

cladding, 125
Class A addresses, 229
Class B addresses, 230
Class C addresses, 230
Class D addresses, 230
Class E addresses, 230
classful addressing, 229–231, 234, 238

depletion of IP addresses, 236–237
high order bits, 231
subnetting, 242

clear line command, 390
CLI

closing sessions, 318
commands

abbreviating, 321
history buffer, 322
scrolling through, 325

configuring Catalyst switches, 345–350

 

broadcast domains

 

1613fFMfSIX.fm.  Page 496  Wednesday, February 11, 2004  2:16 PM



 

497

 

configuring Cisco routers, 351–352
assigning a name, 352
interfaces, 355–360
MOTD banner, 353–354

console error messages, 321
context-sensitive help, 320–321
help system, example, 323–324
privileged mode, 318
prompt, 318
user exec mode commands, displaying, 

319–320
clock speed, 6, 15–16
closing CLI sessions, 318
CNs (content networks), 108

Cisco content networking solution, 109
CO (central office) switch, 94
coaxial cable, 123–124
coding schemes, 15
collision domains, 59, 158–159

backoff algorithms, 61
CSMA/CD, 61
hubs, 61

collisions, 59
command history buffer (CLI), 322
commands

abbreviating, 321
boot system, 397
boot system flash, 397
boot system rom, 397
cdp, 387
cdp enable, 380
clear line, 390
config-register, 399–400
configure terminal, 326, 404
connect, 387
copy flash tftp, 410
copy running-config tftp, 404
copy running-configuration startup-

configuration, 403
copy running-configuration tftp, 403
copy startup-configuration running-

configuration, 403
copy tftp flash, 411–412
copy tftp running-config, 404
debug, 414–416
disconnect, 390
editing, 324–325
erase startup-configuration, 404
exec-timeout, 354
netboot, 397
no cdp enable, 380
ping, 390–391
recalling, 322
resume, 389
scrolling through, 325
sho, 379
show cdp, 379

show cdp interface, 383
show cdp neighbors, 380–381
show cdp neighbors detail, 381
show cdp traffic, 382–383
show flash, 401, 409
show interfaces, 349, 358
show interfaces serial 0, 357
show running-config, 401–402
show sessions, 388
show startup-config, 401–402
show user, 388–389
show version, 398
shutdown, 358
telnet, 387
trace, 391
where (UNIX), 389
who (UNIX), 389

communication between VLANs, 176
comparing media types, 128–129
computer networking, 27
computers. 

 

See

 

 PC components
config-register command, 399–400
configuration register, 396–397

boot field settings, 400
default settings, changing, 399
displaying, 398

configure terminal command, 326, 404
configuring

Catalyst switches
from CLI, 345

assigning name, 345
default gateway, 346
default IP address, 345
verifying startup status, 346–350

Cisco IOS Software, 316
from console terminal, 317
from remote terminal, 317
sub-configuration mode, 326
terminal mode, 326

Cisco routers
active configuration, 402
backup configuration, 402
copying NVRAM configuration to RAM, 

403
copying running configuration to 

NVRAM, 403
deleting NVRAM files, 404
from CLI, 351–354
interfaces, 355–360
moving configuration/system 

files, 408
TCP/IP, DHCP, 195

connect command, 387
connecting to remote devices via Telnet, 

387–388

 

connecting to remote devices via Telnet
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connection establishment, TCP three-way 
handshakes, 210

connection types
Ethernet, 133, 136
WANs, 285

circuit switched, 286
packet-switched, 287
point-to-point, 287
bandwidth, 288
multiplexing, 289, 291

connectionless protocols, 75
UDP, 205

connection-oriented protocols, 75
TCP, 205

connectivity, verifying on devices, 390–391
connectors, 57–59
console error messages (CLI), 321
context-sensitive help (CLI), 320–321
convergence, 260
converting

binary to decimal, 20
decimal to binary, 16–17, 20

copy flash tftp command, 410
copy running-config tftp command, 404
copy running-configuration startup-configuration, 

403
copy running-configuration tftp command, 403
copy startup-configuration running-configuration, 

403
copy tftp flash command, 411–412
copy tftp running-config command, 404
core layer (hierarchical network model), 51
corporate internetworking, 47–48
CoS services, 65
CPE (customer premises equipment), 94
CPU, clock speed, 6, 15–16
creating network map, 383–384
CSMA/CD (carrier sense multiple access collision 

detect), 61, 86–87
CSU/DSU (channel service unit/data service unit), 

98, 356
cut-through switching, 165

 

D

 

DARPA (Defense Advanced Research Projects 
Agency), 185

data communications process, 36
de-encapsulation, 38–39
encapsulation, 36–37

Data field (MAC sublayer frames), 64
data link layer (OSI reference model), 35, 155

bridges, 67
frame forwarding decision process, 67

CoS services, 65
internetworking device functionality, 62
LLC sublayer frames, 64–65
MAC sublayer frames, 63–64
switches, 68–69

data link layer protocols, 102–103
datagrams, 204

acknowledgment numbers, 212
DCE (data circuit-terminating equipment), 98, 144, 

299, 356
debug commands, 414–416
decimal-to-binary conversion, 16–17, 20
de-encapsulation, 38–39
default gateway, configuring on Catalyst switch, 346
default IP address, configuring on Catalyst switch, 

345
default masks, 246
delay, 73, 261
demarc, 94
dense WDM (DWDM), 291
depletion of IP addresses, 236–238
design goals of routing protocols, 259
detail argument, show cdp neighbors command, 381
devices, 96.

 

 See also

 

 PC components
AAA servers, 78
adds, moves, and changes, 412–414
bridges, 67
Catalyst switches, startup, 332, 334–337
CDP 

displaying information, 379
preventing other devices from obtaining, 

380
re-enabling, 380

Cisco IOS Software
CLI, 318
configuring, 316–317
managing configuration changes, 362–364

Cisco routers, startup, 337–343
collision domains, 158–159
connecting via Telnet, 387–388
CSU/DSU, 98
debugging, 414–416
displaying interface status, 383
displaying status with CDP, 379–380
DSLAMs, 77
firewalls, 78
hubs, 60, 157
interfaces, displaying configuration, 383
modems, 97, 305

analog, 305
cable, 306–308

neighboring, displaying CDP information, 
379–381

network connectivity, verifying, 390–391

 

connection establishment, TCP three-way handshakes
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remote
Telnet sessions, displaying, 388–389
Telnet sessions, establishing, 387
Telnet sessions, re-establishing, 389
Telnet sessions, suspending, 389
Telnet sessions, verifying, 388–389

removable storage, 8
repeaters, 59
routers, 96, 255

encapsulation process, 256
functions performed, 74
routing tables, 257

routes, displaying, 391
selecting, 77
startup, 332
switches, 68–69, 76, 96
traffic, displaying information, 382
URL prefixes, 407
virtual circuits, 97
voice gateways, 77

DHCP (Dynamic Host Configuration Protocol), 195
directed broadcasts, 233, 247
disconnect command, 390
displaying

active Telnet sessions, 388–389
device information with CDP, 379–380

interface status, 383
neighboring device information, 

379–382
traffic information, 382–383

user EXEC mode commands, 319–320
distance vector routing protocols, 265, 270

RIP, 269
distribution layer (hierarchical network 

model), 51
DIX Ethernet, 86
DLCIs (data-link connection identifiers), 300
documenting network topology, 383–384, 390

with ping command, 390
with traceroute command, 391–392

dotted decimal notation, 72, 229
download speed, units of measurement, 15
DS3 (digital signal level 3), 301
DSL (Digital Subscriber Line), 296–297

standards, 297–299
WAN connections, 147

DSLAMs, 77
DTE (data terminal equipment), 144, 299, 356
DUAL (Diffusing Update Algorithm) finite-state 

machine, 269–271
dual-ring topology, 54
dynamic routes, 257

 

E

 

editing mode (CLI), 324–325
EEPROM (erasable programmable read-only 

memory), 12
EGPs (Exterior Gateway Protocols), 264

BGP, 272
EIA/TIA-232 standard, 101
EIA/TIA-568 (SP-2840) Commercial Building 

Telecommunications Wiring Standards, 133
EIGRP (Enhanced IGRP), 268–271
email client applications, 30
EMI (electromagnetic interference), 121
enable passwords, 340
enable secret passwords, 340
encapsulation, 36–37, 203

routing process, 256
ending Telnet sessions, 390
enterprise services, 51
entries in routing tables, 258–259
error messages, CLI, 321
establishing VLAN membership, 176
Ethernet, 85, 87–88, 155

bandwidth consumption, 159
bridging, 162–163
collision domains, 158–159
connection media, 133, 136
connector requirements, 133
CSMA/CD, 61, 86
Fast Ethernet, 90–91
Gigabit Ethernet, 91–92
hubs, 60
IEEE 802.3 physical layer wiring standards, 

57–59
segments, 155

communication between devices, 157–158
maximum lengths, 156

selecting for campus networks, 132–133
switching, 163–164

bandwidth allocation, 165
flooding, 168
frames, 167
identifying features, 164–165
loops, 168–169
OSI layer functionality, 166
STP, 170

UTP implementation, 136–139
VLANs, 173–174

benefits of, 175
communication between, 176
components of, 175
establishing membership, 176

exansion buses, 9
EXEC sessions, 315
exec-timeout 0 0 command, 354
expansion cards, 9

 

expansion cards
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expansion slots, 9
PCMCIA, 10

extended star topology, 53
exterior routing protocols, 264
extranet VPNs, 112

 

F

 

Fast Ethernet, 90–91
FCS field (MAC sublayer frames), 64
FDM (frequency-division multiplexing), 290
fiber-optic cable, 125–126
Fibre Channel, 107
fields

of IP header, 187–191
of MAC sublayer frames, 63–64
of TCP header, 205–206
of UDP header, 207

firewalls, 78
fixed serial ports, 144
Flash memory, 362, 396

displaying contents of, 401
flooding, 67, 168, 247
floppy disk drives, 8
flow control, 201

windowing, 213–214
forwarding tables, 67
Frame Relay, 96, 299–300

virtual circuits, 300
frames, 167

LLC sublayer, 64–65
MAC sublayer, 63–64

FTP (File Transfer Protocol), 30, 202
full-mesh topologies, 54–55
functionality of transport layer (TCP/IP), 202

encapsulation, 203–204
network connections, 203

 

G

 

GBICs (Gigabit Interface Converters), 92, 135
GHz (gigahertz), 6, 16
Gigabit Ethernet, 91–92
global commands, 326, 352
global configuration mode, 351
group interconnection of corporate internetworks, 48

 

H

 

hard disk drive, 8
HDLC ( High-Level Data Link Control), 102, 294–295

headers
IP, field descriptions, 187–191
TCP, field descriptions, 205–206
UDP, field descriptions, 207

help system (Cisco IOS Software)
command history buffer, 322
console error messages, 321
context-sensitive help, 320–321

help system (CLI), example, 323–324
hexadecimal numbering system, 14, 22

converting to binary, 23–26
converting to decimal, 23–24

hierarchical networking models
campus networks, 49–50
three-layer, 50

access layer, 50
core layer, 51
distribution layer, 51

high order bits, 231
hop count, 259
hops, 73
host addresses, 234
hot-swapping, 413
HSSI (High-Speed Serial Interface), 101
HTTP (Hypertext Transfer Protocol), 29
hubs, 60, 157
hybrid routing protocols, 268–269

EIGRP, 271

 

I

 

I/O address, 12
IANA (Internet Assigned Numbers Authority), 191, 

235
well-known port numbers, 209

ICMP (Internet Control Message 
Protocol), 191

messages, 191–192
unreliable packet delivery, 192

identifying IP addresses, 249–250
IEEE (Institute of Electrical and Electronic 

Engineers), 86
IEEE 802.3 standard, physical layer wiring 

standards, 57–59
IETF (Internet Engineering Task Force), RFCs, 102
IFS (IOS File System), 407
IGPs (Interior Gateway Protocols), 264
IGRP (Internet Gateway Routing Protocol), 266, 

270
IHL (IP header length field), 187
images (IOS)

backing up, 410–411
backup, 409–410
components of, 410
loading from Flash into RAM, 400

 

expansion slots
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loading from network server, 411–412
specifying source to load, 397

input devices, 10
installing NICs, 12
interfaces, 10, 73

configuring on Cisco routers, 355–360
displaying status information, 383
routers, 396

displaying configuration 
information, 383

traffic, displaying information, 382
switches, displaying configuration information, 

383
internal reflection, 126
Internet, 104
Internet layer (TCP/IP protocol stack), 41, 186

ARP, 192–193
DHCP, 195
ICMP, 191–192
IP, header field descriptions, 187–191
RARP, 195

internetworking devices, selecting, 77
InterNIC (Internet Network Information Center), 

235
intranet VPNs, 111
IOS. 

 

See

 

 Cisco IOS Software
IOS File System, 407
IP (Internet Protocol), header field descriptions, 

187–191
IP addresses, 71, 227

address classes, 229–231
assigning, 233
broadcast addresses, 232, 247–248

local broadcasts, 233
CIDR, 238
classful addressing, 234
depletion of, 236–237
dotted decimal notation, 229
high order bits, 231
host addresses, 234
identifying, 249–250
IPv6, 237
octets, 228
private, 235–236
public, 235–236
subnet planning, 251–252
subnetting, 242–243

default masks, 246
subnet masks, 244–246

IPv6, 237–238
IRQ (interrupt request line), 12
ISA (Industry Standard Architecture) expansion 

buses, 9
ISCSI (Internet Small Computer System Interface 

over IP), 108
ISDN (Integrated Services Digital Network), 295–296

BRI connections, 146–147

IS-IS (Intermediate System-to-Intermediate 
System), 268

ISO (International Organization for 
Standardization), 32

ISPs (Internet service providers), 104

 

J–K

 

JAM signals, 88

kb (kilobit), 15
kB (kilobyte), 15
kbps (kilobits per second), 15
kBps (kilobytes per second), 15
Kevlar shielding, 125

 

L

 

LANs, 28
cabling options, selecting, 131–133, 

136–139
data link layer, 86
Ethernet, 85–88, 155

bandwidth consumption, 159
bridging, 162–163
collision domains, 158–159
communication between devices, 157–158
CSMA/CD, 86
Fast Ethernet, 90–91
Gigabit Ethernet, 91–92
segments, 155–156

switching, 163–164
bandwidth allocation, 165
flooding, 168
frames, 167
identifying features, 164–165
loops, 168–169
OSI layer functionality, 166
STP, 170

LAPB (Link Access Procedure, Balanced), 102
LAPF (Link Access Procedure for Frame Relay), 

102
laptops versus PCs, 10
last mile, 94
Layer 1 devices, 60
Layer 2 switching, 66, 155, 163–164

bandwidth allocation, 165
flooding, 168
frames, 167
identifying features, 164–165
loops, 168–169
OSI layer functionality, 166
STP, 170

 

Layer 2 switching
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layers of OSI model
application layer, 34
correlated TCP/IP protocol stack 

layers, 185
data link layer, 35

bridges, 67
CoS services, 65
frame forwarding decision process, 67
internetworking device 

functionality, 62
LLC sublayer frames, 64–65
MAC sublayer frames, 63–64
switches, 68–69

de-encapsulation process, 38
encapsulation process, 37
functions of, 33
multilayer devices, 76
network layer, 35

addresses, 70–71
internetworking device functionality, 

69–70
IP addressing, 71
logical addresses, 71
QoS marking, 72
router operation, 73–74

physical layer, 35
broadcast domains, 59
collision domains, 59
connectors, 57–59
hubs, 60
internetworking device functionality, 56–57
media, 57–59
repeaters, 59

presentation layer, 34
session layer, 34
transport layer, 35

internetworking device functionality, 75–76
layers of TCP/IP protocol stack, 40–41

applications, 202
Internet layer, 186

ARP, 192–193
DHCP, 195
ICMP, 191–192
IP, 187, 189–191
RARP, 195

transport layer, 199
encapsulation, 203–204
functionality, 202–203
message exchange process, 200
TCP, 200, 205–214
UDP, 201–202, 207–210

LCP (Link Control Protocol), 294
leased lines, 287
LEDs on Catalyst 2950 Series switch, 334–337
Length field (MAC sublayer frames), 64
link types, 100
link-state database, 267

link-state routing protocols, 266–268
OSPF, 271–272

LLC sublayer frame structure, 64–65
loading IOS image files from network server, 411–412
local ARP, 192
local broadcast, 233
local loop, 94
local ports, 381
logging synchronous command, 355
logical addresses, 71
logical AND operation, 245
logical topologies, 28, 52–54
looping, 269
loops, 168–169

preventing with STP, 170
low overhead, as routing protocol design 

goal, 259
LSAs (link-state advertisements), 267

 

M

 

MAC addresses, 63
MAC sublayer (data link layer), frame structure, 

63–64
main office, 47
major commands, 326, 352
managing configuration changes on Cisco IOS 

Software, 362–364
MANs (metropolitan-area networks), 28, 

103–104
mapping network environment, 383–384
maximum Ethernet segment lengths, 156
Mb (megabit), 15
MB (megabyte), 15
Mbps (megabits per second), 15
MBps (megabytes per second), 15
MD5 (message digest 5), 340
media, 28

on physical layer, 57–59
membership (VLANS), establishing, 176
memory, 7–8

bytes, 15
EEPROM, 12
Flash, 396

displaying contents of, 401
I/O address, 12
NVRAM, 396
RAM, 396
ROM, 396–397
routers, displaying information, 409

mesh topologies, 28, 54–55
messages

ARP, 193
ICMP, 191–192
transport layer (TCP/IP), exchange process, 200

metrics, 73, 260–262

 

layers of OSI model
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MHz (megahertz), 6, 16
microsegmentation, 68, 164
mobile users, 48
modems, 97, 305

analog, 305
cable, 306–308

modular serial ports, 145
MOTD (message-of-the-day) banners, configuring, 

353
motherboard, 7

expansion buses, 9
multicast transmission, 158
multilayer switches, 76
multimode fiber-optic cable, 126
multiplexing point-to-point WAN connections, 289–291

 

N

 

NAT (Network Address Translation), 236
NCPs (Network Control Programs), 294
neighboring devices, displaying CDP information, 

379–381
netboot command, 397
network access layer (TCP/IP protocol 

stack), 41
network addresses, 73
network applications, 29–30
network environment, documenting, 383–384
network ID, 233
network layer (OSI reference model), 35

addresses, 70–71
internetworking device functionality, 

69–70
IP addressing, 71
logical addresses, 71
QoS marking, 72
router operation, 73–74

network topology, documenting, 390
with ping command, 390
with traceroute command, 391–392

NICs (network interface cards), 6, 11, 27
installing, 12
wireless, 126

no cdp enable command, 380
no cdp run command, 380
NOS (network operating system), 28
notebook computers, 10
NT1 devices, 146
numbering systems

binary, 14
converting to decimal, 20
converting to hexadecimal, 25

decimal, converting to binary, 16–17, 20
hexadecimal, 14, 22

converting to binary, 23–26
converting to decimal, 23–24

NVRAM (non-volatile RAM), 362, 396

 

O

 

OC (optical carrier) standards, 302
octets, 71, 228
OIR (online insertion and removal), 413
open networking systems, 32
optical networking, Cisco ONS 15454 networking 

system, 78
optimization, 259
OSI reference model, 32

application layer, 34
data communications process, 36

de-encapsulation, 38–39
encapsulation, 36–37

data link layer, 35, 155
bridges, 67
CoS services, 65
frame forwarding decision process, 67
internetworking device 

functionality, 62
LLC sublayer frames, 64–65
MAC sublayer frames, 63–64
switches, 68–69

layers correlated to TCP/IP protocol 
stack, 185

physical layer
cabling, 121
coaxial cable, 123–124
comparing media, 128–129
fiber-optic cable, 125–126
selecting LAN cabling options, 

131–133, 136
twisted-pair cable, 121–123
UTP implementation, 136–139
WAN implementations, 141–147
wireless, 126–128

multilayer devices, 76
network layer, 35

addresses, 70–71
internetworking device functionality, 

69–70
logical addresses, 71
QoS marking, 72
router operation, 73–74

peer-to-peer communication, 39–40
physical layer, 35

broadcast domains, 59
collision domains, 59
connectors, 57–59
hubs, 60
internetworking device functionality, 56–57
media, 57–59
repeaters, 59

presentation layer, 34
session layer, 34
transport layer, 35

internetworking device functionality, 75–76

 

OSI reference model
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OSPF (Open Shortest Path First), 267–272
OUI (Organizational Unique Identifier), 63
output devices, 10

 

P

 

packets
CDP, 379
encapsulation during routing process, 256
IP, 187

packet-switching, 287
parallel ports, 10
partial-mesh topologies, 54–55
path determination, 257–258

BGP, 272
metrics, 260–262

PC components
backplane components, 10
CPU, 6
expansion buses, 9
memory, 7–8

I/O address, 12
motherboard, 7
NICs, 11–12
parallel ports, 10
power supply, 9
storage devices, 8
system unit, 9

PCB (printed circuit board), 7
PCI (Peripheral Component Interface) exansion 

buses, 9
PCMCIA (Personal Computer Memory Card 

International Association) expansion 
slots, 10

PDUs (protocol data units), 39
peer layers, 36
peer-to-peer communication, 39–40
performing adds, moves, and changes, 

412–414
physical layer (OSI model), 35

broadcast domains, 59
cabling, 121

coaxial cable, 123–124
fiber-optic cable, 125–126
twisted-pair cable, 121–123

collision domains, 59
comparing media, 128–129
connectors, 57–59
hubs, 60
internetworking device functionality, 

56–57
media, 57–59
repeaters, 59
selecting LAN cabling options, 131

Ethernet in campus, 132–133

Ethernet in campus networks, 
133, 136–139

WAN implementations, 141–142
asynchronous router connections, 

148–149
auxiliary connections, 149
cable connections, 147
DSL connections, 147
ISDN BRI connections, 146–147
serial connections, 142–145

wireless, 126–128
physical layer protocols, 100–101
physical topologies, 28, 52–93
ping command, 192, 390–391
point of presence, 94
point-to-point WANs, 287

bandwidth, 288
multiplexing, 289, 291

POP3 (Post Office Protocol 3), 29
port LED display modes, 334–335
port numbers, 75, 208–210
ports, 10
POST (power-on self-test)

LED display status, 335–337
router booting sequence, 395

power supply (PCs), 9
PPP (Point-to-Point Protocol), 102, 293–294
presentation layer (OSI model), 34
PRI (Primary Rate Interface), 296
private IP addresses, 235–236
privileged mode (CLI), 318
proprietary networking systems, 32
Protocol field (IP header), 190
protocols, 28, 32

CDP, 383
connection-oriented, 75

public IP addresses, 235–236
PVCs, 302

 

Q

 

QAM (Quadrature Amplitude 
Modulation), 307

QoS (quality of service), 72
question mark (?), displaying commonly used 

commands, 319–320

 

R

 

RAM (random-access memory), 7, 362, 396
RARP (Reverse Address Resolution 

Protocol), 195
read-write memory, 7

 

OSPF (Open Shortest Path First)
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recalling commands, 322
re-establishing suspended Telnet sessions, 389–390
reliable data delivery services, 201
reliable transport-layer services, 203
remote connections, establishing with Telnet, 

387–388
remote device Telnet sessions

displaying, 388–389
establishing, 387
re-establishing, 389
suspending, 389
verifying, 388–389

remote-access locations, 48
removable storage devices, 8
repeaters, 59
requirements for Ethernet LAN media, 133
reserved network addresses, 232
restricting access to Cisco routers, 353–354
resume command, 389
RFCs (requests for comments), 102
ring topologies, 28, 54
RIP (Routing Information Protocol), 266, 269
RIPE NCC (Réseaux IP Européens Network 

Coordination Centre), 236
RIPv1, 269
robustness as routing protocol design goal, 259
ROM (read-only memory), 7

microcode, 396–397, 401
ROM monitor mode, 399
routed protocols, 257
routers, 96, 255

booting sequence, 395
bootstrap code, 395
configuring

active configuration, 402
backup configuration, 402
copying into RAM, 403
copying RAM configuration to TFTP 

server, 403
copying running configuration to 

NVRAM, 403
copying saved NVRAM configuration to 

RAM, 403
deleting NVRAM files, 404
displaying current configuration running 

in RAM, 402
displaying current configuration saved in 

NVRAM, 402
downloading from TFTP server, 404
loading parameters into RAM, 401
moving configuration/system 

files, 408
running configuration, 401
uploading to TFTP server, 404

configuration register, 396
boot field settings, 400
default settings, changing, 399

displaying, 398
listing setting for, 399

encapsulation process, 256
functions, 74
IFS, 407
interfaces, 396

displaying configuration 
information, 383

traffic, displaying information, 382
memory, displaying information, 409
neighboring devices, displaying CDP 

information, 380–381
ROM microcode, 396–397, 401
ROM monitor mode, 399
routing tables, 257

routing by rumor, 265
routing protocols, 257, 263

autonomous systems, 264
balanced hybrid, EIGRP, 271
design goals, 259
distance vector, 265

IGRP, 270
RIP, 269

EGPs, BGP, 272
hybrid, 268–269
IGPs, 264
link-state, 266–268

OSPF, 271–272
metrics, 260–262
path determination, 257–258
routing tables, 258–259

routing tables, 257–259
rxboot code, 396

 

S

 

SANs (storage area networks), 106–108
SAPs (service access points), 75
scrolling through commands, 325
SDH (Synchronous Digital Hierarchy), 

302–303
SDLC (Synchronous Data Link Control), 102
SDSL (symmetric DSL), 297
security

configuring on Cisco routers, 353–354
firewalls, 78

segmentation, 162
microsegmentation, 164

segments, 155, 204
communication between devices, 157–158

bandwidth consumption, 159
collision domains, 158–159

maximum lengths, 156

 

segments
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VLANs, 173–174
benefits of, 175
communication between, 176
components of, 175
establishing membership, 176

selecting
internetworking devices, 77
LAN cabling options, 131–133, 136–139
NICs, 12

self-healing network architectures, 103
serial connections, WANs, 142–145
serial interfaces, configuring on Cisco routers, 

356–360
serial ports, 10
serial WAN connections, 287
session layer (OSI model), 34
sessions, 75, 
setup dialog, Cisco IOS Software, 316, 338
Setup utility, 401
shared networks, limitations of, 160
shielding, Kevlar, 125
show cdp command, 379
show cdp interface command, 383
show cdp neighbors command, 380–381
show cdp neighbors detail command, 381
show cdp traffic command, 382–383
show flash command, 401, 409
show interfaces command, 349, 358
show interfaces serial 0 command, 357
show running-config command, 401–402
show sessions command, 388
show startup config command, 401
show startup-config command, 402
show user command, 388–389
show version command, 398
shutdown command, 358
signaling, 96–100
single-mode fiber-optic cable, 126
single-ring topology, 54
SLIP (Serial Line Internet Protocol), 102
“smart serial” connectors, 143
SMTP (Simple Mail Transfer Protocol), 202
SNAP (Subnetwork Access Point) frames, 65
SNMP (Simple Network Management Protocol), 30
SONET (Synchronous Optical Network), 

302–303
Source Quench messages (ICMP), 191
SPF (shortest path first) algorithm, 267
SS7 (Signaling System 7), 96
standards

DSL-related, 297–299
IEEE 802.3, physical layer wiring, 57–59
physical layer, 101

star topology, 28, 53
starting up Cisco IOS devices, 316, 332

Catalyst switches, 332–337
Cisco routers, 337–343

static routes, 257
statistical multiplexing, 291
storage devices, 8
store-and-forward switching, 164
STP (Spanning Tree Protocol), 121–123, 170
sub-configuration mode (Cisco IOS 

Software), 326
subnet masks, 244–246
subnets, 242–243

default masks, calculating, 246
identifying IP addresses, 249–250
logical AND operation, 245
planning, 251–252
subnet masks, 244–246

supernetting, 238
suspending Telnet sessions, 389
SVCs (switched virtual circuits), 302
switched circuits, 286
switching, 68–69, 96–97, 155, 163–164. 

 

See also

 

 Catalyst switches
bandwidth allocation, 165
CDP information, displaying, 379
flooding, 168
frames, 167
identifying features, 164–165
interfaces, displaying configuration 

information, 383
loops, 168–169
multilayers switches, 76
OSI layer functionality, 166
STP, 170

SYNs, 210
system configuration dialog, 338
system unit, 9

 

T

 

T1 lines, 288
T3 lines, 288
TCP (Transmission Control Protocol), 

200, 205
header fields, 205–206
port numbers, 208–210
windowing, 213–214

TCP/IP protocol stack, 40, 185
correlated OSI reference model layers, 185
Internet layer, 186

ARP, 192–193
DHCP, 195
ICMP, 191–192
IP, 187, 189–191
RARP, 195

 

segments
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transport layer, 199
applications, 202
encapsulation, 203–204
functionality, 202–203
message exchange process, 200
TCP, 200, 205–214
UDP, 201–202, 207–210

versus OSI reference model, 40–42
TDM (time-division multiplexing), 96, 289
telecommuting, 48
Telnet, 30, 202

connecting to remote devices, 387–389
sessions

displaying, 388–389
establishing to remot, 387
re-establishing, 389–390
suspending, 389
terminating, 390
verifying, 388–389

terminal mode (Cisco IOS Software), 326
terminating Telnet sessions, 390
TFTP (Trivial File Transport Protocol), 202, 404
Thicknet, 57, 124
Thinnet, 57, 124
three-layer hierarchical networking model, 50

access layer, 50
core layer, 51
distribution layer, 51

three-way handshakes, 210
tokens, 54
toll network, 94
topologies

bus, 52–53
extended star, 53
logical, 28

ring, 54
versus physical, 52

mesh, 54–55
physical, 28
star, 53

trace command, 391
traceroute command, documenting network 

topology, 391–392
traffic, displaying device information, 382
transparent bridging, 67
transport layer (OSI model), 35

internetworking device functionality, 
75–76

transport layer (TCP/IP protocol stack), 
41, 199

functionality, 202
encapsulation, 203–204
network connections, 203

message exchange process, 200

TCP, 200
flow control, 213–214
header fields, 205–206
port numbers, 208–210
three-way handshakes, 210

UDP, 201–202
header fields, 207
port numbers, 208–210

troubleshooting with debug command, 
414–416

twisted-pair cable
STP, 122–123
UTP, 121–122

Type field (MAC sublayer frames), 64

 

U

 

UDP (User Datagram Protocol), 201–202
flow control, windowing, 213–214
header fields, 207
messages, 392
port numbers, 208–210

unicast transmission, 157
unreliable packet delivery, ICMP, 192
URL prefixes, 407
user EXEC mode commands, displaying, 

319–320
UTP (unshielded twisted-pair), 121–122

 

V

 

V.24 standard, 101
V.35 standard, 101
verifying

active Telnet sessions, 388–389
Catalyst switch startup status, 346–350

video cards, 10
virtual circuits, 97, 200, 300

ATM, 302
VLANs, 173–174

benefits of, 175
communication between, 176
components of, 175
establishing membership, 176

voice gateways, 77
VPI/VCI (virtual path/channel identifier), 301
VPNs, 109

access VPNs, 110
extranet VPNs, 112
intranet VPNs, 111

 

VPNs
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W

 

WANs, 94–96
access technologies, 293

ATM, 301
DSL, 296–299
Frame Relay, 299–300
HDLC, 294–295
ISDN, 295–296
PPP, 293–294
SONET, 302–303

asynchronous router connections, 148–149
circuit-switched, 286
connection technologies, 285
data link layer protocols, 102–103
devices, 96

CSU/DSU, 98
modems, 97
routers, 96
switches, 96
virtual circuits, 97

link types, 100
modems, 305

analog, 305
cable, 306–308

packet-switched, 287
physical layer, 100–101, 141–142

cable connections, 147
DSL connections, 147
ISDN BRI connections, 146–147
serial connections, 142–145

point-to-point, 287
bandwidth, 288
multiplexing, 289–291

provider service types, 96
service providers, 98–100
signaling standards, 98–100

WDM (wavelength division multiplexing), 291
well-known port numbers, 209
where command (UNIX), 389
who command (UNIX), 389
windowing, TCP flow control, 213–214
wireless networks, 126, 128
wiring, IEEE 802.3 standards, 57, 59

 

X–Z

 

X.21 standard, 101
xDSL, 297

 

WANs
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