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I N D E X

Symbols
(*, G) state, 435

Numerics
6bone, 647
6REN (IPv6 Research and Education Networks, 

646–648

A
A (Address) records, 350
ABRs (area border routers), 456–457
access lists

alternation, 817
BGP

filtering by AS_PATH, 219–224
filtering by NLRI, 211–218
filtering with route maps, 224–226

bracketing, 817
community lists, 276
delineation, 816
regular expressions, negation, 817
wildcards, 817

accounting, 756
IP accounting, 756–757
NetFlow switching, 757–765

accuracy of summarization, 63
active gateways, EGP, 10
Active state (BGP), 97
adding multicast addresses to CAM table, 421
address family ipv4 command, 617
Address Length field (CBT messages), 469
address translation table

clearing entries, 387
NAT, 335

addresses
IPv6, 649

address type allocation, 652–653
compacting, 650
embedded IPv4 addresses, 659

IPv4 compatible, 659
link-local addresses, 659
loopback, 658
site-local addresses, 660
structure, 654–666
text representation, 650
unspecified, 658

leaking to Internet, 73, 339
overloading, 342
preferred, 678
prefixes, 57
reachability, maintaining during ISP 

migration, 339
resolution, ND protocol, 680–681
space depletion, 71

address-family ipv-4 command, 615
Adj-RIBs-In, 113
Adj-RIBs-Out, 113
administrative distance, BGP, 234–241
administrative scoping, 440, 594–595, 664
administrative weight, 110

filtering multiple routes to the same destination, 
226–234

advertisements
LSAs, OSPFv2, 701–704
NA, 679
ND protocol, 677–678
RA, 677–678

advertising BGP aggregate routes, 188–195. 
See also route maps

Advertising Router fields (Group Membership 
LSAs), 460

AFI (Address Family Identifier), 606
agent (SNMP), 731–732
aggregatable global address structure, 654

FP, 656
interface identifier, 657
reserved field, 656
SLAID, 657
TLAID, 656
unicast format, 655

aggregate-address command, 185–188, 203, 290
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aggregation, BGP
AS_SET attribute, 111–113
based on more-specific routes, 202–204
case study, 185–204
loss of path information, 199–200
modifying route attributes, 196–197
static routes, 186
suppressing more-specific routes, 187–188
See route aggregation

AGGREGATOR attribute (BGP), 107, 109
AH (Authentication Header), IPv6, 671
"all systems on this subnet" group, 412
alternation in regular expressions, 817
analyzing multicast traffic behavior, 580–582
anycast addresses, IPv6, 660
Anycast RP, 627–632
anycasting, 627, 708
APNIC (Asia Pacific Network Information 

Center), 69
applications

CiscoWorks, router management, 733–739
many-to-one, NAT, 337

application-specific integrated circuits (ASICs), 422
applying

access lists (BGP)
filtering by AS_PATH attribute, 219, 224
filtering by NLRI, 212, 214–217
filtering with route maps, 224–226

route maps (BGP)
AS_PATH prepending, 252–256
filtering multiple routes to same 

destination, 226–234
filtering multiple routes to same 

destination learned from different 
routing protocols, 234–241

filtering with LOCAL_PREF, 241–245
filtering with MULTI_EXIT_DISC 

attribute, 246–252
route tagging, 256–260

route attributes to MBGP, 616
ARIN (American Registry for Internet Numbers), 69
ARPANET, scalability, 5
AS numbers, 6
AS_PATH attribute, 100–101

AS_SET, 111–113
prepending, 101, 252, 255–256
route filtering, 219–222

ASBR (Autonomous System Boundary Router), 459
AS-External LSAs, flooding outside OSPF 

domains, 459
ASICs (application-specific integrated circuits), 422
Ask Neighbor messages (DVMRP), format, 451
ASs (autonomous systems)

BGP routing policies, 209
inter-AS MOSPF, 459–460

extension formats, 460–462
inter-AS multicasting, 602
multi-homing 

NAT, 340–342
to multiple ASs, 84–87
to single AS, 80–84

physical links, 79
private numbers, 284–286
single-homed, 78–79
transit traffic, configuring IBGP without an 

IGP, 168–174
Assert messages (PIMv2), 515–516
assessing need for BGP-4, 75–77
assigning

groups to RPs, 549–550
policies to BGP communities, 274– 277
unique router IDs to BGP routers, 154

asterisk (*), in regular expressions, 818
asymmetric traffic, 64
ATOMIC_AGGREGATE attribute (BGP), 107–109
attacks (DoS), preventing, 771–772
attributes (BGP), 606

applying to MBGP routes, 616
AS_PATH

AS_SET, 111–113
prepending, 252–256

communities, 270–283
LOCAL_AS, 274
LOCAL_PREF

manipulating route preference within local 
AS, 241–245

modifying, 241
MULTI_EXIT_DISC

applying external metric, 246–252
filtering between confederations, 294–300

NLRI, 606
Type codes, 135
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authentication
MD5, 206
OSPFv2, 701
TACACS+, 773–779

autoconfiguration, IPv6
renumbering, 689–690
stateful, 688
stateless, 685–688

automatic summarization, disabling
BGP, 157
EIGRP, 158

automatic tags, 260
automatic tunnels, 659
Auto-RP, configuring, 551–558

B
backdoor routes, filtering multiple routes to the same 

destination, 234–241
bandwidth, multicast load sharing, 568–575
bar (|) in regular expressions, 817
best routes (BGP), selection process, 114
BGP, 55. See also large-scale BGP; MBGP

administrative weight, 110
aggregation

based on more-specific routes, 202–204
case study, 185–202
loss of path information, 199–200
suppressing more-specific routes, 

187–188
AS_PATH prepending, 252–256
ASs, physical links, 79
assessing need for, 75–77
assigning unique router IDs, 154
Attribute Type codes, 135
automatic summarization, disabling, 157
confederations, 287–300
configuring, 149–152
default distances, modifying, 235
EBGP multihop, configuring, 182, 184–185
equal-cost paths, 92
FSM (Finite State Machine), 95

Active state, 97
Connect state, 97
Established state, 98
Idle state, 96

OpenConfirm state, 98
OpenSent state, 97

hold time interval, configuring, 208
IBGP over an IGP, configuring, 174–182
IBGP/IGP synchronization, 117–123
injecting routes into IGPs, case study, 155–167
inter-AS topologies

multi-homing to multiple ASs, 84–87
multi-homing to single AS, 80–84
single-homing, 78–79

keepalive timer, configuring, 208
Keepalive message, 94

format, 136
large-scale peering, managing

with communities, 123
with confederations, 130–131
with peer groups, 123
with route reflectors, 124–125, 129

load balancing, 88
local routes, 235
LOCAL_AS attribute, 274
loopback interfaces, configuring, 154
misconfiguration, ramifications of, 209
multiprotocol exensions, 704–708
mutual redistribution, 215–218
neighbors, displaying information, 805–812
Notification message, 95

fields, 136
Open message, 93

fields, 132
path attributes, 90, 98, 606

AGGREGATOR, 107–109
applying to MBGP routes, 616
AS_PATH, 100–101
ATOMIC_AGGREGATE, 107–109
CLUSTER_LIST, 110
COMMUNITY, 109, 270–283
LOCAL_AS, 274
LOCAL_PREF, 105, 241–245
MULTI_EXIT_DISC, 106, 246–252, 

294–300
NEXT-HOP, 102–104
NLRI, 606
ORIGIN, 99
ORIGINATOR_ID, 110
Type codes, 135

peer groups, 265–267
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peering, 88–89, 93
connections, managing, 204–208
during neighbor authentication, 205
large-scale, 123

private AS numbers, 284–286
redistribution, configuring, 159
resetting connections, 209–211
reuse limit, 261
RIB (Routing Information Base), 113–115
route dampening, 115–116

configuring, 261–264
route filtering

by AS_PATH, 219–222
by NLRI, 211–214

route maps
case study, 224–226
filtering by NLRI, 216–219
filtering routes with LOCAL_PREF 

attribute, 241–245
filtering with MULTI_EXIT_DISC 

attribute, 246–252
multiple routes to same destination, 

226–234
multiple routes to same destination 

learned from different routing 
protocols, 234–241

route reflectors, clusters, 125
route tagging, 256–260
routes

selection process, 114
tie-breaking process, 114–115

routing loops, detecting, 91
routing policies, 208–209
routing table

directly connected links, 119
invalid routes, 217

sessions, clearing, 154
soft reconfiguration, 210
suppress limit, 261
Update message, 94

fields, 133–135
bgp always-compare med command, 299
bgp bestpath as-path ignore command, 206
bgp bestpath med confed command, 300
bgp cluster-id command, 303
bgp confederation identifier command, 289
bgp confederation peers command, 289

bgp dampening command, 261
bgp deterministic-med command, 299
bgp router-id command, 155
big-endian, 403
bilateral peering agreements, 67
black holes (EGP), troubleshooting, 43
Bootstrap messages, 513– 515
bootstrap protocol, 489–491

configuring, 562–567
boundaries in regular expressions, 818
brackets in regular expressions, 816
broadcast domains, 420
broadcast-and-prune protocols, 432–434
broadcasting, 395
BSR Priority field

hash-mask, 567
PIMv2 Bootstrap messages, 515

C
caching, enabling for MSDP, 609
CAM (content addressable memory) table, 421–423
candidate core routers, 465
Candidate-RP-Advertisement messages, 516–517
Capabilities field (DVMRP Probe messages), 447
capturing

IP multicast packets, 547
packets, 741

carets (^) in regular expressions, 817
case studies

aggregate routes, 185–202
applying route maps, 224–226
BGP

configuring, 149–152
routes, injecting, 161–167

dynamic NAT, configuring, 364–368
EBGP multihop, 182, 184–185
IBGP over an IGP, 174, 176, 179–182
injecting IGP routes, 155–161
ISP multihoming with NAT, 374–379
load balancing, 381
multicast load sharing, 568–573
multicasting across non-multicast domains, 

595–598
network mergers, 369–374
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route filtering 
by AS_PATH, 219–222
by NLRI, 211–214

service distribution, 383–385
static NAT, configuring, 356–364

Catalyst switches, CAM (content addressable 
memory) table, 421–423

CBT (core-based trees), 462–463
Candidate Core messages, 465
child interfaces, 464
DRs, 465–466
ECHO_REQUEST messages, 472
FLUSH_TREE messages, 464, 473
JOIN_ACK messages, 471
JOIN_REQUEST messages, 463–464

fields, 470
member sources, 466–467
message fields, 468–473
nonmember sources, 467
parent interface, 464
QUIT_NOTIFICATION messages, 464, 

471–472
transient join state, 464

CCBs (change control boards), 729
CC-sets (candidate core), 465
CGMP (Cisco Group Membership Protocol), 

419–421
CAM table, 423
MAC addresses, 422–426
operation of, 422–426
packets, 422

format, 426–427
change management, 729–730
character classes, 219
characteristics of confederation EBGP, 290
Checksum field

CBT messages, 469
DVMRP messages, 446
IGMP messages, 418

checksums, 346
child interfaces, 464
CIDR (Classless Interdomain Routing), 55, 69–70

blocks, 70
depletion of address space, 71
troubleshooting, 72–73

Cisco IOS, DVMRP implementation, 598–600
Cisco Policy Routes, 208

Cisco routers, enabling IPv6 capability, 673–674
CiscoView, 733
CiscoWorks, 733

configuration management, 765
router management, 733–739

Class D IP addresses, 399
classless routing, 57, 59–60
classless routing protocols, BGP-4, 55
clear cam command, 421
clear config command, 421
clear ip bgp command, 154, 210
clear ip bgp dampening command, 264
clear ip bgp flap-statistics command, 264
clear ip cgmp command, 426
clear ip nat translations command, 387
clearing

BGP connections, 209–211
BGP sessions, 154
entries from address translation table, 387

CLUSTER_LIST attribute (BGP), 110
applying to route reflectors, 129

clusters, 125
CNAME (Canonical Name) records, 350
Code field (DVMRP messages), 446
colons (:) in IP addresses, 650
Command field (RIPng messages), 692
command summary, NAT, 388
commands

address family ipv4, 617
address-family ipv-4, 615
aggregate-address, 185, 188, 203, 290
bgp always-compare med, 299
bgp bestpath as-path ignore, 206
bgp bestpath med confed, 300
bgp cluster-id, 303
bgp confederation identifier, 289
bgp confederation peers, 289
bgp dampening, 261
bgp deterministic-med, 299
bgp router-id, 155
clear cam, 421
clear config, 421
clear ip bgp, 154, 210
clear ip bgp dampening, 264
clear ip bgp flap-statistics, 264
clear ip cgmp, 426
clear ip nat translations, 387
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debug ip bgp events, 153
debug ip packet detail, 476
debug ip pim auto-rp, 553
debug ipv6, 682–683
default-metric, 156
distribute list, 212
ebgp-multihop, 184
ip bgp-community new-format, 278, 281
ip cgmp, 533
ip classless, 60
ip default-gateway, 361
ip dense-mode, 533
ip igmp query-interval, 413
ip igmp query-max-response-time, 413
ip igmp query-timeout, 414
ip igmp version, 411, 532
ip mdsp, 622–623, 626–633
ip mdsp cache-sa-state, 609
ip mroute, 573
ip multicast boundary, 594–595
ip multicast routing, 531–532
ip multicast use-functional, 404, 533
ip nat inside, 358
ip nat inside source, 381
ip nat outside source static, 359
ip nat pool, 365
ip nat translation, 386
ip nat translation timeout, 337, 367
ip pim bsr-candidate, 515, 563, 567
ip pim query-interval, 509
ip pim rp-candidate, 563
ip pim send-rp-announce, 551, 555
ip pim sparse-dense-mode, 560
ip pim sparse-mode, 542
ip pim spt-threshold, 548
ip pim version, 508
match interface, 377
match ip address, 224
match ip next-hop, 377
maximim-paths, 92
maximum-paths, 305
mrinfo, 577–579
mstat, 580–584
mtrace, 580–584
neighbor activate, 617
neighbor default-originate, 166
neighbor description, 204–205

neighbor distribute-list, 167, 198, 224
neighbor ebgp-multihop, 184
neighbor next-hop-self, 290–292
neighbor remove-private-AS, 286
neighbor shutdown, 208
neighbor version, 206
neighborhood maximum-prefix, 206
no ip mroute-cache, 533
redistribute, 156
set as-path prepend, 254
set as-path tag, 259
set automatic-tag, 260
set comm-list delete, 283
set gmrp enable, 422
set igmp enable, 422
set local-preference, 241
show ip bgp, 91, 274
show ip bgp community no-export, 190, 203
show ip bgp community-list, 280
show ip bgp dampened-paths, 263
show ip bgp flap-statistics, 263
show ip bgp neighbors, 151, 185, 805–812
show ip bgp peer-groups, 269
show ip bgp4, 616
show ip egp, 34–35, 39
show ip igmp group, 479
show ip igmp groups, 413
show ip igmp interface, 540
show ip mdsp peer, 620
show ip nat statistics, 387
show ip pim bsr-router, 564
show ip pim interface, 546
show ip pim neighbor, 477
show ip pim rp, 554–556
show ip pim rp-hash, 558
show ip pim sp-hash, 567
show ip route, 92
show ipv6 interface, 674
snmp-server, 733
snmp-server community, 734
table-map, 260
timer egp, 15
timers bgp, 93, 208
timers egp, 11, 14
trace, 354
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communities (BGP), 270–283
large-scale BGP peering management, 123

COMMUNITY attribute (BGP), 109
community lists, 276, 279–281
community strings (SNMP), 731
compacting IP addresses, 650
comparing

host configuration, IPv4 and IPv6, 645
IGMPv1 and IGMPv2, 415–416
scalability, IPv4 and IPv6, 644
security, IPv4 and IPv6, 645
sparse and dense topologies, 431

compatibility, IPv4/IPv6, 659
DNS, 716
dual stacks, 715

confederations, 287–300
EBGP, 287–293
large-scale BGP peering management, 130–131
MEDs, filtering, 295– 300
See also route reflectors

configuration management, 765
configuring. See also manual configuration

Anycast RP, 627–632
Auto-RP, 551
BGP, 149–152

AS_PATH prepending, 252–256
automatic tags, 260
communities, 270–281
hold time interval, 208
IBGP over an IGP, 174–182
IBGP without an IGP, 167–174
importance of, 209
keepalive, 208
loopback interfaces, 154
peer connections, 204–208
peer groups, 265–266, 269
private AS numbers, 284–286
redistribution, 159
route dampening, 261–264
route reflectors, 300–307
route tagging, 256–260
unique router IDs, 154–155

bootstrap protocol, 562–567
EBGP multihop, 182–185

EGP, 26
core gateway, 31, 34–35
default routes, 38–39
indirect neighbors, 35, 38
stub gateway, 27–31

HSRP, 785–789
IP multicast, 531–533

fast switching, disabling, 533
over Token Ring, 403
PIM-DM, 533–541
PIM-SM, 542–556
sparse-dense mode, 559–562

MBGP, 614–619
MDSP, 619–624

default peers, 633–634
mesh groups, 624–627

MHSRP, 789–790
NAT

dynamic NAT, 364–368
exercises, 389–391
for network mergers, 369, 372–374
for TCP load balancing, 381–385
ISP multihoming, 374–379
PAT, 379–381
static NAT, 356–364

NTP, 751–755
PIM-SM

bootstrap protocol, 562–567
RPs, 542–548

RIPng, 695–697
RMON, 741–743
SNMP on routers, 733–740
syslog, 749–750
TTL scoping, 438–440

congestion, multicast load sharing, 568–575
Connect state (BGP), 97
connections, resetting (BGP), 209–211
conserving

AS numbers, 284, 286
IP addresses, 336–338

content addressable memory (CAM), 421
controlling

interactive access, 770–771
switched multicast traffic, 421–422

convergence (EGP), troubleshooting, 41, 43

convergence (EGP), troubleshooting  923
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core gateway (EGP), configuring, 31–35
Count field (CGMP packets), 427
creating BGP peer groups, 265–266
C-RPs (candidate rendezvous points), 489–490, 551
cryptographic checksum, 206

D
databases

RADB (Routing Arbiter Database), 66
RIB (Routing Information Base), 113–115

dead neighbors, EGP, 13
debug ip bgp events command, 153
debug ip packet detail command, 476
debug ip pim auto-rp command, 553
debug ipv6 command, 682–683
debugging captured multicast packets, 547
decision-making process, BGP, 113–115
default distances of BGP, modifying, 235
default peers (MDSP), configuring, 633–634
default router selection, ND protocol, 684
default routes (EGP), configuring, 38–39
default-free zone, 654
default-metric command, 156
delineation in regular expressions, 816
dense mode (PIM), 475, 477–481. See also sparse-

dense mode
(*, G) entry, 535–536
configuring, 533–541
DRs, 484
PIM forwarder election, 484–487
prune overrides, 481–483
RPF checks, 536
unicast routing changes, 484

depletion 
of address space, 71, 649
of AS numbers, assigning private AS numbers, 

284–286
deprecated addresses, 678

IPv6, 689
design goals of IPv6, 643–644

ease of configuration, 645
improve scalability, 644
security, 645

Destination Address field, IPv6 header, 668
Destination Options header, IPv6 packets, 669–671

Destination Unreachable messages (ICMPv6), 675
detecting BGP routing loops, 91
devices

exchanges, 654
routers, POPs, 64
wildcard multiaccess receivers, 459
wildcard multicast receivers, 458

directly connected links in BGP routing table, 119
directly connected networks (BGP), 235

external metric, applying, 246–252
disabling

automatic summarization
BGP , 157
EIGRP, 158

fast switching of IP multicast packets, 533
synchronization, 121–122

discovery process
DVMRP neighbors, 442
multicast sources, MSDP, 607

displaying
BGP neighbor information, 805–812
BGP peer groups, statistics, 269
group-to-RP mappings, 556–557
MSDP session status, 620
NAT statistics, 387

Distance Vector Multicast Routing Protocol. 
See DVMRP

distribute list command, 212
DNS

IPv4/IPv6 compatibility, 716
name servers, 350
NAT translation, 349–352
reverse lookups, 351
RRs, 350
zone transfers, 350

documenting network changes, 729–730
DoS (denial-of-service) attacks, preventing, 

771–772
dot (.) in regular expressions, 817
dotted decimal notation, IPv6 addresses, 651
downstream interfaces, 428
DRs (designated routers)

CBT, 465–466
PIM-DM, 484

relationship to IGMP querier, 537–541

core gateway (EGP), configuring 924
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dual-stack nodes, 659
IPv4/IPv6 compatibility, 715

duplicate router selection, ND protocol, 685
DVMRP (Distance Vector Multicast Routing 

Protocol), 441, 462
Cisco IOS implementation, 598–600
Graft Retransmission timer, 445
hop count, 443
message formats, 445–452

Ask Neighbor messages, 451
Graft Acknowledgment messages, 450
Graft messages, 450
Neighbor 2 messages, 451
Probe messages, 446–447
Prune messages, 449
Route Report messages, 448

mgated, 441
mrouted, 441
neighbor discovery, 442
packet forwarding, 444–445
Probes, 442
prune lifetime, 444–445
routing table, 443
RPF check, 444

dynamic address translation table entries (NAT), 336
dynamic NAT configuration, case study, 364–368

E
EBGP (External Border Gateway Protocol)

confederation EBGP, 287–293
multihop, configuring, 182–185

ECHO_REPLY messages (CBT), 464, 472
ECHO_REQUEST messages (CBT), 464, 472
EGPs

configuring, 26
convergence, troubleshooting, 41–43
core gateway, configuring, 31, 34–35
dead neighbors, 13
default routes, configuring, 38–39
indirect neighbors, 15

configuring, 35–38
limitations of, 26

messages
Error, 24–25
header fields, 18
Hello interval, 9
Neighbor Acquisition, 19–20
Neighbor Reachability, 21
Poll, 21
sequence number, 10
Update, 22–24

Neighbor Acquisition Protocol, 9–11
Neighbor Reachability Protocol, 11–13
Network Reachability Protocol, 13–18
operation, 7
origins of, 5–6
stub gateway, configuring, 27–31
topology, 7–8
troubleshooting, 39

interpreting neighbor table, 39–41
EIGRP, disabling automatic summarization, 158
election process, PIM-DM forwarders, 484–487
embedded IPv4 addresses in IPv6, 659
enabling

IPv6 capability on Cisco routers, 673–674
RIPng routing process, 693

encapsulation between PIM routers, GRE, 597
Encoded Group Address field

Candidate-RP-Advertisement messages, 517
PIMv2 Assert messages, 516

Encoded Multicast Group Address field (PIMv2 
Bootstrap messages), 515

Encoded Unicast Group Address field (PIMv2 
Bootstrap messages), 515

Encoded Unicast RP Address field
Candidate-RP-Advertisement messages, 517
PIMv2 Bootstrap messages, 515

Encoded Unicast Source Address field (PIMv2 
Assert messages), 516

encryption, 770
enforcing routing policies, 77
enterprise networks

ISP migration, 338–340
scalability, role of NAT in, 338

error codes/subcodes, MDSP, 613
error messages

EGP, 24–25
ICMPv6, 674–675

error messages  925
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escalation procedures, 730
ESP (Encapsulation Security Payload), 672
Established state (BGP), 98
exchanges, 654. See also NAPs
explicit joins, 432–434

Membership LSA-based, 455
scalability, 435

extended community lists, 279–281
extension formats, MOSPF, 460–462
extension headers, IPv6, 669, 671–672
exterior routing protocols, 77
external metric, applying, 246–252

F
fast switching multicast packets, disabling, 533
fault management, 766–768
fault tolerance

HSRP, configuring, 785–789
MHSRP, configuring, 789–790
robustness, 782

feasible routes (BGP)
Adj-RIBs-In, 113
preference level, 114

fields
Candidate-RP-Advertisement messages, 517
CBT messages, 468–473
CGMP packets, 427
command format, 535
DMVRP messages, 445–452
EGP message headers, 18
IGMPv2 messages, 417–419
IPv6 packets, 649
Notification messages (BGP), 136
Open messages (BGP), 132
PIMv2 

Assert messages, 516
Bootstrap messages, 513–515

Update messages
BGP, 133–135
EGP, 24

filtering. See also route filtering
MEDs between confederations, 295–298
SA messages, 623

finding routes with specified community attributes, 
280–282

flapping routes, 115
penalties, 116
route dampening, 261–264

flood-and-prune protocols, 432–434
flooding

LSAs, 455
AS-External LSAs outside OSFP 

domains, 459
Network Summary LSAs outside 

areas, 456
peer RPF flooding, 607

FLUSH_TREE messages (CBT), 464, 473
format

CGMP packets, 426–427
command fields, 535
DVMRP messages

Ask Neighbor, 451
Graft, 450
Graft Acknowledgment, 450
Neighbor 2, 451
Probe messages, 446–447
Prune, 449
Route Report, 448

IGMP messages, comparing versions 1 and 2, 
417–418

IPv6 headers, 667
Keepalive message (BGP), 136
MP_REACH_NLRI, 606
MSDP messages, 609
of aggregatable addresses, 655

forwarders (PIM-DM)
election process, 484–487
rules, 536–537

FP (format prefix), 652–653, 656
Fragment header (IPv6), 671
Fragment RP Count field (PIMv2 Bootstrap 

messages), 515
Fragment Tag field (PIMv2 Bootstrap 

messages), 515
fragmentation, 346
Freedman, Avi, 79
FSM (Finite State Machine), BGP, 95

Active state, 97
Connect state, 97
Established state, 98
Idle state, 96

escalation procedures 926
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OpenConfirm state, 98
OpenSent state, 97

FTP (File Transfer Protocol), NAT translation, 
352–353

full DVMRP implementation, comparing to Cisco 
IOS implementation, 599–600

full-mesh topologies, MSDP, 624–626
functional MAC addresses, 403
functional multicast addresses, 403
functionality of IPV6, 672–715

ND, 675–685
ICMP, 675

functions of multicast routing protocols, 429–430

G
GARP Multicast Registration Protocol 

(GMRP), 422
gateways, EGP, 7
GDA (Group Destination Address), 422–426
GDA field, CGMP packets, 427
General Queries, differences in versions, 416
General Query messages, Max Response Time, 413
Generation ID field (DVMRP Probe messages), 447
get requests (SNMP), 731
GGP (Gateway-to-Gateway Protocol), 5
global addresses, 334
global commands, RIPng, 694
GMRP (GARP Multicast Registration 

Protocol), 422
graft messages, 434

DVMRP, format, 450
PIM-SM, 481
PIMv2, 516

Graft Retransmission timer (DVMRP), 445
Graft-Ack messages, PIMv2, 516
GRE (generic route encapsulation)

between PIM routers, 597
on tunnel interfaces, 572–576

Group Address field 
CBT JOIN_REQUEST messages, 470
IGMP messages, 418

group membership (IP multicast), 404
(*, G) state, 435
“all systems on this subnet” group, 412
broadcast domains, 420
CBT, member sources, 466–467
CGMP, 419

MAC addresses, 422–426
operation of, 422–426

comparing IGMPv2 and IGMPv1, 415–416
IGMPv2 

message format, 417–418
router functions, 413–414

IGMPv3, 417
join latency, 408
leaving, 405–408
Old Host Present Timer, 416

Group Membership Interval, 416
Group Membership LSAs, 460

fields, 461
flooding, 455

groups
assigning to RPs, 549–550
rp mappings, viewing, 556–557

Group-Specific queries, 414

H
half-life

flapping routes, 116
route penalties, 261

hash function, 491
Hash Mask Length field (PIMv2 Bootstrap 

messages), 515
hash-mask, 567
headers

checksums, 346
EGP messages, fields, 18
format

DVMRP messages, 445–446
PIMv2 messages, 508–509

IPv6, 667
extension headers, 669–672
format, 667

IPv6 packets, 649
Hello interval, EGP messages, 9

Hello interval, EGP messages  927
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Hello messages
CBT, format, 469–470
PIMv2, 509

hierarchical routing, 64
hierarchical structure of aggregatable addresses, 654
hold time interval, BGP configuration, 208
holdtime, mapping agents, 555
Holdtime field (Candidate-RP-Advertisement 

messages), 517
hop count, DVMRP, 443
Hop Limit field (IPv6 header), 668
Hop-by-Hop options header (IPv6), 670
host configuration, comparing IPv4 and IPv6, 645
host renumbering, IPv6, 689–690
HSRP (Hot Standby Routing Protocol), 783–784

configuring, 785–789

I
IANA (Internet Assigned Numbers Authority), 69
IBGP (internal BGP), 93

over IGP
case study, 174–182
configuring, 167–174
synchronization, 117–123

troubleshooting, 183
ICMPv6 (Internet Control Message Protocol), 

674–675
Destination Unreachable messages, 675
MTU Path Discovery, 690
Packet Too Big messages, 675
Parameter Problem messages, 675
Time Exceeded messages, 675

Idle state (BGP), 96
IG (inside global) addresses, 334
IGMP (Internet Group Management Protocol), 405

General Query messages, Max Response 
Time, 413

Group-Specific queries, 414
Membership Reports, Group Membership 

Interval, 416
queries, rules for, 536–540
snooping, 422
version 1, 416

version 2, 415–416
version 3, 417

IGMPv2 (Internet Group Management Protocol) 
version 2, 415–416

comparing to version 1, 415–416
General Queries, 416
host functions, 411–412
message fields, 417–419
router functions, 413–414

IGPs (interior gateway protocols), 6
injecting BGP routes, case study, 161–167
injecting routes into BGP, case study, 155–161
synchronization with IBGP, 117–123

IL (inside local) addresses, 334
implementing

DVMRP with Cisco IOS software, 598–600
IP multicast, 399
IPv6

6bone, 647
6REN, 646–648
vender support, 647

outbound routing policies, 216–217
TTL scoping, 439

implicit joins, 432–434
inbound soft reconfiguration, 210–211
indirect neighbors, EGP, 15

configuring, 35–38
initiating new BGP sessions, 210
injecting 

BGP routes, case study, 161–167
IGP routes into BGP, case study, 155–167

INTER_AS METRIC, 106
interactive multicast applications, group 

members, 436
inter-area MOSPF, 456–459
inter-area multicast forwarders, 457
Inter-Area-Prefix-LSAs, 702
inter-AS MOSPF, 459–460

extension formats, 460–462
inter-AS multicasting, 602
inter-AS topologies (BGP)

multi-homing to multiple ASs, 84–87
multi-homing to single AS, 80–84
single-homing, 78–79

interface identifier, aggregatable global 
addresses, 657
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interface subcommands, RIPng, 694–695
interface topology, aggregatable addresses, 654
interfaces, route dampening, 261–264
internal peers (BGP), 93
Internet

address leakage, 339
scalability, 55–56

interoperability of internetworks, 77
interpreting EGP neighbor table, 39–41
Intra-Area-Prefix-LSAs, 704
invalid routes in BGP routing table, 217
IOS. See Cisco IOS
IP accounting, 756–757
IP addresses, conserving, 336–338
ip bgp-community new-format command, 278, 281
ip cgmp command, 533
ip classless command, 60
ip default-gateway command, 361
ip dense-mode command, 533
ip igmp query-interval command, 413
ip igmp query-max-response-time commands, 413
ip igmp query-timeout command, 414
ip igmp version command, 411, 532
IP masquerading, 342
ip mdsp cache-sa-state command, 609
ip mdsp command, 622–623, 626–633
ip mroute command, 573
IP multicast. See also multicast addresses; multicast 

groups; multicast routing protocols
across non-multicast domains, 595–598
addresses, 399
administrative scoping, 594–595
Anycast RP, 627–632
broadcast domains, 420
CBT (core-based trees), 462–463

Candidate Core messages, 465
child interface, 464
FLUSH_TREE messages, 464
JOIN_REQUEST messages, 463–464
member sources, 466–467
message fields, 468–473
nonmember sources, 467
parent interface, 464

CGMP, 419
CAM table, 423
operation of, 422–426
packets, 422

configuring, 531–533
DVMRP, 441–442, 598–600
fast switching, disabling, 533
functional addresses, 403
group membership, 404

“all systems on this subnet” group, 412
IGMPv2 router functions, 413–414
leaving, 405–408

IGMPv3, 417
implementing, 399
inter-AS, 602
IPv6, 708

PIM routing, 712–714
IPv6 multicast addresses, 662
join latency, 408
leave latency, 408
load sharing, 568–575
many-to-many applications, 398
MBGP (Multicast extensions for BGP), 

606–607
configuring, 614–619

MDSP, 605–606
caching, 609
configuring, 619–624
default peers, 633–634
mesh groups, 624–627
message format, 609

mgated, 441
mrouted, 441
Multicast Backbone, 399
multicast forwarding, 428–429
multicast groups, Old Host Present Timer, 416
multicast load sharing, 568–575
multicast scoping, 593
one-to-many applications, 398
over Ethernet, 402
over FDDI, 402
over Token Ring, 403–404
packets, capturing, 547
permanent multicast groups, 400
PIM

IPv6, 712–714
PMBR, 602
sparse-dense mode, 559–562
tunneling between routers, 595–598

PIM-DM
(*, G) entry, 535–536

IP multicast  929

78700892.book  Page 929  Tuesday, March 20, 2001  3:33 PM



configuring, 533–541
DRs, 484
PIM forwarder election, 484–487
prune overrides, 481–483
RPF checks, 536
unicast routing changes, 484

PIM-SM
Auto-RP, 491
bootstrap protoco, 489–491, 562–567
configuring, 542–558
routing between domains, 603–604
RPs, 489–491
shared trees, 492–495
source registration, 498–499
SPTs, 502–506
static RP configuration, 542–550

reports, 409–410
requirements, 398–399
static mroutes, 573–575
switched traffic, controlling, 421–422
transient multicast groups, 401
troubleshooting, 576

command summary, 576
mrinfo command, 577–579
mstat command, 580–584
mtrace command, 580–583

TTL scoping, 593
well-known reserved addresses, 401

ip multicast boundary command, 594–595
ip multicast routing command, 531–532
ip multicast use-functional command, 404, 533
ip nat inside command, 358
ip nat inside source command, 381
ip nat outside source static command, 359
ip nat pool command, 365
ip nat translation command, 386
ip nat translation timeout command, 337, 367
ip pim bsr-candidate command, 515, 563, 567
ip pim query-interval command, 509
ip pim rp-candidate command, 563
ip pim send-rp-announce command, 551, 555
ip pim sparse-dense-mode command, 560
ip pim sparse-mode command, 542
ip pim spt-threshold command, 548
ip pim version command, 508
IPng (IP Next Generation), 56

IPv4 (Internet Protocol version 4)
IPv6 compatible addresses, 659
transition to IPv6, 715

DNS, 716
dual stacks, 715
NAT-PT, 720
tunneling, 717–719

IPv6 (Internet Protocol version 6)
6bone, 647
6REN, 646–648
address type allocation, 652–653
addresses

colons, 650
compacting, 650
embedded IPv4 addresses, 659
link-local addresses, 659
loopback, 658
prefixes, 651
site-local addresses, 660
size, 649
structure, 654–666
text representation, 650
unspecified, 658

anycasting, 708
autoconfiguration

renumbering, 689–690
stateful, 688
stateless, 685–688

broadcasting, 662
compabitibilty with IPv4, 659
design goals, 643–644

ease of configuration, 645
improve scalability, 644
security, 645

enabling on Cisco routers, 673–674
functionality, 672–715
ICMPv6, 674–675
multicasting

MLD, 709–711
PIM routing, 712–714
scoped addressses, 708

ND (Neighbor Discovery), 675–676, 681, 
684–685

address resolution, 680–681
default router selection, 684
duplicate router selection, 685
NA, 679
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neighbor unreachability detection, 
681–683

next-hop discovery, 680
RA, 677–679
Redirect messages, 680
router solicitation, 677

packets, 649
headers, 667–672

QoS, 714
routing

BGP-4 multiprotocol extensions, 704–708
MTU path discovery, 690–691
OSPFv2, 697–704
RIPng, 691–697

security, ESP, 672
source nodes, MTU path discovery, 671
specifications, 646
vendor support, 647

IPv6 Research & Education Networks (6REN), 647
ISPs (Internet Service Providers)

address leakage, 339
local, 64
migration, 338–340

J-K
join latency, 408
Join messages (PIMv2), 511, 513
Join packets (CGMP), 422
JOIN_ACK messages (CBT), 471
JOIN_REQUEST messages, 463–464

fields, 470

keepalive
BGP configuration, 208
TLV format, 612

Keepalive messages (BGP), 94, 136

L
lab testing, 791–792
LANs, 64
large-scale BGP, 265

assigning private AS numbers, 284–286
communities, 270–283
confederations, 287–291, 294–300
peer groups, 265–266, 269
peer management

with communities, 123
with confederations, 130–131
with peer groups, 123
with route reflectors, 124–125, 129

route reflectors, 300–305
large-scale IP multicast routing, 593

Anycast RP, 627–632
DVMRP, 598–600
MBGP, configuring, 614–619
MDSP

configuring, 619–625
default peers, 633–634
message formats, 609–613

Layer 2 switches, exchanges, 654
leading zeros, compacting in IP addresses, 650
leaf networks, 430
leaking addresses to Internet, 339
Leave Group messages, 412
leave latency, 408
Leave packets (CGMP), 422
leaving multicast groups, 405, 408
limitations of EGP, 26
Link State ID field (Group Membership LSAs), 460
link-local addresses, 659

in OSPFv2, 701
links

backdoor routes, 236–241
multiple OPSFv2 process handling, 699–701
OSPFv2, 698

link-state routing protocols
OSPFv2, 697–704
RIPng, RTEs, 692

listener discovery, IPv6 multicast addresses, 
709–711

literals, 219
in regular expressions, 815

little-endian, 403
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load balancing, 381
BGP, 88
per-packet, 569

local addresses, 334
local BGP routes, 235
local group database, MOSPF, 454
local ISPs, 64
LOCAL_AS attribute, 274
LOCAL_PREF attribute, 105

manipulating route preference within local AS, 
241–245

modifying, 241
local-use addresses (IPv6)

link-local addresses, 659
site-local addresses, 660

Loc-RIB, 113
logging, 744–747

syslog, 748
loopback addresses, IPv6, 658
loopback interfaces

BGP, configuring, 154
tunneling, 569–572

loss of path information, BGP aggregates, 199–200
loss of routing precision, troubleshooting, 63–64
LSAs (link state advertisements)

As-External LSAs, flooding outside OSPF 
domains, 459

flooding, 455
Group Membership LSAs, 460–461
Network Summary LSAs, flooding outside 

MOSPF areas, 456
OSPF, flooding scope, 699
OSPFv2, 701–704
Router LSAs, 461

M
MAC (media access control) addresses

functional, 403
GDA (Group Destination Address), 422–426
Token Ring, 403
USA (Unicast Source Address), 422–426

MAEs (Metropolitan Area Ethernets), 65
maintaining

DVMRP neighbors, 442
loop-free multicast topologies, 437

Major Version field (DVMRP messages), 446
management processes, server design, 782
manager (SNMP), 731–732
managing

BGP peer connections, 204–208
large-scale BGP, 265

communities, 270–283
confederations, 287–300
peer groups, 265–266, 269
peering with communities, 123
peering with confederations, 130–131
peering with peer groups, 123
peering with route reflectors, 124–125, 

129
private AS numbers, 284–286
route reflectors, 300–305

manual configuration of switched 
multicast trees, 421

many-to-many applications, IP multicasting, 398
many-to-one applications, NAT, 337
mapping single multicast groups to multiple RPs, 

627–632
mapping agents, holdtime, 555
match interface command, 377
match ip address command, 224
match ip next-hop command, 377
Max Response Time field (IGMP messages), 418
Max Response Time value (General Query 

messages), 412–413
maximum suppress limit, 116, 261
maximum-paths command, 92, 305
MBGP (Multiprotocol Extensions for BGP), 

604–607
configuring, 614–619
route attributes, applying, 616

MBone, 399
MD5 (message digest 5) authentication, 206
MDSP

configuring, 619–624
default peers, 633–634
error codes and subcodes, 613
mesh groups, 627

configuring, 624–626
messages

Keepalive TLV format, 612
Notification TLV format, 612–613
Source Active Request TLV format, 610
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Source Active Response TLV format, 611
Source Active TLV format, 609

session status, displaying, 620
member sources (CBT), 466–467
membership

(*, G) state, 435
“all systems on this subnet” group, 412
broadcast domains, 420
CGMP, 419

MAC addresses, 422–426
operation of, 422–426

comparing IGMPv1 and IGMPv2, 415–416
Group Membership Interval reports, 416
IGMPv2

message format, 417–418
router functions, 413–414

IGMPv3, 417
leaving, 405–408
multicast groups, 404
Old Host Present Timer, 416

memory, CAM (content addressable memory), 421
mergers (network), case study, 369–374
mesh groups (MDSP), 627

applying to anycast RPs, 627–632
configuring, 624–626

messages
BGP

Keepalive, 94
Keepalive message, 136
Notification, 95
Notification message, 136
Open, 93
Open message, 132
Update, 94
Update message, 133–135

Candidate Core, 465
CBT

Candidate Core, 465
ECHO_REQUEST, 472
fields, 468–469, 471–473
FLUSH_TREE, 464, 473
JOIN_ACK, 471
JOIN_REQUEST, 463–464, 470
QUIT_NOTIFICATION, 464, 471–472

DVMRP, formats, 445–452

EGP
Error, 24–25
Hello interval, 9
Neighbor Acquisition, 19–20
Neighbor Reachability, 21
Poll, 21
sequence number, 10
TTL, 7
Update, 22–24

General Query, Max Response Time, 413
graft, 434
Group-Specific Queries, 414
ICMPv6

Destination Unreachable, 675
Packet Too Big, 675
Parameter Problem, 675
Time Exceeded, 675

IGMPv2, fields, 417, 419
IPv6 PIM routing, 712
Leave Group, 412
MDSP, 609

Keepalive TLV format, 612
Notification TLV format, 612–613
Source Active Request TLV format, 610
Source Active Response TLV format, 611
Source Active TLV format, 609

PIM-SM, RP-Discovery, 492
PIMv2, 507–510, 513, 515, 517

Assert, 515–516
Bootstrap, 513, 515
Candidate-RP-Advertisement, 516–517
Graft, 516
Graft-Ack, 516
header format, 508–509
Hello, 509
Join, 511–513
Prune, 511–513
Register, 510
Register Stop, 510

Poll, 15
prunes, 432

Cisco IOS DVMRP implementation, 600
Redirect, 680
reports, 409–410
SA requests/responses, 609
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SNMP, 731
traps, 732–733

Update, 15
metacharacters, 219

in regular expressions, 815
Metric field (PIMv2 Assert messages), 516
Metric Preference field (PIMv2 Assert 

messages), 516
metrics

DVMRP, 443
external, applying, 246–252

mgated, 441
MHSRP (Multigroup HSRP), 784

configuring, 789–790
MIBs (management information bases), 731

threshold-related, 768
migration, IPv4 to IPv6, 715

DNS, 716
dual stacks, 715
NAT-PT, 720
tunneling, 717–719

Minor Version field (DVMRP messages), 446
misconfiguration of BGP, ramifications of, 209
MLD (Multicast Listener Discovery), 709–711
MLPA (multilateral peering agreement), 67
modifying BGP, 235

aggregate attributes, 196–197
local preference, 241

MOSPF (Multicast OSPF), 453–456
explicit joins, Group Membership LSA-based, 

455
inter-area, ABRs, 456–459
inter-AS, 459–460

extension formats, 460–462
local group database, 454
Network Summary LSAs, flooding outside 

areas, 456
wildcard multicast receivers, 458–459

MP_REACH_NLRI attribute, 606, 705–708
applying to MBGP, 616
format, 606

MP_UNREACH_NLRI attribute, 606, 705–708
mrinfo command, 577–579
mrouted, 441

MSDP (Multicast Source Discovery Protocol)
caching, enabling, 609
mesh groups, applying to anycast RPs, 627–632
messages, 609
SA messages, filtering, 623

mstat command, 580–584
mtrace command, 580–584
MTU path discovery, 671

IPv6, 690–691
MULTI_EXIT_DISC attribute (BGP), 106

filtering between confederations, 295–300
multicast addresses, 402

adding to CAM table, 421
CGMP, MAC addresses, 422, 424, 426
functional, 403
IPv6, 662, 664–665
Multicast over Token Ring, 403–404
permanent multicast groups, 400
reserved, 401, 821–829
scoping, 437
solicited-node, 665
TTL scoping, 664
well-known, 401, 663–664

Multicast Backbone, 399
multicast forwarding, 428–429
multicast groups, 404

“all systems on this subnet” group, 412
CGMP, 419

packets, 422
comparing IGMPv1 and IGMPv2, 415–416
IGMP Group-Specific queries, 414
IGMPv2

Old Host Present Timer, 416
router functions, 413–414

IGMPv3, 417
leaving, 405–408
mapping to RPs, 627–632

multicast load sharing, 568–573
multicast NAPs, 604
Multicast OSPF. See MOSPF
multicast routing protocols, 430

(*, G) state, 435
broadcast-and-prune protocols, 434
CBT, DRs, 465–466
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DVMRP, 441
Graft Retransmission timer, 445
message format, 445–452
metric, 443
neighbor discovery, 442
packet forwarding, 444
prune lifetime, 444–445
routing table, 443
RPF check, 444

explicit joins, 432, 434
flood-and-prune protocols, 434
graft messages, 434
implicit joins, 432–434
leaf networks, 430
MOSPF, 453–456

explicit joins, Group Membership LSA-
based, 455

inter-area, 456–459
inter-AS, 459–462
local group database, 454
Network Summary LSAs, flooding outside 

areas, 456
wildcard multicast receivers, 458–459

prune messages, 432
RPM (reverse path multicast), 430
shared trees, 435–437
source-based trees, 435– 437
topologies, 431
TRPB (truncated reverse path broadcast), 430

multicast scoping, 437
administrative, 440
TTL, 438–439

multicast storms, 428
multicasting. See IP multicast
multihomed AS

NAT, 340, 342
multihoming, 72

NAT, case study, 374–379
mutual redistribution, between IGP and BGP, 

215–218
MX (Mail Exchange) records, 350

N
NA (neighbor advertisement)

ND, 679
packets, 676

name servers, 350
NAPs (network access points), 64

MAEs, 65
multicast, 604

NAPT (network address and port translation), 342
NAT (Network Address Translation). See also PAT

address translation table, 335
clearing entries, 387

address types, 334
command summary, 388
configuration exercises, 389–391
IP address conservation, 336–338
ISPs

migration, 338–340
multihoming, case study, 374–379

many-to-one applications, 337
network mergers, case study, 369–374
PAT, 342–343, 379–381
protocol-specific issues, 347–348

DNS, 349–352
FTP, 352–353
ICMP, 348
routing protocols, 354
SMTP, 354
SNMP, 354
traceroute, 354–355

role in scaling enterprise networks, 338
security weaknesses, 347
TCP load distribution, 343
translated timeout, 337
troubleshooting, 386–387

native packet capture, 741
NAT-PT (Network Address Translation-Protocol 

Translation), 720
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ND (Neighbor Discovery), 675–676, 681–685
address resolution, 680–681
default router selection, 684
duplicate router selection, 685
NA (neighbor advertisement), 679
neighbor unreachability detection, 681–683
next-hop discovery, 680
NS (neighbor solicitation), 679
RA (router advertisement), 677–678
Redirect messages, 680
RS (router solicitation), 677

necessity of BGP-4, 75, 77
negation, regular expressions, 817
Neighbor 2 messages (DVMRP), format, 451
Neighbor Acquisition messages (EGP), 19–20
Neighbor Acquisition Protocol (EGP), 9–11
neighbor activate command, 617
Neighbor Address field (DVMRP Probe 

messages), 448
neighbor default-originate command, 166
neighbor description command, 204–205
neighbor discovery, 442
neighbor distribute-list command, 167, 198, 224
neighbor ebgp-multihop command, 184
neighbor maximum-prefix command, 206
neighbor next-hop-self command, 290–292
Neighbor Reachability messages (EGP), 21
Neighbor Reachability Protocol (EGP), 11–13
neighbor remove-private-AS command, 286
neighbor shutdown command, 208
neighbor state (DVMRP)

in Cisco IOS DVMRP implementation, 600
RPF peers, 607

neighbor table (EGP), interpreting, 39, 41
neighbor unreachability detection, ND protocol, 

681–683
neighbor version command, 206
neighbors (BGP)

connections, resetting, 209–211
displaying information, 805–812
peer groups, 265–266, 269

NetFlow switching, 757–765
network labs, 791–792

network management
CiscoWorks, 733
SNMP, 731

agents, 731–732
community strings, 731
get requests, 731
manager, 731–732
traps, 732–733

Network Reachability Protocol (EGP), 13–18
network service providers, 64
Network Summary LSAs, flooding outside MOSPF 

areas, 456
networks

directly connected, 235
applying external metric, 246–252

robustness, 782
HSRP, 783–790

Next Header field (IPv6 header), 668
NEXT_HOP attribute (BGP), 102, 104, 705
next-hop discovery, 680
next-hop-self, 104
next-level providers, 6bone, 648
NICs (network interface cards)

multicast group members, 401
Token Ring, identifying functional 

addresses, 404
NLA registries, 657
NLAIDs (next-level aggregation identifiers), 657
NLRI (Network Layer Reachability Information)

AFI, 606
BGP-4, 705–707
Sub-AFI, 606

no ip mroute-cache command, 533
NO_ADVERTISE community attribute, 273–274
NO_EXPORT community attribute, 270–273
node addresses, 675–676

IPv6, 666
nonmember sources (CBT), 467
Notification messages (BGP), 95

fields, 136
TLV format, 612–613

NS (neighbor solicitation)
ND, 679
packets, 676

NSF, RA (Routing Arbiter) project, 66
NTP (Network Time Protocol), 750–751

configuring, 751–755
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O
octets, compacting, 650
OG (outside global) addresses, 334
OL (outside local) addresses, 334
Old Host Present Timer, 416
one-to-many applications, 398
Open messages (BGP), 93

fields, 132
OpenSConfirm state (BGP), 98
OpenSent state (BGP), 97
Option Length field (CBT Hello messages), 470
Option Type field (CBT Hello messages), 470
Option Value field (CBT Hello messages), 470
optional characters in regular expressions, 818
optional nontransitive attributes (BGP), 98, 606

CLUSTER_LIST, 110
ORIGINATOR_ID, 110

optional transitive attributes (BGP), 98
AGGREGATOR, 107–109
COMMUNITY, 109
MULTI_EXIT_DISC, 106

Options header (IPv6), 670
ORIGIN attribute (BGP), 99
Originating Router field (CBT JOIN_REQUEST 

messages), 470
ORIGINATOR_ID attribute (BGP), 110

applying to route reflectors, 129
origins of EGP, 5–6
oscillations, 115
OSPF (Open Shortest Path First), multicast 

extensions, 460
Extended Options field format, 462
Extended Router LSA format, 461
Group Membership LSA format, 460

OSPFv2, 697–704
addressing semantics, 698
authentication, 701
IPv6, 697–704
link-local addresses, 701
links, 698

multiple process handling, 699–701
LSAs, 701–704

flooding scope, 699
Other Querier Present Interval, 414
outbound policies, implementing, 216–217
overloading, 379

P
packet forwarding, DVMRP, 444–445
Packet Too Big messages (ICMPv6), 675, 690
packets

capturing, 741
CGMP, 422

fields, 427
format, 426–427

fragmentation, 346
headers, checksums, 346
ICMPv6, 674–675
IP multicast

capturing, 547
disabling fast switching, 533

IPv6, 649
headers, 667–672

multicast storms, 428
Parameter Problem messages (ICMPv6), 675
parameters of BGP routes, administrative 

weight, 110
parent interface, 464
passive gateways, EGP, 10
passive opens, 352
PAT (Port Address Translation), 342, 379–381
path attributes (BGP), 90, 98

AGGREGATOR, 107, 109
AS_PATH, 100–101

AS_SET, 111–113
ATOMIC_AGGREGATE, 107–109
CLUSTER_LIST, 110
COMMUNITY, 109
LOCAL_PREF, 105
MULTI_EXIT_DISC, 106
NEXT_HOP, 102–104
ORIGIN, 99
ORIGINATOR_ID, 110

path discovery, 690–691
path vector routing protocols, 90
Payload Length field (IPv6 header), 667
peering, 123, 265–266, 269

BGP, 88–89, 93
connections, managing, 204–208
connections, resetting, 209–211
displaying group statistics, 269
during neighbor authentication, 205
large-scale, 123–125, 129–131
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route reflectors, 300–307
soft reconfiguration, 210

MDSP, configuring, 633–634
RPF flooding, 607

peering agreements, 67
penalties for unstable routes, 116, 261–264
per-destination balancing, 569
performance

change management, 729–730
fault management, 766–768

thresholds, 767
logging, 744–747

syslog, 748–750
SLAs (Service Level Agreements), 728

performance management, 769
per-hop behavior (PHB), 715
Perl, 766
permanent multicast groups, 400

well-known addresses, 401
per-packet load balancing, 569
PHB (per-hop behavior), 715
physical links between ASs, 79
PIM (Protocol Independent Multicast), 473–475

IPv6 multicast routing, 712–714
PMBR (PIM Multicast Border Router), 602
shortest-path trees, 478
sparse-dense mode, configuring, 559– 562
tunneling between routers, 595–598

PIM-DM (Protocol Independent Multicast-Dense 
Mode), 475–481

(*, G) entry, 535–536
configuring, 533–541
DRs, 484
flood-and-prune mechanism, 481
PIM forwarder election, 484–487
prune overrides, 481–483
RPF checks, 536
unicast route changes, 484

PIM-SM (Protocol Independent Multicast-Sparse 
Mode), 487–488

Auto-RP, 491
configuring, 551–558

bootstrap protocol, 489–491
configuring, 562–567

configuring, 542–558
mapping agents, holdtime, 555
routing between domains, 603–604

RPs (rendezvous points), 489–491
static configuration, 542–548

shared trees, 492–495
source registration, 498–501
SPTs, 502–506

PIMv2 bootstrap, hash-mask, 567
plus sign (+) in regular expressions, 818
PMBR (PIM Multicast Border Router), 602
point-to-point interfaces, Cisco IOS DVMRP 

implementation, 600
policies

change management, 729–730
escalation procedures, 730
routing, enforcing, 77
updating, 730

Policy Routes, 208
Poll messages (EGP), 15, 21
POP (Point of Presence), 64
portability, CIDR, 72–73
portable address space, 75
Preference field (CBT Hello messages), 469
preferred addresses, 678

feasible routes, 114
IPv6, 689

Preferred Lifetime, 678
Prefix Count field (Candidate-RP-Advertisement 

messages), 517
prefixes (IP addresses), text representation, 651
prepending the AS_PATH, 252–256
preventing DoS attacks, 771–772
primary DNS servers, 350
Priority field (Candidate-RP-Advertisement 

messages), 517
private AS numbers, 284–286. See also 

confederations
private links, backdoor routes, 236–241
private peering, 67
Probes (DVMRP), 442

in Cisco IOS DMVRP implementation, 599
message format, 446–447

production networks, lab testing, 791–792
programming languages, Perl, 766
promiscuous packet capture, 741
Prune messages, 432

DVMRP
format, 449
Cisco IOS implementation, 600
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lifetime, 444–445
PIMv2, 511, 513

pseudo transit providers, 6bone, 648
PTR (Pointer) records, 350
public topology, aggregatable addresses, 654

Q
QoS (quality of service)

IPv6, 714
SLAs (Service Level Agreements), 728

queries
IGMP, rules for, 536–540
Max Response Time, 412

question mark (?) in regular expressions, 818
QUIT_NOTIFICATION messages (CBT), 464, 

471–472

R
RA (Router Advertisement) packets, 676–678
RA (Routing Arbiter) project, 66
RADIUS (Remote Dial-In User Service), 780
reachability

BGP attributes, 705–708
maintaining during ISP migration, 339
NLRI, 606

Redirect messages, 680
Redirect packets, 676
redistribute command, 156
redistribution (BGP), 159
redundant systems, 79, 766–768
regional IP registries, 69
regional service providers, 64
Register messages (PIMv2), 510
Register Stop messages (PIMv2), 510
regular expressions, 219 

alternation, 817
boundaries, 818
bracketing, 816
carets (^), 817
delineation, 816
literals and metacharacters, 815
negation, 817
optional characters, 818

repetition, 818
wildcards, 817

remote access, SSH, 780–782
repetition in regular expressions, 818
replicated unicast, 396
report messages, 409–410

Route Report Interval, 443
requirements

for IP multicast, 398–399
IPv6 node addresses, 666

Reserved field (CGMP packets), 427
reserved field (aggregatable global addresses), 656
reserved multicast addresses, 401, 821–829
resetting

BGP connections, 209–211
BGP sessions, 154

reuse limit, 261
flapping routes, 116

reverse lookups, 351
reverse path broadcasting (RPB), 430
reverse path forwarding (RPF), 430
reverse path multicast (RPM), 430
RFC 827, scalability of ARPANET, 5
RFCs relating to IPv6, 646
RIB (Routing Information Base), 113–115
RIPE (Resèaux IP Europèens), 69
RIPng (RIP next generation), 691–697

global commands, 694
interface subcommands, 694–695
IPv6, 691–695
routing process, enabling, 693

RMON, 740
router configuration, 741–743

robustness, 782
HSRP, 783–790

configuring, 785–789
MHSRP, configuring, 789–790

Rosen, Eric, 5
route aggregation, 56, 61

asymmetric traffic patterns, 64
CIDR, 56
precision of, 61

route dampening, 115–116, 261–264
route dependencies, 443
route expiration time, 443
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route filters (BGP), 216–219
community lists, 276
filtering by AS_PATH, 219–222
filtering by NLRI, 211, 214
filtering with route maps, 224–226
outbound, implementing, 216–217

route maps, 194
applying, 224–226
AS_PATH prepending, 252–256
filtering routes 

AS_PATH as criteria, 219–222
LOCAL_PREF as criteria, 241–245
MULTI_EXIT_DISC as criteria, 246–252
NLRI as criteria, 211, 214
route tagging, 256–260

multiple routes to same destination, 226–234
multiple routes to same destination learned from 

different routing protocols, 234–241
route tagging, 256–260

route oscillation, 115
route reflectors

clusters, 125
configuring, 300–307
large-scale BGP peering management, 

124–125, 129
Route Report Interval, 443
Route Report Messages, format, 448
route servers, 66
route tagging, 256–260
router IDs, assigning to BGP routers, 154
Router LSAs, 461
routers

ABRs, 456–457
ASBRs (Autonomous System Boundary 

Routers), 459
configuring as C-RP, 551
default router selection (ND), 684
default-free zone, 654
DRs

CBT, 465–466
PIM-DM, relationship to IGMP querier, 

537–541
duplicate router selection (ND), 685
DVMRP, 598–600
enabling IPv6 capability, 673–674
inter-area multicast forwarders, 457
logging, 744–747

management
change management, 729–730
CiscoWorks, 733–739
escalation procedures, 730
policies, updating, 730
SLAs (Service Level Agreements), 728

NTP, configuring, 751–755
PIM

rules for, 536–537
tunneling, 595–598

PMBR (PIM Multicast Border Router), 602
POPs, 64
querying, 579
RMON, configuring, 741–743
syslog, configuring, 749–750

routes
administrative weight, 110
aggregate, AS_SET attribute, 111–113
BGP

selection process, 114
tie-breaking, 114–115

routing
BGP-4 multiprotocol extensions, 704–708
IPv6, 690–697
OSPFv2, 697–704

Routing header (IPv6), 671
routing loops, detecting, 91
routing policies, 77, 208–209

enforcing, 77
filtering routes 

by AS_PATH, 219–222
by NLRI, 211–219

misconfiguration, ramifications of, 209
mutual redistribution, 215–218
outbound, implementing, 216–217
route maps, 224–226
soft reconfiguration, 210–211

routing protocols
BGP

assessing need for, 75–77
decision-making process, 113–115
equal cost paths to destination, 92
FSM, 95–98
Keepalive message, 94
load balancing, 88
Notification message, 95
Open message, 93
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path attributes, 90, 98
peering, 88–89, 93
tie-breaking process, 114–115
Update message, 94

classless, 57–60
EGP

operation, 7
topology, 7–8

NAT translation, 354
path vector, 90
summarization, 61

routing tables
BGP

directly-connected links, 119
invalid routes, 217

DVMRP, 443
unicast, 536

RP Count field (PIMv2 Bootstrap messages), 515
RP Holdtime field (PIMv2 Bootstrap messages), 515
RP Priority field (PIMv2 Bootstrap messages), 515
RPB (reverse path broadcasting), 430
RPF (reverse path forwarding)

DVMRP, 444
failover, example, 553
peer RPF flooding, 607
PIM-DM, 536

RPM (reverse path multicast), 430
RPng, RTEs (route table entries), 692
RPs (rendezvous points), 489–491

groups, assigning, 549–550
hash function, 491
mapping agents, 491
mapping to multicast group, 627–632
PIM-SM, Auto-RP, 551–558
static configuration, 542–550

troubleshooting, 551
RPTs (rendezvous point trees), 478
RRs (resource records), 350
RS (Router Solicitation) packets, 676–677
RSA Data Security, Inc., 206
RTEs (route table entries), RIPng, 692
rules

for IGMP queries, 540
for PIM-DM, 536–537
for synchronization, 120–123

S
SA requests/responses, 609

filtering, 623
scalability

ARPANET, 5
IPv6, 644
of enterprise networks, role of NAT, 338
of explicit joins, 435
of Internet, 55–56
shared trees, 437

scoping, 395, 437
administrative, 594–595
multicast addresses

administrative scoping, 440
IPv6, 664, 708
relative addresses, 829
TTL, 438–439, 593

scripts, Perl, 765
SDR (Session Description Protocol), 405
secondary DNS servers, 350
secure hash, 206
security

authentication, OSFPv2, 701
encryption, 770
ESP (Encapsulating Security Payload

IPv6, 672
management, 769

controlling interactive access, 770–771
DoS attacks, preventing, 771–772
passwords, 770
RADIUS, 780
SSH, 780–782
TACACS+, 773–779

NAT, weaknesses in, 347
selection process

BGP best routes, 114
PIM-DM forwarders, 484–485
routes with specified community attributes, 

280–282
semantics, OSPFv2 addressing, 698
sequence number, EGP messages, 10
server management processes, designing for, 782
service distribution, case study, 383–385
Service Level Agreements, 728

Service Level Agreements  941

78700892.book  Page 941  Tuesday, March 20, 2001  3:33 PM



sessions, BGP
clearing, 154
configuring, 149–152

set as-path prepend command, 254
set as-path tag command, 259
set automatic-tag command, 260
set comm-list delete command, 283
set gmrp enable command, 422
set igmp enable command, 422
set local-preference command, 241
sets (SNMP), 731
shared trees, 435–437

PIM-SM, 492–495
scalability, 437

shortage of IP addresses, 71, 649
shortcomings of EGP, 26
shortest-path trees, 478
show ip bgp command, 91, 274
show ip bgp community no-export command, 

190, 203
show ip bgp community-list command, 280
show ip bgp dampened-paths command, 263
show ip bgp flap-statistics command, 263
show ip bgp ipv4 command, 616
show ip bgp neighbors command, 151, 185, 

805–812
show ip bgp peer-groups command, 269
show ip egp command, 34–35, 39
show ip igmp group command, 479
show ip igmp groups command, 413
show ip igmp interface command, 540
show ip mdsp peer command, 620
show ip nat statistics command, 387
show ip pim bsr-router command, 564
show ip pim interface command, 546
show ip pim neighbor command, 477
show ip pim rp command, 554, 556
show ip pim rp-hash command, 558
show ip pim sp-hash command, 567
show ip route command, 92
show ipv6 interface command, 674
single-homed autonomous systems, 78–79
site renumbering, IPv6, 689–690
site topology, aggregatable addresses, 654
site-level aggregation identifier (SLAID), 657
site-level providers, 6bone, 648
site-local addresses, 660

SLAID (site-level aggregation identifier), 657
SLAs (Service Level Agreements), 728
SMTP, NAT translation, 354
SNMP (Simple Network Management 

Protocol), 731
agent, 731–732
community strings, 731
get requests, 731
management station, specifying address, 734
manager, 731–732
messages, 731
NAT translation, 354
RMON, 740
router management, 733–737
traffic, effect on network performance, 732
trap messages, 732–733

snmp-server command, 733
snmp-server community command, 734
SOA (Start-of-Authority) records, 350
sockets, 342
soft reconfiguration, 210–211
solicited-node addresses, 665
Source Active Request TLV format, 610
Source Active Response TLV format, 611
Source Active TLV format, 609
Source Address field (IPv6 header), 668
source nodes (IPv6), MTU path discovery, 671
source registration, PIM-SM, 498–501
source-based trees, 435–437
sparse mode (PIM), 487

Auto-RP, 491
bootstrap protocol, 489–491, 562–567
configuring, 542
mapping agent, holdtime, 555
RPs, 489–491

static configuration, 542–548
shared trees, 492–495
source registration, 498–501
SPTs, 502–506

sparse-dense mode, configuring, 559–562
speakers (BGP), configuring router ID, 155
special format addresses, IPv6, 658

embedded IPv4 addresses, 659
loopback, 658
unspecified, 658

specifications of IPv6, 646
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specifying management station address 
(SNMP), 734

SPTs (shortest-path trees), PIM-SIM, 502–503, 
505–506

SSH (Secure Shell), 780–782
standard community lists, 279–281
standards, IPv6, 646
stateful autoconfiguration (IPv6), 688
stateless autoconfiguration (IPv6), 676, 685–688
static address translation table entries (NAT), 336
static configuration

NAT, case study, 356–364
RPs, 542–551

static mroutes, 573–575
static routes

BGP, aggregation, 186
Cisco Policy Routes, 208
EBGP multihop configuration, 183–184

statistics, displaying
BGP neighbors, 805–812
NAT, 387

structure of IPv6 addresses, 654
aggregatable global address format, 654–657
anycast addresses, 660
local-use addresses, 659–660
multicast addresses, 662–665
required node addresses, 666
site-local addresses, 660
special-format addresses, 658

stub gateways (EGP), configuring, 27–31
Sub-AFI, 606
Subnet-Router anycast addresses, 661
subnets, leaf networks, 430
subscribers, 73
summarization, 56, 61

asymmetric traffic patterns, 64
case study, 185–204
CIDR, 56
precision of, 61

suppressing
BGP routes, 261–264
flapping routes, 116
suppress limit, 261

switched multicast traffic, controlling, 421–422
switches (Catalyst), CAM table, 421–423

synchronization, 120
disabling, 121–122
IBGP/IGP, 117–123
NTP, 750–755

syntax, timers egp command, 15
syslog, 748–750

T
table-map command, 260
TACACS+, 773–779
tagging routes, 256–260
Target Router field (CBT JOIN_REQUEST 

messages), 470
TCP load distribution, 343
testing before implementation, labs, 791–792
text representation, IP address prefixes, 651
thresholds (MIBs), 768
tie-breaking process, BGP routes, 114–115
Time Exceeded messages (ICMPv6), 675
time synchronization, NTP (Network Time 

Protocol), 750–755
timers

DVMRP, Graft Retransmission timer, 445
Old Host Present Timer, 416

timers bgp command, 93, 208
timers egp command, 11, 14–15
TLAID (top-level aggregation identifiers), 656
TLV (Type/Length/Value) formats (MSDP)

Keepalive TLV, 612
Notification TLVs, 612
Source Active Request TLV, 610
Source Active Response TLV, 611
Source Active TLV, 609

Token Ring
functional addresses, 403
MAC addresses, 403
multicast addresses, 403–404

top-level aggregation identifiers (TLAID), 656
top-level providers, 6bone, 648
topologies

BGP
multi-homing to multiple AS, 84–87
multi-homing to single AS, 80–84
single-homed autonomous system, 78–79
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EGP, 7–8
convergence, 41–43

full-mesh, MSDP, 624–626
multicast routing, 431

trace command, 354
traceroute, NAT translation, 354–355
traffic

asymmetric, 64
BGP

inbound soft reconfiguration, 210–211
load balancing, 88

IP accounting, 756–757
NetFlow switching, 757–765

load balancing, 381
per-packet, 569

load distribution, NAT-based, 343
multicast

behavior, analyzing, 580, 582
load sharing, 568–575

over backdoor routes, 236–241
SNMP, effect on network performance, 732
switched multicast, controlling, 421–422

transient addresses, 662–663
transient join state, 464
transient multicast groups, 401
transit AS traffic, configuring IBGP without an IGP, 

168–174
transitioning IPv4 to IPv6, 715

DNS, 716
dual stacks, 715
NAT-PT, 720
tunneling, 717–719

translation timeout, 337
trap messages, 732–733
troubleshooting

CIDR, 72–73
EGP, 39

convergence, 41–43
interpreting neighbor table, 39–41

escalation procedures, 730
IBGP, 183
IP multicast, 576

command summary, 576
mrinfo command, 577–579
mstat command, 580–584
mtrace command, 580–583

loss of routing precision, 63–64
NAT, 386–387
static RP configuration, 551

TRPB (truncated reverse path broadcast), 430
truncated reverse path broadcast (TRPB), 430
TTL (time-to-live)

EGP messages, 7
scoping, 438–439, 593

implementing, 439
IPv6 multicast addresses, 664

tunneling
between DVMRP routers, 600
between loopback interfaces, 569–572
between PIM routers, 595–598
IPv6 in IPv4, 717–719

tuples, 342
turning off automatic summarization

BGP, 157
EIGRP, 158

tutorial, regular expressions, 818–819
Type codes, BGP attributes, 135
Type field

CBT messages, 468
CGMP packets, 427
DVRMP messages, 445
GMP messages, 417

U
underscore (_) in regular expressions, 818
unicast routing, 395

aggregatable global addresses
format, 654–655
FP, 656
interface identifier, 657
reserved field, 656
SLAID, 657
TLAID, 656

replicated unicast, 396
routing table, example, 536

UNIX syslog, 748–750
unreachable addresses from ISP migration, 339
unspecified addresses, IPv6, 658
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Update messages
BGP, 15, 94

fields, 133–135
EGP, 22–24
RIPng, 692

updating policies, 730
upstream interfaces, 428
USA (Unicast Source Address), 422–426
USA field, CGMP packets, 427
UUCast, 399

V
Valid Lifetime, 678
vendor support, IPv6, 647
Version field

CBT messages, 468
CGMP packets, 427
IPv6 header, 667
RIPng messages, 692

Vertex Type field (Group Membership LSAs), 461
viewing

BGP neighbor information, 805–812
BGP peer group statistics, 269
group-to-rp mappings, 556–557
MDSP session status, 620
NAT statistics, 387

VLANs (virtual LANs), 419
VPNs (Virtual Private Networks), IPSec 

encryption, 347
vulnerabilities of NAT security, 347

W-X-Y-Z
weight. See administrative weight
well-known attributes (BGP)

discretionary, 98
ATOMIC_AGGREGATE, 107–109
LOCAL_PREF, 105

mandatory (BGP), 98
AS_PATH, 100–101
NEXT_HOP, 102–104
ORIGIN, 99

well-known multicast addresses, 663–664
reserved addresses, 401

well-known path attributes, 98
wildcard multicast receiver, 458–459
wildcards, regular expressions, 817

zeros in IP addresses, compacting, 650
zone transfers, 350
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