CCNA Wireless Official Exam Certification Guide

First Edition

Copyright © 2008 Cisco Systems, Inc.

ISBN-10: 1-58720-211-5

ISBN-13: 978-1-58720-211-7

Warning and Disclaimer

Every effort has been made to make this book as complete and as accurate as possible, but no warranty or fitness is implied. The information provided is on an "as is" basis. The author and the publisher shall have neither liability nor responsibility to any person or entity with respect to any loss or damages arising from the information contained in this book or from the use of the CD or programs accompanying it.

When reviewing corrections, always check the print number of your book. Corrections are made to printed books with each subsequent printing.

First Printing: October 2008

Corrections for all Printings – Chapter 16 through Chapter 19
	296
	Chapter 16, Question 2, answer b

Reads:

b.
WPA/WPA2/CCKM
	Should read:

b.
WPA/WPA2 Enterprise

	307
	Chapter 16, Table 16-2, First line

Reads:

Scan different channels
No
Yes
	Should read:

Scan different channels
Yes
Yes


	310
	Chapter 16, Configuring a Profile, first paragraph, second sentence

Reads:

The ADU did this because the Windows client was associated with it before the ADU was even installed.
	Should read:

The ADU did this because the WLAN allowed open authentication without any need for RADIUS authentication afterwards.

	313
	Chapter 16, WPA/WPA2/CCKM Profiles, second sentence

Reads:

This method performs encryption with a rotated encryption key and authentication with 802.1x.
	Should read:

This method performs encryption with a rotated encryption key and RADIUS-based authentication similar to 802.1X, but the encryption types will be either WPA-TKIP or AES.

	322
	Chapter 16, SSCAU  Overview, after second bullet point, insert the following
	Insert:

· Via an MSI that will also install the Cisco SSC
This section leaves out several pieces of information the student may need.

· What kind of profiles are users allowed to create with the SSC?

· What kind of profiles are admins allowed to create with the admin utility? An example of how the tool is used should be shown for visual reference.

· If an administrator uses the administration utility to build a profile, can a client make changes to it?

· Once you’ve bought the non-expiring wireless license, how do you deploy it to the user?

	332
	Chapter 17, Management Frame Protection, sixth paragraph

Delete and replace
	Replace with:

To enable Client MFP you must then open the properties for the individual WLANs that will support Client MFP.  Navigate to WLANs> WLAN_name> Advanced tab and use the MFP Client Protection drop down menu to select either Optional or Required, depending on how you want the service to run.

	336
	Chapter 17, Note box

Delete
	Do not replace

	338
	Chapter 17, first paragraph after bullet points, first sentence

Reads:

When you use digital certificates, you have a CA certificate and a server certificate that is issued by the CA.
	Should read:

When you use digital certificates, you have a CA certificate, a server certificate, and possibly a client certificate that is issued by the CA.

	339
	Chapter 17, Numbers 4, 5, 6, 7, 8, 9, and 10

Delete and replace
	Replace with:

4.
The client sends a challenge for the RADIUS server, which is forwarded by the access point.

5.  The RADIUS server responds to the challenge, validating its identity, and the response is forwarded to the client by the access point.

6.  During the communication, the client and the RADIUS server derive unique session keys.

7.
The RADIUS server sends an access success message back to the AP, along with a session encryption key.

8.
The AP keeps the session encryption key to use between the client and itself.

9.
The AP exchanges random numbers (nonces) with the client, which are then combined with the session encryption key at both client and AP, finalizing the actual session encryption key to be used.  Using the finalized session key, the AP forwards its broadcast/multicast encryption key, to the client.

10.
The client and AP can use the session encryption keys to encrypt traffic.

	347
	Chapter 17, Last paragraph under WPA Overview, after Figure 17-16

Delete and replace
	Replace with:

To configure WPA, set the Layer 2 security method by choosing WLANs > Edit. Then select the Security tab and choose WPA+WPA2 from the drop-down, as shown in Figure 17-17. To allow WPA check the WPA Policy check box.  This will automatically enable support for TKIP with a WPA-style handshake, though AES can optionally be used.

	347
	Chapter 17, WPA2 Overview, first paragraph, first and second sentences

Reads:

WPA2, as its name implies, is the second attempt at WPA. WPA was not designed to be just a firmware upgrade; instead, you might need hardware to use it.
	Should read:

WPA2, as its name implies, is the second generation of WPA. WPA was designed to be implemented through a firmware upgrade but WPA2 has more stringent hardware requirements.

	348
	Chapter 17, last paragraph, first sentence

Reads:

To configure WPA2, from the WLANs > Edit page, select WPA2 Policy option.
	Should read:

To configure WPA2, from the WLANs > Edit page, select WPA+WPA2 from the layer 2 security policy drop down menu, then the WPA2 Policy option.

	356
	Chapter 18, Question 16, answer c

Reads:

c.
Use the Audit Config page.
	Should read:

c.
Use the Audit tool.




	358
	Chapter 18, Introduction to the WCS, first paragraph after first set of bullet points, second sentence

Reads: Licensing enables single-server deployments of up to 500 APs to 2500 APs being supported.
	Should read:

Licensing enables single-server deployments of up to 3000 APs being supported.

	359
	Chapter 18, Table 18-2, line 3 through 12

Reads:

1315
Java
1299
Java

6789
—
8009
Java 
8456
Java

8005
—
69
TFTP
21
FTP
162
SNMP traps
8457
—
	Should read:

1315
Solid SQL Database

1299
Java – Remote Method Invocation (RMI)

6789
—
8009
Java – Web Container

8456
Java – HTTP Connector

8005
—
69
TFTP
21
FTP
162
SNMP traps
8457
HTTP Connector Redirect

	364
	Chapter 18, second paragraph, fifth sentence

Reads:

Select a controller and then, using the drop-down, choose Audit Now and click Go.
	Should read:

Select a controller and then, using the Administrative Commands drop-down, choose Audit Now and click Go.

	365
	Chapter 18, Step 5 of Working with Templates

Delete and replace 
	Replace with:

Step 5.
Configure the template’s options.

Step 6. 
Click Save.


	383
	Chapter 19, Question 5

Reads:

5.
Which protocols are used to upgrade a controller? (Choose two.)
	Should read:

5.
Which protocols are used to upgrade a controller?

	391
	Chapter 19, Step 6, second sentence

Reads:

WCS downloads the software to the controller, and the controller writes the code to flash RAM.
	Should read:

WCS downloads the software to the controller, and the controller writes the code to RAM first, and then to flash.

	391
	Chapter 19, Upgrading an AP, first paragraph, last sentence

Reads:

Remember that after upgrading the software on the controller, the APs automatically upgrade their software as well, but only 20 APs can upgrade at any given time.
	Should read:

Remember that after upgrading the software on the controller, the APs automatically upgrade their software as well, but only 10 APs can upgrade at any given time.

	394
	Chapter 19, third paragraph

Delete and replace fourth and fifth sentences
	Replace with:

Also, the show running-config command can be copied and pasted into notepad, edited (if you wish), and then pasted back to host if you want to make changes to the config.  It’s important to note the difference between this command and the show run-config command, because they produce very different output. show running-config displays the contents of the configuration line by line. show run-config provides information about the state of the system. show run-config can not be pasted to host.


	398
	Chapter 19, Resetting the Controller to the Defaults, third sentence

Reads:

The controller needs to reboot for this to occur, because the configuration is not only stored in NVRAM, but it is also active in RAM and is cleared only with a reboot.
	Should read:

The controller needs to reboot for this to occur, because the configuration is not only stored in NVRAM, but it is also active in RAM and is cleared only with a reboot; resetting the controller to factory defaults erases the startup config file but not the running config, so rebooting the server without saving changes is required to complete the job.
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