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Warning and Disclaimer

Every effort has been made to make this book as complete and as accurate as possible, but no warranty or fitness is implied. The information provided is on an "as is" basis. The author and the publisher shall have neither liability nor responsibility to any person or entity with respect to any loss or damages arising from the information contained in this book or from the use of the CD or programs accompanying it.

When reviewing corrections, always check the print number of your book. Corrections are made to printed books with each subsequent printing.
First Printing:  December 2013
Corrections for March 18, 2016
	Pg
	Error – Third Printing
	Correction

	313
	Chapter 8, Second Paragraph, Fourth Sentence

Reads:

With that service installed, the exploit would not be possible.
	Should read:

Without that service installed, the exploit would not be possible.

	319
	Chapter 8, Sixth Bullet Point

Reads:

· URL encoding: Used by an attacker to execute an invalid application require via an HTTP request (for example, www.knowthetrade.com%2fmalicious.js%22%3e%3c%2fscript%3e).
	Should read:

· URL encoding: Used by an attacker to execute an invalid command via an HTTP request (for example, www.knowthetrade.com%2fmalicious.js%22%3e%3c%2fscript%3e).


Corrections for April 9, 2014
	Pg
	Error
	Correction

	248
	Chapter 6, Question 10, Answers A and D

Reads:

a.  It is a Linux redirector.

d.  It is a Windows redirector
	Should read:

a.  It is a virus.

d.  It is a redirector. Remediation link – Covert communication

	CD Page 17
	Appendix A, Answers to Review Questions, Chapter 6, Question 10
Reads:

10. D. Datapipe is a Linux redirector. It can be used for port redirections. This form of tool is useful when certain ports are blocked at the firewall.  Answer B is incorrect because it is not a remote-control Trojan. Answer C is incorrect because it does not report open processed. Answer D is incorrect because it is not a Windows redirecting program; it is used for Linux and UNIX systems.
	Should read:
10. D. Datapipe is a Linux redirector. It can be used for port redirections. This form of tool is useful when certain ports are blocked at the firewall.  Answer A is incorrect because it is not a virus. Answer B is incorrect because it is not a remote-control Trojan. Answer C is incorrect because, as it does not report open processed. 
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