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Corrections for January 23, 2024

	Pg
	Error – First Printing
	Correction

	396
	Key Length, third paragraph last line reads:
Obviously, 128-bit RC4 encryption is 3 × 1026 times stronger than 40-bit RC4 encryption.
	Should read:
Obviously, 128-bit RC4 encryption is 3 x 10^26 times stronger than 40-bit RC4 encryption.


Corrections for January 16, 2023
	Pg
	Error – First Printing
	Correction

	312
	Chapter 13, Question 3 reads:  

3. Which hard disk resilience mechanism uses two hard disks to provide redundancy and copies everything to both hard disks?

	Should read: 
3. Which hard disk resilience mechanism uses two hard disks to provide redundancy and stripes everything to both hard disks?



Corrections for November 11, 2022

	Pg
	Error – First Printing
	Correction

	757
	Chapter 27, Do I Know This Already, question 6 reads: 

6. What Diamond Model places the basic components of malicious activity at one of the four points on a diamond shape? What are the four points?
(Choose two.)
a. Malware and infection vectors
b. Personas and biometrics
c. Adversary and infrastructure
d. Capability and victim
	Should read: 

6. The Diamond Model places the basic components of malicious activity at one of the four points on a diamond shape. What are the four points?  (Choose two)

a. Malware and infection vectors
b. Personas and biometrics
c. Adversary and infrastructure
d. Capability and victim


Corrections for October 3, 2022

	Pg
	Error – First Printing
	Correction

	1023
	Chapter 1, Do I Know This Already, question 6 reads: 
6. B. Pharming is a social engineering technique where an attacker incorporates malicious ads on trusted websites, which results in users’ browsers being inadvertently redirected to sites hosting malware.
	Should read: 

6. A. Malvertising is a social engineering technique where an attacker incorporates malicious ads on trusted websites, which results in users’ browsers being inadvertently redirected to sites hosting malware.


Corrections for Sept 26, 2022

	Pg
	Error – First Printing
	Correction

	1047
	Chapter 16, Answer 2. reads

2. D. Cryptographic hash functions have many information-security applications, notably in digital signatures, message authentication codes (MACs), and other forms of authentication.
	Should read: 

2. B. Cryptographic hash functions have many information-security applications, notably in digital signatures, message authentication codes (MACs), and other forms of authentication.



Corrections for April 18, 2022

	Pg
	Error – First Printing
	Correction

	337
	Chapter 14, question no. 7 reads 

7. Today’s surveillance systems are cable of using technology to perform all of the

tasks listed here except for which of the following?

	Should read: 

7. Today’s surveillance systems are capable of using technology to perform all of the

tasks listed here except for which of the following?
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