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Host Intrusion Prevention System and the Cisco Security Agent

Host intrusion prevention through the use of the CSA provides threat protection for server and desktop hosts by using rules that control operating system, application, and network stack behavior. It identifies and prevents malicious behavior, thereby eliminating known and unknown security risks. 

Host IPS consists of two components:

· CSA Software

· CSA Management Console (MC)

The following sections describe both major components of host IPS.

CSA Software

The CSA provides host IPS, distributed firewall capabilities, malicious mobile code protection, operating system integrity assurance, and audit log consolidation, all within a single product. It monitors processor control, limits activity such as buffer overflows and Registry updates, writes to the system directory, and launches installation programs. 

CSA policy enforcement is through analyzing behavior instead of relying on signature matching. Therefore, it mitigates both known and unknown or "day-zero" attacks. In a day-zero attack, a worm or virus generally overflows a buffer, writes to the Registry, or writes to the system directory. Mitigating day-zero attacks means that the first day a new attack hits the Internet, hosts and servers are protected because host IPS software stops the behavior that infects the host or server.

CSA's mitigation capability on attacks results from the fact that it resides next to the operating system kernel and so has application visibility. All system calls to file, network, and configuration resources are intercepted by one of CSA's four interceptors: 

· File system

· Network

· Configuration

· Execution space

When an application needs access to a system resource, it makes an operating system call to the kernel. CSA intercepts these operating system calls and compares them to the cached security policy. If the request does not violate the policy, it is then passed to the kernel for execution.

If the request does violate the policy, CSA takes the following actions:

1. The request is blocked and not passed to the kernel.

2. An appropriate error message is passed back to the application.

3. An alert is generated and sent to the CSA MC.
Management Center for CSA 

The Management Center for CSA, or  XE "IDS management console (MC)" CSA MC, is the platform that provides a single GUI management interface for the administrator. All agents report to this platform, and it is used to configure, log, and display alerts that are generated by the agents. 

CSA MC is available through the CiscoWorks VPN/Security Management Solution (VMS). You can find more detailed information about the Cisco Secure Intrusion Detection System MC at  XE "security:perimiter security:Cisco Secure IDS;perimeter security:Cisco Secure IDS;Cisco Secure IDS;Secure IDS" Cisco.com by searching for "CSA."

Selecting the Right Product

The XE "security:perimiter security:products;perimeter security:products"  products that are used and the complexity of the design that is implemented to secure any network perimeter will likely differ from one network to another, because each design can be influenced to varying degrees by numerous different factors. Just a few of the factors that can influence a design are

· Budget

· Security required

· Services offered

· Remote access

· User numbers

· Cost-effectiveness

· Management

· Connectivity required

Regardless of which products are used within a particular perimeter security design, they should always provide the required functionality specified by the customer. 

Remember that if performance is an issue, you should use a dedicated security device to provide the required functionality rather than a more generic device that offers the service. For example, if a firewall is required, use a firewall instead of a router that provides firewall capability.

The following table outlines the recommendations of scalability for Cisco IOS Firewall and PIX Firewall  XE "security:perimiter security:products;perimeter security:products" deployments.

Cisco IOS Firewall and PIX Firewall Deployments

	Model
	SOHO
	ROBO
	Regional Office
	Enterprise/Service Provider

	IOS Firewall
	800 Series
	1700 Series
	2600/3600 Series
	7200 Series

	PIX Firewall
	501
	506E
	515E-UR
	525E-UR/535E-UR


The deployment of IDS and host IPS within a network can be in a variety of locations. Commonly deployed locations and the sensor type that is used in each location are listed in the following table.

Common IDS/Host IPS Deployment Areas

	Deployment Area
	Sensor Type
	Mitigation

	Extranets
	NIDS
	Monitors traffic from partners

	Intranets/internal
	NIDS, Host IPS
	Protects internal critical systems and data

	Internet access
	NIDS, Host IPS
	Protects against threats from untrusted public networks; includes public services segment for web servers, and so on

	Remote access
	NIDS
	Hardens perimeter


Additional design criteria can be found in Chapters 14, "Implementing Small SAFE  XE "security:perimiter security:products;perimeter security:products" Networks," and 16, "Implementing Medium-Size SAFE Networks." 
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