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Errata

Page xxii – The first sentence should read, “The primary goal of this book is to help you prepare to pass 

                   either the 9E0-111 or the 642-521 Cisco Secure PIX Firewalls Advanced (CSPFA) exam as you 

                   strive to attain the CCSP certification, or a focused PIX certification.”

Page 35 - The fourth sentence under the heading ‘Cisco Secure PIX 520’ should read, “It has four PCI slots 

                 for the installation of Ethernet interfaces and can handle up to six interfaces.”

In the first paragraph of the “Cisco Secure PIX 520” section, the PIX 520 can support 6 physical interfaces. 


The sixth sentence under the heading ‘Cisco Secure PIX 520’ should read, “The 520 can be 

                configured for failover using a failover cable connected to the 115-kbps serial connection.”
Page 39 – In diagram 3-15, “Ethernet 1” should be labeled “10/100”, not “100/100”.

Page 49 – In the first sentence on the page, “aaa authentication telnet console” should be “aaa authentication serial console”. 

Page 55 – In example 4-4, Remove “file cdisk” from the example.

In Figure 5-8, In the bottom right box, “Random Sequence Number: 2748” should be “Random Sequence Number: 2750”.

Page 77 – The last IP address of the command on that page should read:

                 LabPIX(config)# global (outside)  1 192.168.0.64 netmask 255.255.255.255
Page 105 – In Example 6-1, “hostname pixfirewall” and “domain-name axum.com” should not be highlighted.

In Example 6-1, “ip address outside 192.168.1.10.1 255.255.255.224” should be “ip address outside 192.168.1.1 255.255.255.224”.

Page 106 – In Example 6-1, “route outside 0.0.0.0 0.0.0.0 192.168.1.10.3 1” should be: “route outside 0.0.0.0 0.0.0.0 192.168.1.3 1”.

Page 108 – For question 10, Answer B should read, “ip address outside dhcp”.

Page 113 – “static (inside,outside) 192.168.100.10 10.1.100.10 netmask 255.255.255.255” should be “static (inside,outside) 192.168.10.10 10.1.1.10 netmask 255.255.255.255”.

“static (inside,outside) 192.168.1.0 10.1.100.0 netmask 255.255.255.0” should be “static (inside,outside) 192.168.10.0 10.1.100.0 netmask 255.255.255.0”.

Page 114 – “access-list 101 permit tcp any host 172.18.124.99 eq telnet” should be “access-list 101 permit tcp any host 192.168.1.24 eq telnet”.

In section “TCP Intercept Feature”, “Before version 5.3” should read, “Before version 5.2”.

Page 115

In the “nat 0 Command” section the first instance of “access-list 121 permit 192.168.1.10 255.255.255.255 any” should be removed.

Page 117

In the first NOTE, “Starting with Cisco PIX Firewall OS version 5.3,” should read, “Starting with Cisco PIX Firewall OS version 5.0,”

Page 150 – In Table 9-1, these commands should be added:

· failover lan key key_secret –
The shared secret key.

· failover lan enable – 

Enables LAN-based failover; otherwise, serial cable failover is used.

Page 171 – 

“isakmp key abc123 192.168.1.2 netmask 255.255.255.255” should read, “isakmp key abc123 address 192.168.1.2 netmask 255.255.255.255”.

“isakmp key abc123 192.168.1.1 netmask 255.255.255.255” should read, “isakmp key abc123 address 192.168.1.1 netmask 255.255.255.255”.


Page 174 – In Example 10-1, “isakmp key abc123 192.168.1.2 netmask 255.255.255.255” should read, “isakmp key abc123 address 192.168.1.2 netmask 255.255.255.255”.

In Example 10-1, “access-list 90 permit ip 10.10.10.0 255.255.2550.0 10.10.20.0 255.255.255.0” should be: “access-list 90 permit ip 10.10.10.0 255.255.255.0 10.10.20.0 255.255.255.0”.

Page 175 – In Example 10-2, “isakmp key abc123 192.168.1.2 netmask 255.255.255.255” should read, “isakmp key abc123 address 192.168.1.2 netmask 255.255.255.255”.

In Example 10-2, “access-list 90 permit ip 10.10.10.0 255.255.2550.0 10.10.20.0 255.255.255.0” should be: “access-list 90 permit ip 10.10.10.0 255.255.255.0 10.10.20.0 255.255.255.0”.

Page 178 example 10-4 access-list 90 should be 255.255.255.0

Page 180 – In Example 10-5, the command, “access-list 90 permit ip 10.10.10.0 255.255.2550.0 10.10.20.0 255.255.255.0” should read, “access-list 90 permit ip 10.10.10.0 255.255.255.0 10.10.20.0 255.255.255.0”

In Example 10-5, the command “nat (inside) 0 access-list 90” should be configured.

Page 193 – In Example 10-10, the command, “static (inside,dmz) 10.10.10.240 10.10.10.240 netmask 255.255.255.255 0 0” should be added.

In Example 10-10, configuration line 28 is a duplicate and should be removed.

Page 195 – In Example 10-11, the command, “static (inside,dmz) 10.10.2.240 10.10.2.240 netmask 255.255.255.255 0 0” should be added.

Page 197 - In Example 10-12, the command, “static (inside,dmz) 10.10.3.240 10.10.3.240 netmask 255.255.255.255 0 0” should be added. 

In Example 10-13, the command, “static (inside,dmz) 10.10.10.240 10.10.10.240 netmask 255.255.255.255 0 0” should be added.

Page 203 - In Example 10-14, the command, “static (inside,dmz) 10.10.2.240 10.10.2.240 netmask 255.255.255.255 0 0” should be added.

Page 205 - In Example 10-15, the command, “static (inside,dmz) 10.10.3.240 10.10.3.240 netmask 255.255.255.255 0 0” should be added.

Page 207 - In Figure 10-7, the command, “static (inside,dmz) 10.10.10.240 10.10.10.240 netmask 255.255.255.255 0 0” should be added.

Page 226 – The sentence, “Number of active Phase 2 IKE tunnels” should read, “Number of active Phase 1 IKE tunnels”.

Page 262 – For Table 13-1, the title should read, “CSACS 3.0 System Requirements”.

Page 265 – In Figure 13-8, the Access Server Name should be “PIX_Firewall”.

Page 278 – In Figure 14-2, the Access Server Name should be “PIX_Firewall”.

In Example 14-8(14-2) the command “aaa authentication exclude http inbound 192.168.1.28 255.255.255.255 0 0 TACACS+” should read, ““aaa authentication exclude http inbound 0 0 192.168.1.28 255.255.255.255 TACACS+”

In Example 14-10(14-4), the command “aaa authentication include telnet outbound 0 0 0 0 TACACS+” should read, “aaa authentication include any outbound 0 0 0 0 TACACS+”.

In Example 14-10(14-4), the command “nat (inside) 1 0 0 0” should read, “nat (inside) 1 0 0 0 0”.

In Example 14-11(14-5), the command “aaa authentication include telnet outbound 0 0 0 0 TACACS+” should read, “aaa authentication include any inbound 0 0 0 0 TACACS+”.

In Example 14-11(14-5), the commands “static (inside,outside) 192.168.1.4 192.168.1.4 netmask 255.255.255.255 0 0” and “access-list NetMeeting permit tcp any host 192.68.1.4 eq 23” must be added.

In Example 14-11(14-5), the command “access-list NetMeeting permit tcp 192.168.200.1 255.255.255.255 10.10.10.10 255.255.255.255 any eq H323” should read, “access-list NetMeeting permit tcp 192.168.200.1 255.255.255.255 192.168.1.5 255.255.255.255 eq H323”.

In Example 14-11(14-5), the command “access-group NetMeeting in outside” should read, “access-group NetMeeting in interface outside”.

In Example 14-11(14-5), the command “nat (inside) 1 0 0 0” should read, “nat (inside) 1 0 0 0 0”.

Page 280 – The definitions provided for inbound and outbound should be reversed.

Page 285 – The command “virtual http ip_address” should read “virtual http ip_address [warn]”.

In Example 14-12(14-6), the command “nat (inside) 1 0 0 0” should read, “nat (inside) 1 0 0 0 0”.

In Example 14-12(14-6), the command “ip address inside 10.10.1255.255.255.0” should read, “ip address inside 10.10.10.1 255.255.255.0”.

In Example 14-12(14-6), the command “access-list WebTest permit tcp any host 192.168.1.5 255.255.255.255 eq www” should read, “access-list WebTest permit tcp any host 192.168.1.5 eq www”.

In Example 14-12(14-6), the command “static (inside, outside) 192.168.1.5 10.10.10.5 netmask 255.255.255.255 0 0” should read “static (inside, outside) 192.168.1.5 192.168.1.5 netmask 255.255.255.255 0 0”

In Example 14-12(14-6), the command “access-group NetMeeting in outside” should read, “access-group WebTest in interface outside”.

Page 287 - 

In section “Configuring Authorization” the command, “aaa authorization tacacs_server_tag” should read, “aaa authorization command {LOCAL | tacacs_server_tag}”

Page 288 - 

In Example 14-14(14-8) the command “aaa authorization include any inbound outside 0 0 0 0 TACACS+” should read: “aaa authorization include any outside 0 0 0 0 TACACS+”.

In Example 14-14(14-8) the command “aaa authorization exclude http inbound outside 192.168.1.28 255.255.255.255 0 0 TACACS+”  should read: “aaa authorization exclude http outside 0 0 192.168.1.28 255.255.255.255 0 0 TACACS+”.

In Example 14-14(14-8) the command “aaa authorization include udp/53 outbound inside 0 0 0 0 TACACS+” should read, “aaa authorization include udp/53 inside 0 0 0 0 TACACS+”

Page 296 – The definitions provided for inbound and outbound should be reversed.
In Example 14-16(14-9), the command “static (inside,outside) 192.168.200.2 10.10.10.10 netmask 255.255.255.255” should be removed.

Page 308 – In Table 14-1, the command “show accounting” should be “show aaa accounting”.

Page 317 – In section “fixup protocol h323 Command”, the command “fixup protocol h323 7430-7450” should read, “fixup h323 h225 7430-7450”.

Page 323 – The command “ip audit name attack_policy2 attack action alarm drop reset” should read, “ip audit name policy2_pol attack action alarm drop reset”.

page 324 – shunning example should read:

Shun 10.10.10.14 10.25.25.32 555 666 tcp

Page 325 – The command “ip address inside 10.1.1.1 255.255.0.0” should read, “ip address inside 10.1.1.1 255.255.255.0”.

The command “route inside 10.1.2.0 255.255.0.0 10.1.1.1 1” should read, “route inside 10.1.2.0 255.255.255.0 10.1.1.1 1”.

The command “route inside 10.1.3.0 255.255.0.0 10.1.1.1 1” should read, “route inside 10.1.3.0 255.255.255.0 10.1.1.1 1”.

Page 339 – The answer to question number 9 should be “B” not “C”.

Page 346 – In the answer to question number 3, “version 5.3” should be replaced with “version 5.0”.

Page 349 question 6. 

Answer B should read “a daemon written into *nix operating systems”.
Page 351 – In the answer to question number 4, the sentence “Also, an alternative path for stateful information can be communicated in the event of a failure by the failover interface.” Should be removed.

Page 354 – The answer to question number 3 should read, “AH only authenticates the data and the IP header. ESP can both authenticate and encrypt the data but not the IP header.

Page 360 – In the answer to question number 8 “version 5.3” should be “version 4.2”.

page 360- The definition for question 12 should be: The manimum number of blocks allowed in the http response buffer.

Page 362 – For question number 8, answer C should read, “url-server [if-name] vendor websense host local_ip”.

page 362 - question 8, websense should read n2h2

The answer to question number 12 should be “B” not “A”.

Page 380 – 

In Example B-1, the command “ip address failover 1.1.1.1 255.255.255.0” should be added.

Page 385 – In Step 4, it should read “access-list acl_out permit udp any host 192.168.1.8 eq 514”

In Example B-4, the command “access-list acl_out permit tcp any host 192.168.1.8 eq 514” should read, “access-list acl_out permit udp any host 192.168.1.8 eq 514”.

In Task 3 Step 1, the command should read, “aaa-server TACACS+ (inside) host 10.10.10.7 tacpass”.

In Example B-5, the first command should read, “aaa-server TACACS+ (inside) host 10.10.10.7 tacpass”.

Page 386 – In Task 4 Step 1, the command “logging host dmz 192.168.1.8” should read, “logging host dmz 172.16.31.7”.

Page 389 – In Example B-6, command “crypto map toMinneapolis 30 ipsec-isakmp” should read, “crypto map Dukem-Map 30 ipsec-isakmp”.

Page 393 – In Step 8, the access-list should read, “access-list VPN permit ip 10.20.10.0 255.255.255.0 10.10.10.0 255.255.255.0”.
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