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BGP filtering, 430
EIGRP, 104–108

selecting routes to advertise, 109
selective filtering, 109
setting tags on redistributed routes, 110

IS-IS, 205
preventing redistribution routing loops, 

130–131
route reflectors, BGP, 242–245
route servers, 245–247
route summarization, BGP, 432
route tags

IS-IS, 205
prefix-driven route table installation, 217

router IDs, 399
router isis configuration mode, 201, 204, 210, 213
routers, 310

control versus forwarding planes, 265
intermediate systems (IS-IS), 190

routing
access layer, 83

best next hop, 86–87
dual-homed remotes, 85–86
single-homed sites, 84

calculating routes, 296
IS-IS, 413–414
OSPF filtering, 164
SIA routes, 391–393

routing areas, IS-IS, 198–202
aggregating routes, 204
leaking routes into L1 routing domain, 203–204

routing attacks, 317
disrupting peering, 318

flooding, 318
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protocol-level attacks, 318
transport-level attacks, 318

disrupting routing domain stability, 324–325
DoS attacks, 334–335

preventing via edge filters, 335
preventing via GTSM, 335–337

falsifying routing information, 323–324
transiting authorization, 314–316

routing domains, 190, 326
illegitimate devices,thwarting, 330

IPSec, 333–334
MD5 authentication, 331–333

IS-IS, 190
L1 versus L2, 198
L2 in the core, 194
overlapping L1/L2, 195
splitting single into multiple, 190

router compromise, avoiding, 326
filtering access, 328–330
using passwords, 326–328

routing loops, 129, 310
IS-IS, 205
preventing, 130–134

routing policies, 310
routing protocols, 309

comparing OSPF and EIGRP, 457
convergence time, 459–462
ease of troubleshooting, 458–459
suitability of network designs, 462–468

GR operation, 266
security, 343

802.1x, 343–344
soBGP, 344–348

routing tables
BGP load sharing, 249
IS-IS, 216–217

 

S

 

scalability, 20
and redundancy, 26–27
BGP, 236–237

secure origin BGP. 

 

See

 

 soBGP

security
attacks

BGP, 321
IS-IS, 318–320

OSPF, 318–320
protocol-layer attacks, 322

authentication, 311
transiting, 311
transiting trust, 311–313

authorization, 311
transiting trust, 311–313

brittleness, 316
extranets, 337–338

BGP, 339
dampening prefixes, 340
filtering routes, 339–340
limiting route count, 341
using EGPs, 339

Internet connections, 341
protecting against transit, 342–343
route dampening, 343
router filtering, 341

IPSec, 333
protecting information, 337
protocol-layer attacks, 322
RADIUS servers, 328

routing attacks
disrupting peering, 318
disrupting routing domain stability, 

324–325
DoS attacks, 334–335
falsifying routing information, 323–324

routing protocols, 343
802.1x, 343–344
soBGP, 344–348

routing systems, 316
social engineering, 316
TACACs servers, 328
TCP, 322
trust, 311–313

selecting appropriate hierarchical networks, 45
selector bits, 216
separating network functionality, 32
set metric-type internal command, 233
shortest path first (SPF) algorithm. 

 

See

 

 SPF
show cdp neighbor detail command, 219
show clns neighbor command, 218
show ip bgp neighbor command, 227–228
show ip bgp neighbors command, 279
show ip eigrp neighbor command, 128
show ip eigrp neighbors command, 121–122
show ip eigrp topo command, 296–298
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show ip eigrp topology active command, 126–127
show ip eigrp topology all command, 118
show ip eigrp topology command, 118
show ip interface brief command, 219
show ip ospf command, 292–293
show ip ospf neighbor detail command, 273
show ip ospf stat command, 306
show ip ospf timers rate-limit command, 292
show ip protocols command, 269
show ip route command, 115, 201
show isis data detail command, 215
show isis database command, 200
show isis database detail command, 202
show is-is nsf command, 276
show isis spf-log command, 306
SIA (stuck-in-active), 84, 391, 393

routes, troubleshooting, 124–128
timers, 135

signaling, link local, 271–272
single point of redistribution, 64
single-homed sites, 84
Smoothed Round Trip Time (SRRT), EIGRP, 121
soBGP (secure origin Border Gateway Protocol, 

344–345
authentication, 345–346
authorization, 346–347
internetwork topology mapping, 347–348

social engineering, 316
sockets, 48
SONET, 284–285
SoO attribute (EIGRP), 365–367
speakers, BGP, 238
SPF (shortest path first), 264

calculation time, 291, 306
exponential backoff, setting timers, 306–307
flooding, 213
incremental, IS-IS, 302
IS-IS, 213
link-state incremental SPF, 300–302
link-state partial SPF, 299–300
throttling, 292

spf-interval command, 293
SRRT (Smoothed Round Trip Time), EIGRP, 121
SSH (secure shell), passwords, 326
standards track RFCs for IS-IS, 411
stub areas, reducing flooding, 153–155, 160
stub routing, 87–90, 394–395
Stuck-in-Active. 

 

See

 

 SIA
subnetworks, BGP, 238
suboptimal routing, 59–60

summarization, 54, 57, 114, 144–145, 393
aggregation layer, 98
BGP, 432
configuring in IS-IS, 204
controlling query propagation, 116–117
core layer, 77, 98

summarizing into core, 80
summarizing to distribution layer, 77–78

discard routes, 116
distribute lists, 116
distribution layer, 80

summarizing toward core, 80–83
summarizing toward remote sites, 83

IP summary addresses, 114–115
IS-IS, 190
metrics, 61–62
multiple topology table entries, 118–119
stub routers, 87–90
suboptimal routing, 59–60
versus aggregation, 192

summary command, 204
suppress adjacency (SA) bit, 275
suppress limit, BGP route dampening, 256–257
synchronization, iBGP, 431–432

 

T

 

tables, BGP, 234
load sharing, 249

TCP attacks, 321–322
Telnet, passwords, 326
third-party next hop, EIGRP, 99

NBMA hub-and-spoke networks, 99–102
redistributed next hop, 102–104

three-layer hierarchies, 44–45
throttling, 292
Time To Live (TTL) mechanism, 336
timers, 324

EIGRP, 134
hold timers, 134–135
hold/SIA timer interaction, 135–136
SIA timer, 135

IS-IS, 264
link-state generation timer, 291
link-state update generation, 305
OSPF, 264
SPF, 291

exponential backoff, 306–307
timers active command, 136

 

timers active command
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timers lsa arrival command, 292
timers nsf route-hold command, 269
timers throttle lsa all command, 292
topologies

BGP, 226
full mesh, 167, 170–171
hub-and-spoke, 171–177

topology maps, soBGP, 347–348
topology tables, 118–119

EIGRP, clearing, 390–391
totally NSSAs, 159–160
totally stubby areas, 156
traffic engineering, IS-IS, 213
tranport mode, IPSec, 333
transit networks, BGP, 253
transport-level attacks, 318

against BGP, 321
against EIGRP, 320
against OSPF/IS-IS, 318–320

troubleshooting
EIGRP neighbor relationships, 120

mismatching primary addresses, 120–122
multicast delivery problems, 122–123

OSPF neighbor adjacencies, 184–187
trust

security aspects, 316
transitive, 311–313

TSNRFA (totally stubby not really full area), 160
TTL (Time To Live) mechanism, 336
tunnel mode, IPSec, 333
two-layer hierarchies, 43–44

 

U-V

 

updates, BGP, 239

virtual links, 408
virtual terminal passwords, 326
VPNs

MPLS, 353–355
BGP/MPLS VPNs, 358, 361–370
overlaying routing onto, 356–357
peer-to-peer routing over, 357

multipoint GRE tunnels, 376–378

 

W-X-Y-Z

 

wait timers, 324
wide metrics, 415

IS-IS, 213

X.509vs certificate, soBGP, 345

 

timers lsa arrival command




